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1/*

2 * CDDL HEADER START

3 *

4 * The contents of this file are subject to the terms of the

5 * Common Devel opnent and Distribution License (the "License").

6 * You may not use this file except in conpliance with the License.

7 *

8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *
19 =

*

CDDL HEADER END
/

23 * Copyright 2010 Enulex. Al rights reserved.

24 * Use is subject to |license terns.

25 */

26 /*

27 * Copyright 2014 Nexenta Systens, Inc. All rights reserved.
*
/

29 #endif /* ! codereview */

32 #include <enl xs. h>
34 #ifdef DHCHAP_SUPPORT

36 #include <nmd5. h>

37 #include <shal. h>

38 #ifdef S10

39 #include <shal_consts. h>

40 #el se

41 #include <sys/shal_consts. h>
42 #endif /* S10 */

43 #i ncl ude <bi gnum h>

44 #include <sys/tinme. h>

46 #ifdef S10

47 #define Bl GNUM CHUNK 32

48 #define Bl G CHUNK_TYPE ui nt32_t
49 #define CHARLEN2BI GNUMLEN( _val ) (_val/4)
50 #endif /* S10 */

52 #defi ne RAND

54 #ifndef ENABLE
55 #define ENABLE 1
56 #endif /* ENABLE */

58 #ifndef DI SABLE
59 #define DI SABLE 0
60 #endif /* DI SABLE */
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/* Required for EMLXS_CONTEXT in EMLXS MSGF cal ls */
EMLXS_MSG_DEF( EMLXS_DHCHAP_C) ;

static char *em xs_dhc_pstate_xl ate(uint32_t state);

static char *em xs_dhc_nstate x| ate(ui nt 32_t state)

static uint32_t enfxs_check_dhgp(en xs port t *port, NODELIST *ndl p,
uint32_t *dh_id, uintl16_t cnt, uint32_t *dhgp_i d);

static void en xs_dhc_set _reauth_ti me(em Xs_port_t *port,
em xs_node_t *ndl p, uint32_t status);

static void em xs_auth_cfg_init(em xs_hba_t *hba);

static void en xs_auth_cfg_fini(em xs_hba_t *hba);

static void en xs_auth_cfg_read(em xs_hba_t *hba);

static uint32_t em xs_auth_cfg_| parse(em XS_| hba t *hba
em xs_auth_cfg_t *config, char *prop_st

r);
static em xs_auth_cfg_t *em xs_auth_cfg_get (em xs_hba_t *hba,
uint8_t *Twapn, uint8_t *rwapn);
static enml xs_auth_cfg_t *enl xs_auth_cfg_create(en xs_hba_t *hba,
uint8_t *Twwpn, uint8 t *rwapn);
static void enl xs_auth_cfg_destroy(en xs_hba_t *hba,
enl xs_auth_cfg_t *auth_cfg);
static void enl xs_auth_cfg_pri nt(em xs_hba_t *hba,
em xs_auth_cfg_t *auth_cfg);

static void em xs_auth_key_init(em xs_hba_t *hba);
static void em xs_auth_key fini(em xs_hba_t *hba);
static void enl xs_auth_key read(enl xs_hba_t *hba);
static uint32_t enl xs_aut h_key_parse(em xs_hba_t *hba,
enl xs_aut h_key t *aut h_key, char *prop_str);

static enml xs_auth_key_t *enl xs_aut h_key_get (en xs hba t *hba,
uint8_t *Twawpn, uint8_ t *r n);

static eml xs_auth_key_t *em xs_aut h_key_create(en xs_hba_t *hba,
uint8_t *Twapn, uint8_t *rwapn);

static void enl xs_aut h_key_destroy(em xs_hba_t *hba,
em xs_auth_key_t *auth_key);

static void enl xs_auth_key_ prlnt(em xs_hba_t *hba,
enl xs_auth_key_t *auth_key);

static void enl xs_get _random byt es(NODELI ST *ndl p, uint8_t *rdn,
uint32_t len);

static em xs_auth_cfg_t *em xs_auth_cfg_find(em xs_port_t *port,
uint8_t *rwapn);

static enml xs_auth_key_t *enl xs_aut h_key_find(em xs_port_t *port,
uint8_t *rwapn);

static void em xs_dhc_aut h_conpl ete(enl xs_port_t *port,
eml xs_node_t *ndl p, uint32_t status);

static void enl xs_Tog_auth_event (em xs_port _t *port, NODELIST *ndl p,
char *subcl ass, char *info);

static int em xs_i ssue_auth_negotiate(em xs_port_t *port,
em xs_node_t *ndlp, uint8_t retry)

static void enl xs_cnpl _aut h_negoti ate_i ssue(fc_packet _t *pkt);

static uint32_t *enl xs_hash_rsp(enm xs_port _t *port,
em xs_port_dhc_t *port_dhc, NODELIST *ndlp, uint32_t tran_id,

uni on chal l enge_val un_cval, uint8_t *dhval, uint32_t dhvallen);

static fc_packet t *em xs_prep_el s_fc_pkt(enl xs_port_t *port,
uint32_t d_id, uint32_t cnd_size, uint32_t rsp_size,
ui nt 32_t dat al en, int32_t sleepflag)

static uint32_t *enl xs_hash_vrf(enm xs_port_t *port,
em xs_port _dhc_t *port_dhc, NODELIST *ndlp, uint32_t tran_id,
uni on chal l enge_val un_cval);

static Bl G ERR CODE
erm xs_i nterm hash(enl xs_port _t *port, em xs_port_dhc_t *port_dhc,
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NODELI ST *ndl p, void *hash_val, uint32_t tran_id,
uni on chal |l enge_val un_cval, uint8_t *dhval, uint32_t *);

static Bl G ERR _CODE
em xs_BlI GNUM get _pubkey(em xs_port_t *port, em xs_port_dhc_t *port_dhc,
NODELI ST *ndl p, uint8_t *dhval, uint32_t *dhvallen,
uint32_t hash_size, uint32_t dhgp_id);
static Bl G ERR_CODE
em xs_BlI GNUM get _dhval (em xs_port_t *port, em xs_port_dhc_t *port_dhc,
NODELI ST *ndl p, uint8_t *dhval, uint32_t *dhval _| en,
uint32_t dhgp_id, uint8_t *priv_key, uint32_t privkey_len);
static uint32_t *
em xs_hash_verification(em xs_port_t *port, em xs_port_dhc_t *port_dhc,
LI ST *ndl p, uint32_t tran_id, uint8_t *dhval,
uint32_t dhval _len, uint32_t flag, uint8_t *bi_cval);

static uint32_t *

em xs_hash_get _R2(enl xs_port _t *port, enml xs_port_dhc_t *port_dhc,
NODELI ST *ndl p, uint32_t tran_id, uint8_t *dhval,
uint32_t dhval _len, uint32_t flag, uint8_t *bi_cval);

static uint32_t enl xs_issue_auth_reject(em xs_port_t *port,
NODELI ST *ndlp, int retry, uint32_t *arg, uint8_t ReasonCode,
ui nt 8_t ReasonCodeExpl anati on);

static uint32_t enl xs_di sc_neverdev(enl xs_port_t *port, void *argl,
void *arg2, void *arg3, void *arg4, uint32_t evt);
static uint32_t enl xs_rcv_aut h_nsg_unnmapped_node(enl xs_port_t *port,
void *argl, void *arg2, void *arg3, void *arg4, uint32_t evt);
static uint32_t enl xs_rcv_auth_nsg_npr_node(em xs_port_t *port,
void *argl, void *arg2, void *arg3, void *arg4, uint32_t evt);
static uint32_t enl xs_cnpl _aut h_nsg_npr_node(enl xs_port_t *port,
void *argl, void *arg2, void *arg3, void *arg4, uint32_t evt);
static uint32_t enl xs_rcv_auth_nsg_aut h_negoti ate_i ssue(enl xs_port_t *port,
void *argl, void *arg2, void *arg3, void *arg4, uint32_t evt);
static uint32_t enl xs_cnpl _aut h_nsg_aut h_negoti ate_i ssue(en xs_port_t *port,
void *argl, void *arg2, void *arg3, void *arg4, uint32_t evt);
static uint32_t enl xs_rcv_auth_nsg_auth_negotiate_rcv(enl xs_port_t *port,
void *argl, void *arg2, void *arg3, void *arg4, uint32_t evt);
static uint32_t enl xs_cnpl _aut h_nsg_aut h_negoti ate_rcv(em xs_port_t *port,
void *argl, void *arg2, void *arg3, void *arg4, uint32_t evt);
static uint32_t
em xs_rcv_aut h_nsg_aut h_negoti at e_cnpl _wai t 4next (em xs_port_t *port,
void *argl, void *arg2, void *arg3, void *arg4, uint32_t evt);
static uint32_t
em xs_cnpl _aut h_nsg_aut h_negoti at e_cnpl _wai t 4next (em xs_port_t *port,
void *argl, void *arg2, void *arg3, void *arg4, uint32_t evt);
static uint32_t
em xs_rcv_aut h_nsg_dhchap_chal | enge_i ssue(em xs_port_t *port, void *argl,
void *arg2, void *arg3, void *arg4, uint32_t evt);
static uint32_t
em xs_cnpl _aut h_nsg_dhchap_chal | enge_i ssue(em xs_port_t *port, void *argl,
void *arg2, void *arg3, void *arg4, uint32_t evt);
static uint32_t enl xs_rcv_auth_nmsg_dhchap_reply_i ssue(enl xs_port_t *port,
void *argl, void *arg2, void *arg3, void *arg4, uint32_t evt);
static uint32_t enl xs_cnpl _aut h_nsg_dhchap_reply_i ssue(em xs_port_t *port,
void *argl, void *arg2, void *arg3, void *arg4, uint32_t evt);
static uint32_t
em xs_rcv_aut h_nsg_dhchap_chal | enge_cnpl _wai t 4next (em xs_port_t *port,
void *argl, void *arg2, void *arg3, void *arg4, uint32_t evt);
static uint32_t
em xs_cnpl _aut h_nmsg_dhchap_chal | enge_cnpl _wai t 4next (enml xs_port_t *port,
void *argl, void *arg2, void *arg3, void *arg4, uint32_t evt);
static uint32_t
em xs_rcv_aut h_nsg_dhchap_reply_cnpl _wai t 4next (em xs_port_t *port,
void *argl, void *arg2, void *arg3, void *arg4, uint32_t evt);
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static uint32_t

em xs_cnpl _aut h_nmsg_dhchap_repl y_cnpl _wai t 4next (em xs_port_t *port,
void *argl, void *arg2, void *arg3, void *arg4, uint32_t evt);

static uint32_t enl xs_rcv_auth_nmsg_dhchap_success_i ssue(en xs_port_t *port,
void *argl, void *arg2, void *arg3, void *arg4, uint32_t evt);

static uint32_t

em xs_cnpl _aut h_nsg_dhchap_success_i ssue(enl xs_port_t *port, void *argl,
void *arg2, void *arg3, void *arg4, uint32_t evt);

static uint32_t

em xs_rcv_aut h_nmsg_dhchap_success_i ssue_wai t 4next (em xs_port_t *port,
void *argl, void *arg2, void *arg3, void *arg4, uint32_t evt);

static uint32_t

em xs_cnpl _aut h_nsg_dhchap_success_i ssue_wai t 4next (em xs_port_t *port,
void *argl, void *arg2, void *arg3, void *arg4, uint32_t evt);

static uint32_t

em xs_rcv_aut h_nsg_dhchap_success_cnpl _wai t 4next (em xs_port_t *port,
void *argl, void *arg2, void *arg3, void *arg4, uint32_t evt);

static uint32_t

em xs_cnpl _aut h_nmsg_dhchap_success_cnpl _wai t 4next (em xs_port_t *port,
void *argl, void *arg2, void *arg3, void *arg4, uint32_t evt);

static uint32_t enl xs_devi ce_recov_unmapped_node(enl xs_port_t *port,
void *argl, void *arg2, void *arg3, void *arg4, uint32_t evt);

static uint32_t enl xs_devi ce_rm npr_node(enl xs_port_t *port, void *argl,
void *arg2, void *arg3, void *arg4, uint32_t evt);

static uint32_t enl xs_devi ce_recov_npr_node(em xs_port_t *port, void *argl,
void *arg2, void *arg3, void *arg4, uint32_t evt);

static uint32_t enl xs_devi ce_rem auth(em xs_port_t *port, void *argl,
void *arg2, void *arg3, void *arg4, uint32_t evt);

static uint32_t enl xs_device_recov_aut h(em xs_port_t *port, void *argl,
void *arg2, void *arg3, void *arg4, uint32_t evt);

static uint8_t em xs_null _wwn[8] =
{0, 0, 0, O, O, O, O, O};
static uint8_t enlxs_fabric_wwn[8] =
{oxff, Oxff, Oxff, Oxff, Oxff, Oxff, Oxff, Oxff};

unsi gned char dhgpl_pVval[] =

{OxEE, OxAF, Ox0A, 0xB9, OxAD, 0xB3, 0x8D, 0xD6, 0x9C, 0x33, O0xF8, O0x0A, OxFA,
0x8F, 0xC5, OxES,

0x60, 0x72, Ox61, O0x87, O0x75, OxFF, O0x3C, 0x0B, Ox9E, O0xA2, 0x31, 0x4C, 0x9C,
0x25, 0x65, 0x76,

0xD6, 0x74, OxDF, Ox74, 0x96, OxEA, 0x81, 0xD3, 0x38, 0x3B, 0x48, 0x13, 0xDe,
0x92, 0xC6, OxEO,

OxEO, 0xD5, 0xD8, OxE2, 0x50, OxB9, 0x8B, OxE4, Ox8E, 0x49, 0x5C, 0x1D, 0x60,
0x89, O0xDA, 0xD1,

0x5D, 0xC7, O0xD7, OxB4, 0x61, Ox54, OxD6, 0xB6, OxCE, Ox8E, O0xF4, OxAD, 0x69,
0xB1, 0x5D, 0x49,

0x82, 0x55, 0x9B, 0x29, O0x7B, OxCF, 0x18, 0x85, 0xC5, 0x29, OxF5, 0x66, 0x66,
OxO0E, 0x57, OxEC,

0x68, OxED, 0xBC, 0x3C, 0x05, 0x72, 0x6C, O0xCO, Ox2F, 0xD4, 0xCB, OxF4, 0x97,
OX6E, OxAA, O0x9A,

OxFD, 0x51, 0x38, OxFE, 0x83, 0x76, 0x43, 0x5B, Ox9F, 0xC6, 0x1D, O0x2F, 0xC0,
OxEB, 0x06, OxE3,

be

unsi gned char dhgp2_pVal [] =

{0xD7, 0x79, Ox46, 0x82, Ox6E, 0x81, 0x19, 0x14, 0xB3, 0x94, 0x01, O0xD5, Ox6A,
Ox0A, 0x78, 0x43,

OxA8, OxE7, 0x57, 0x5D, 0x73, 0x8C, 0x67, O0x2A, 0x09, Ox0A, 0xBl1, 0x18, 0x7D,
0x69, 0x0D, OxC4,

0x38, 0x72, OxFC, 0x06, OxA7, 0xB6, OxA4, Ox3F, 0x3B, 0x95, OxBE, OxAE, 0xC7,
OxDF, 0x04, 0xB9,

0xD2, 0x42, OxEB, OxDC, 0x48, 0x11, 0x11, 0x28, 0x32, 0x16, OxCE, 0x81, OxG6E,
0x00, O0x4B, 0x78,
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0x6C,
O0xA5,
0x90,
OxDE,
0x69,
0xD8,
0xC9,
0x49,
OXEA,
OxE7,
0x9C,
0xFO,
272 };

Ox5F,
0x0B,
0xBD,
0x18,
0x08,
0x71,
OXxEC,
0xB1,
0x04,
0x06,
0x02,
0x60,

0xCE,
OxBE,
0x3A,
0x91,
0x94,
0x00,
oxC2,
0x63,
0x18,
Ox7A,
Ox4F,

0x5B

0x85,
0x9C,
0xBC,
0x52,
OX7F,
0x9B,

0x67,
0x98,
Ox1F,
OX7E,
0xD2,
0x7C,

unsi gned char dhgp3_pVal[] =

{0x9D, OxEF, 0x3C, OxAF, 0xB9,
0x7B,
0OxA5,
0xCC,
Ox4F,
Ox7A,
0x58,
OxE8,
0x02,
0x89,
0x60,
0xB1,
Ox4E,
0x8C,
OxDF,
oxC4,
0x77,
0xB7,
0x7C,
0x29,
0x02,
0xCso,
0x18,
0xF9,

OxA4,
0xDB,
0x19,
Ox5F,
0x60,
0x15,
0x22,
OxDF,
0x79,
0x9B,
0xC5,
0x76,
0x9C,
Ox6E,
0xB7,
0x65,
0xCC,
0x83,
0xB5,
0x5A,
0x42,
0x15,
0x35,

bs

0xBB,
0x1D,
0x4D,
Ox5F,
0x29,
0x90,
0xDC,
Ox8A,
0x14,
0x9E,
0xFC,
Ox3F,
OxF5,
0x01,
0x86,
O0x2E,
OxAE,
0x26,
0x2E,
Ox1F,
OxF3,
OxOF,

0xBB

OxF4,
0x55,
0x3B,
0x7C,
0x0B,
0x4B,
0x95,
0x43,
0x4A,
OxFF,
0x93,

0x99,
Ox6E,
0xA0,
OxEC,
OxES3,
0x53,
0x39,
0x7D,
OxE3,
Ox5E,
0x49,

unsi gned char dhgp4_pVal[] =

{OxAC, O0x6B, 0xDB, 0x41, 0x32,
0x58,
0x72,
0x60,
0x73,
OxA1,
0x23,
OxFD,
0x08,
0x3A,
Ox1A,
0x93,
0xF9,
OxFF,
0x59,
0x77,
0x97,
0x64,
0xD2,
0x77,
0x45,
OxEC,
0x2C,
OXx7A,

0x89,
OXAF,
0xB5,
OXxA3,
0x67,
0xD5,
0x04,
OxE8,
0x16,
0x66,
0x0B,
0x55,
OxF4,
0x73,
0x14,
OxCA,
0x6C,
OxF1,
0xF8,
0x54,
oxD2,
0x03,
OXES5,

Ox2F,
0xB6,
0x50,
0x29,
0x3D,
0x12,
0x50,
0x39,
0xB3,
0x05,
0xB8,
0x79,
0x74,
0xDo,
0x3B,
0xB4,
0x81,
0xB9,
0x48,
0x23,
OxFA,
OxFB,
OxE6,

0x65,
0xCB,
OXAB,
0x69,
OXFB,
0x93,
0x41,
0x3A,
0x07,
0xB5,
0xDB,

0x19,
0xB4,
0x4B,
OxED,
0xD5,
OxEC,
0xD5,
0x23,
0x87,
0x24,
OxF5,

0x80, 0xD4,
OXAC, OxOF,
0x65, OxEO,
0x45, OxEB,
0x7C, O0x1B,
0x5A, 0x0B,

0x39, 0x27,
OxAC, 0x4C,
0x27, O0xCB,
0xD0, OxF8,
0x67, OxFO,
0OxBA, 0xB6,
0OxDD, 0x9D,
0x34, 0x96,
0x6C, Ox7F,
0xA9, OxBE,
0x91, 0x47,
0x9A, 0x23,

Ox4A, O0x9A,
0x87, OxEE,
0xA0, 0x99,
0x03, 0x31,
0xB7, 0x67,
OxFA, OxAA
0x97, Ox5E,
0xC3, Ox3E,
O0xFB, 0x80,
0x17, 0x46,
0xB0, 0xD5,
0x2F, 0xB3,

0x18,
Ox5F,
0x0D,
0x84,
0xD9,
Ox4F,

OXx7A,

0x80,
OxDE,
0x43,
0xDO,
0x3D,
OxA1,
0x27,
0x8C,
0xB8,
Ox9E,
0x4D,

0x9B,

0x07,
OXED,
0x0D,
0xBO,
OxE8,
OXEA,
OxA7,
0x16,
Ox1A,
0x7D,
0x78,

0x37,
0xQ0,
OxE1,
0x9D,
0xC7,
0x50,

0xB1,
0xBE,
0x51,
0x80,
0x81,
0x47,
0x15,
0xDB,
OxE4,
Ox7F,
0x8C,
OxCF,

OxF1,
OxFC,
0x81,
0xCD,
O0xCF,
0x29,
O0xA8,
0x1D,
0x76,
0x5B,
O0x5E,
0x61,

0xD9,
0xDE,
0x5B,
OxEB,
0x95,
0x03,

OxF1,
OxEE,
0xCs,
0xB6,
0x34,
0x54,
0x8B,
0x2F,
0x42,
0x8A,
OXE7,
0x76,

0x66,
0x31,
0x93,
OXx7F,
0x60,
0x18,
0x0D,
0x28,
0xBD,
0x9D,
O0xA7,
0x60,

0x5A,
0x74,
0x4B,
0x14,
0x8C,
0x68,

0x2A,

0xA9,
0xA9,
0x55,
0xB1,
0x83,
OxFD,
0xD5,
0x73,
0x2F,
0xA2,
OxE3,

0xDE,

0x92,
0xEO,
0x48,
0x95,
O0xA9,
0x74,
Ox1E,
0x20,
0x32,
OX7A,
0x27,

0xD7,
0x4B,
0x2A,
0xBB,
0xD4,
0x61,

0x86,

0x61,
0x4B,
0xBB,
0xC8,
0x81,
Ox3E,
0x3D,
Ox4A,
O0xE9,
0x8C,
OxFE,

0x5E,

0x94,
0x75,
0xA9,
0x17,
0x96,
0x0A,
0x44,
OX7A,
OxE6,
0x27,
0x90,

0x87,
0x1C,
0xA6,
0x20,
0x0C,
0x61,

0x17,
0x4B,
OxE4,
0x9A,
0xB9,
0xDB,
0x2B,
0x24,
OxF7,
0xB8,
0x24,
0xD1,

0x13,
0x3D,
0x77,
Ox DA,
O0x9A,
0Ox2F,
0xDB,
0x6B,
0x43,
0x88,
0x75,
0x04,
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326 OxAF, 0x87, Ox4E, 0x73, 0x03, OxCE, 0x53, 0x29, 0x9C, O0xCC, 0x04,
327 0xC3, 0x08, 0xD8,

328 0x2A, 0x56, 0x98, OxF3, O0xA8, O0xDO, OxC3, 0x82, 0x71, OxAE, 0x35,
329 0xDB, OxFB, 0xBS6,

330 0x94, 0xB5, 0xC8, 0x03, 0xD8, O0x9F, O0x7A, OxE4, 0x35, OxDE, 0x23,
331 Ox5F, 0x54, 0x75,

332 0x9B, 0x65, OxE3, 0x72, OxFC, 0xD6, Ox8E, O0xF2, O0xOF, OxA7, O0x11,
333 Ox4A, OxFF, 0x73

334 };

336 /*

337 * myrand is used for test only, eventually it should be replaced
338 * nunber. AND it is basically the private key.

339 */

340 /* #define MYRAND */

341 #ifdef MYRAND

342 unsigned char nyrand[] =

343 {0x11, Ox11, 0x22, 0x22,

344 0x33, 0x33, 0x44, 0x44,

345 0x55, 0x55, 0x66, 0x66,

346 0x77, Ox77, 0Ox88, 0x88,

347 0x99, 0x99, 0x00, 0x00};

348

#endi f /* MYRAND */

0x1C, 0x7B,
O0xF8, OxE9,
0x6D, 0x52,
Ox1F, Ox9E,

by the random

& recovery */

353 /* Node Events */

354 #defi ne NODE_EVENT_DEVI CE_RM 0x0 /* Auth response tineout & fail */
355 #define NODE_EVENT_DEVI CE_RECOVERY Ox1 /* Auth response ti nmeout
356 #define NODE_EVENT_RCV_AUTH MSG 0x2 /* Unsolicited Auth received */
357 #defi ne NODE_EVENT_CMPL_AUTH MBG 0x3

358 #defi ne NODE_EVENT_MAX_EVENT 0x4

360 enl xs_table_t enl xs_event _table[] =

361 {

362 { NODE_EVENT_DEVI CE_ RM "DEVI CE_REMOVE"},

363 { NODE_EVENT_DEVI CE_ RECOVERY, " DEVI CE_RECOVER "},

364 { NODE_EVENT_RCV_AUTH_MSG, " AUTH_MSG RCVD}

365 {NODE_EVENT_CMPL_AUTH MSG, "AUTH MSG_CMPL™ }

367 }; /* em xs_event _table() */

369 enl xs_table_t enl xs_pstate_table[] =

370 {

371 { ELX_FABRI C_STATE_UNKNOWN, "FABRI C_STATE_UNKNOMW'},

372 { ELX_FABRI C AUTH Dl SABLED " FABRI C AUTH DI SABLED" 1,

373 { ELX_FABRI C_AUTH_FAI LED, FABRI C _AUTH FAI LED'},

374 {ELX_FABRI C_AUTH_SUCCESS, "FABRI C_AUTH SUCCESS'},

375 {ELX_FABRI C_| N_AUTH, "FABRI C_| N AUTH'},

376 {ELX_FABRI C_| N_REAUTH, "FABRI C I N REAUTH'},

378 }; /* em xs_pstate_table() */

380 em xs_table_t em xs_nstate_table[] =

381

382 { NODE_STATE_UNKNOWN, " STATE_UNKNOMW'},

383 { NODE_STATE_AUTH DI SABLED, "AUTH DI SABLED}

384 {NODE_STATE _AUTH_FAI LED, " AUTHfFAI LED'},

385 { NODE_STATE_AUTH_SUCCESS, "AUTH 1_SUCCESS" },

386 { NODE_STATE_AUTH_NEGOTI ATE | SSUE, "NEGOTI ATE | SSUE"},

387 { NODE_STATE_AUTH_NEGOTI ATE_RCV, " NEGOTI ATE_RCV'},

388 { NODE_STATE_AUTH_NEGOTI ATE_CMPL_WA| TANEXT, " NEGOTI ATE = CMVPL"},
389 NCDE STATE DHCHAP CHALLENGE ISSUE " DHCHAP_CHALLENGE_| SSUE"},
390 { NODE_STATE_DHCHAP_REPLY_| SSUE, " DHCHAP_| REPLY | SSUE"},

391 { NODE_STATE_DHCHAP_CHALLENGE CMPL_WAI TANEXT, "DHCHAP_CHALLENGE CMPL"},
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392 { NODE_STATE_DHCHAP_REPLY_CMPL_WAI T4NEXT " DHCHAP_REPLY_CMPL"},

393 { NODE_STATE_DHCHAP_SUCCESS | SSUE, " DHCHAP_ SUCCESS | SSUE"},

394 { NODE_STATE_DHCHAP_SUCCESS_| SSUE_WAI TANEXT, " DHCHAP_SUCCESS | SSUE_WAI T"},
395 { NODE_STATE_DHCHAP_SUCCESS_CMPL_WAI T4NEXT, " DHCHAP_SUCCESS_CMPL"},

396 }; /* em xs_nstate_table() */

398 extern char *
399 eml xs_dhc_event _xl ate(uint32_t state)

400 {

401 static char buffer[32];

402 uint32_t i;

403 uint32_t count;

405 count = sizeof (enml xs_event_table) / sizeof (em xs_table_t);
406 for (i = 0; i < count; i++)

407 if (state == enl xs_event _table[i].code) {

408 return (em xs_event_table[i].string);
409 }

410 1

412 (void) spri ntf(buffer "event =0x%", state);

413 return (buffer)

415 } /* enml xs_dhc_event _xl ate() */

418 extern void
419 em xs_dhc state(em Xs_port_t *port, eml xs_node_t *ndlp, uint32_t state,

420 ( uint32_t reason, uint32_t expl ai nati on)

421

422 em xs_hba_t *hba = HBA;

423 em xs_port_dhc_t *port_dhc = &port->port_dhc;

424 enl xs_node_dhc_t *node_dhc = &ndl p- >node_dhc;

425 uint32_t pstate;

427 if ((state !'= NODE_STATE_NOCHANGE) && (node_dhc->state != state)) {
428 EM_LXS_MSGF( EMLXS_CONTEXT, &enl xs_fcsp_state_nsg,

429 "Node: Ox% 9% --> 9%", ndl p->nl p_DID,

430 erm xs_dhc_nst at e_xI| at e( node_dhc- >state),

431 em xs_dhc_nstate_xl ate(state));

433 node_dhc->prev_state = node_dhc->state;

434 node_dhc->state = (uintl16_t)state;

436 /* Perform comon functions based on state */

437 switch (state) {

438 case NODE_STATE_UNKNOWN:

439 case NODE_STATE_AUTH DI SABLED:

440 node_dhc->nl p_authrsp_tno = 0;

441 node_dhc->nl p_aut hrsp_tmocnt = 0;

442 em xs_dhc_set _reauth_ti me(port, ndlp, DI SABLE);
443 break;

445 case NODE_STATE_AUTH_SUCCESS:

446 /* Record auth time */

447 if (ndlp->nlp DD == FABRIC DID) {

448 port_dhc->auth_time = DRV_TI ME;

449 } else if (node_dhc->parent_auth_cfg) {

450 node_dhc->parent _aut h_cfg->auth_tine = DRV_TI Mg
451 }

452 hba->rdn_flag =

453 node_dhc->nl p_authrsp_tnm = 0;

455 i f (node_dhc->flag & NLP_SET_REAUTH TI ME) {
456 em xs_dhc_set _reauth_time(port, ndlp, ENABLE);

457 }
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458 br eak;
460 defaul t:
461 br eak;
462 }
464 /* Check for switch port */
465 if (ndlp->nlp_DID == FABRICDD ({
466 switch (state) {
467 case NODE_STATE_UNKNOWN:
468 pstate = ELX FABRI C_STATE_UNKNOVK;
469 br eak;
471 case NODE_STATE_AUTH DI SABLED:
472 pstate = ELX_FABRI C_AUTH DI SABLED;
473 br eak;
475 case NODE_STATE_AUTH_FAI LED:
476 pstate = ELX_FABRI C_AUTH_FAIl LED;
477 br eak;
479 case NODE_STATE_AUTH_SUCCESS:
480 pstate = ELX_FABRI C_AUTH_SUCCESS;
481 br eak;
483 /* Auth active */
484 defaul t:
485 if (port_dhc->state ==
486 ELX_FABRI C_AUTH_SUCCESS) {
487 pstate = ELX_FABRI C_| N_REAUTH;
488 } else if (port_dhc->state T=
489 ELX_FABRI C_ IN | REAUTH) {
490 pstate = ELX_FABRI C_I N_AUTH,
491
492 br eak;
493 }
495 if (port_dhc->state != pstate) {
496 EMLXS_MSGF( EMLXS_CONTEXT, &eni xs_fcsp_state_nsg,
497 "Port: % --> %",
498 enm xs_dhc_pst at e_xI| at e(port _dhc->state),
499 em xs_dhc_pstate_xl ate(pstate));
501 port_dhc->state = pstate;
502 }
503 }
504 }
505 /* Update auth status */
506 mut ex_ent er (&hba- >aut h_| ock) ;
507 enml xs_dhc_status(port, ndlp, reason, explaination);
508 mut ex_exi t (&hba->aut h_| ock) ;
510 return;

512 } /* enl xs_dhc_state()

515 /* auth_l ock nust be held when calling this */
516 extern void
517 em xs_dhc_status(enl xs_port _t *port, em xs_node_t *ndl p, uint32_t reason,

518 uint32_t expl ai nation)

519 {

520 em xs_port_dhc_t *port_dhc;
521 em xs_node_dhc_t *node_dhc;
522 df c_auth_status_t *auth_status;
523 uint32_t drv_tinme;



525
526
527
528
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if (!Indlp || !'ndlp->nlp_active || ndlp->node_dhc.state ==
NODE_STATE_UNKNOMN) ~{
return;
}
port _dhc &port->port _dhc;

529
530

532
533
534
535
536
537
538
539
540

542
543
544
545
546

548
549
550
551
552
553
554
555

551
558
559
560

562
563
564
565
566
567
568
569

571
572
573
574
575
576
577
578
579
580
581
582
583

585
586
587
588

node_dhc - &ndl p- >node_dhc;
/* Get auth status object */
if (ndlp->nlp_DD == FABRI C DD {
auth_status = &port_dhc->aut h_st at us;
} else if (node_dhc- >parent_aut h_cfg) {
aut h_status = &node_dhc- >parent _aut h_cf g- >aut h_st at us;
} else {
/* No auth status to be updated */
return;

}

EMLXS MSGF( EMLXS_CONTEXT, &eml xs_fcsp_status_nsg,
"Node: Ox% stat e=% rsn=0x% exp=0x% (%, %)",
ndl p->nl p_DI D, enl xs_dhc_nst at e_x| at e( node_dhc- >state), reason,
expl ai nation, auth_status->auth_state,
aut h_st at us- >aut h_f ai | Reason) ;

/* Set state and auth_fail Reason */
switch (node_dhc->state)
case NODE_STATE_UNKNOWN: /* Connection */
i (auth_status->auth_state != DFC_AUTH STATE FAI LED) {
aut h_st at us- >auth_state = DFC_AUTH_STATE_OFF;
aut h_st at us- >aut h_f ai | Reason = 0;

br eak;

case NODE_STATE_AUTH_DI SABLED:
aut h_st at us- >aut h_state = DFC_AUTH_STATE_OFF;
aut h_st at us- >aut h_f ai | Reason = 0;
br eak;

case NODE_STATE AUTH FAI LED:

/* Check failure reason and update if neccessary */

switch (reason)

case AUTHRIT_FAI LURE: [* 0x01 */

case AUTHRIT_LOG C_ERR: /* 0x02 */
auth_status->auth_state = DFC AUTH_STATE_FAI LED;
guthkst at us- >aut h_f ai | Reason = DFC_AUTH_FAI L_REJECTED,;
rea

case LSRIT_AUTH REQUI RED:
switch (expl aination) {
case LSEXP_AUTH_REQUI RED:
aut h_stat us->auth_state = DFC_AUTH STATE_FAI LED;
aut h_st at us->aut h_f ai | Reason =
DFC_AUTH_FAI L_LS_RJT;
br eak;
defaul t:
aut h_status->auth_state = DFC AUTH_STATE_FAI LED;
aut h_st at us->aut h_f ai | Reason =
DFC_AUTH_FAI L_REJECTED;

/* 0x03 */

break;

case LSRIT_AUTH LOG CAL_BSY: /* 0x05 */
aut h_status->auth_state = DFC_AUTH STATE_FAI LED;
aut h_st at us- >aut h_f ai | Reason = DFC_AUTH FAI L_BSY_LS RIT;
break;
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590
591
592
593

595
596
597
598
599

601
602
603
604
605
606

608
609
610
611

613
614
615
616
617

619
620
621
622
623
624
625
626
627
628
629
630
631

633
634
635
636
637
638
639
640
641
642
643
644
645

647
648
649
650
651
652
653
654
655

case LSRIT_AUTH ELS_NOT SUPPO?TED /* 0x0B */
auth_status->auth_state = DFC_AUTH STATE FAI LED,
aut h_st at us- >aut h_f ai | Reason = DFC_AUTH_FAIL_LS_RIT;
br eak;

case LSRIT_AUTH NOT_LOGGED IN: /* 0x09 */
auth_status->auth_state = DFC_AUTH_STATE_FAI LED;
aut h_status->auth_fail Reason = DFC_AUTH FAIL_BSY_LS RJT;
br eak;

}

/* Make sure the state is set to failed at this point */

if (auth_status->auth_state != DFC_AUTH STATE_FAI LED) {
aut h_stat us->auth_state = DFC_AUTH STATE_FAI LED;
aut h_st at us->aut h_f ai | Reason = DFC_AUTH FAI L_GENERI C,

}
br eak;

case NODE_STATE_AUTH SUCCESS:
aut h_st at us- >aut h_state = DFC_AUTH_STATE_ON,
aut h_st at us- >aut h_f ai | Reason = 0;
br eak;

/* Authentication currently active */
defaul t:
/* Set defaults */
aut h_st at us- >aut h_state = DFC_AUTH_STATE_I| NP;
aut h_st at us- >aut h_f ai | Reason = 0;

/* Check codes for exceptions */

switch (reason)

case AUTHRIT_FAI LURE: /* 0x01 */
switch (explaination) {
case AUTHEXP_AUTH_FAI LED:

 AUTH | /* 0x05 */
case AUTHEXP_BAD PAYLQAD: /* 0x06 */
case AUTHEXP_BAD PROTOCOL: /* 0x07 */

aut h_st atus->auth_state = DFC_AUTH _STATE_FAI LED;
aut h_status->auth_f ai | Reason =

DFC_AUTH_FAI L_REJECTED,;
br eak;

br eak;

case AUTHRIT_LOG C ERR: /* 0x02 */
switch (explaination) {

case AUTHEXP_MECH_UNUSABLE: /* 0x01 */
case AUTHEXP_DHGROUP_UNUSABLE: /* 0x02 */
case AUTHEXP_HASHFUNC UNUSABLE: /* 0x03 */
case AUTHEXP_CONCAT_UNSUPP: /* 0x09 */
case AUTHEXP_BAD_PROTOVERS: /* OxO0A */

aut h_stat us->aut h_state = DFC_AUTH STATE_FAI LED;
aut h_st at us->aut h_f ai | Reason =
DFC_AUTH_FAI L_REJECTED;
br eak;
break;
case LSRIT_AUTH_ REQUI RED: /* 0x03 */
switch (explaination) {
case LSEXP_AUTH REQUI RED:
auth_status->auth_state = DFC_AUTH STATE_FAI LED;
aut h_st at us- >aut h_f ai | Reason =
DFC_AUTH FAI L_LS RIT;
br eak;

br eak;
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657
658
659
660

662
663
664
665

667
668
669
670
671
672
673

675
676
677
678
679
680
681
682
683
684
685
686

688
689
690
691
692
693
694

696
697
698
699
700

702
703
704
705
706
707
708

712
713
714
715

717
718
719

case LSRIT_AUTH LOG CAL_BSY: /* 0x05 */
auth_status->auth_state = DFC_AUTH_STATE_FAI LED;
aut h_status->auth_fai | Reason = DFC_AUTH FAI L_BSY_LS RIT;
br eak;

case LSRIT_AUTH ELS_NOT_SUPPORTED: /* 0x0B */
auth_status->auth_state = DFC AUTH_STATE_FAI LED;
aut h_st at us- >aut h_f ai | Reason = DFC_AUTH FAIL_LS RIT;
br eak;

case LSRIT_AUTH NOT_LOGGED | N: /* 0x09 */
auth_status->auth_state = DFC_AUTH STATE FAI LED;
aut h_st at us- >aut h_f ai | Reason = DFC_AUTH FAI L_BSY_LS RIT;
break;

}
br eak;
}

if (auth_status->auth_state != DFC_AUTH_ STATE G\l) {
aut h_status->time_until_next_auth =
aut h_ _status- >l ocal Auth = 0;
aut h_st at us->renot eAuth = 0;
aut h_st at us- >gr oup_| priority = 0
aut h_st at us- >hash _priority ;
aut h_status->type_priority 0;
} else {
swi tch (node_dhc->nl p_reauth_status) {
case NLP_HOST_REAUTH ENABLED:
case NLP_HOST_REAUTH | N_PROGRESS:
drv_time = DRV_TI Mg;

if (node_dhc->nlp_reauth_tno > drv_tinme) {
auth_status->tinme_until_next_auth =
node_dhc->nl p_reauth_tno - drv_ting;

} else {
aut h_status->tinme_until _next_auth = 0;
break;
case NLP_HOST_REAUTH DI SABLED:
defaul t:
aut h_status->tinme_until _next_auth = 0;
break;
}

if (node_dhc->flag & NLP_REMOTE_AUTH) {
aut h_st at us->l ocal Auth = 0;
aut h_st atus->renoteAuth = 1;
} else {
aut h_status->l ocal Auth =
aut h_st at us- >renot eAuth = 0;

}
aut h_status->type_priority = DFC_AUTH_TYPE_DHCHAP;

swi t ch (node_dhc->nl p_aut h_dhgpi d) {

case GROUP_NULL:
auth_status->group_priority = ELX GROUP_NULL;
break;

case GROUP_1024:
aut h_status->group_priority = ELX GROUP_1024;
break;

case GROUP_1280:
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722 aut h_status->group_priority = ELX GROUP_1280;
723 break;

725 case GROUP_1536:

726 auth_status->group_priority = ELX GROUP_1536;
727 break;

729 case GROUP_2048:

730 auth_status->group_priority = ELX GROUP_2048;
731 break;

732 }

734 switch (node_dhc->nl p_aut h_hashid) {

735 case O:

736 aut h_st at us->hash_priority = 0;

737 br eak;

739 case AUTH_SHA1:

740 aut h_st atus->hash_priority = ELX SHAIL,;

741 br eak;

743 case AUTH_MD5:

744 aut h_st atus->hash_priority = ELX MD5;

745 br eak;

746 }

747 }

749 return;

751 } /* eml xs_dhc_status() */

753 static char *
754 em xs_dhc_pstate_xlate(uint32_t state)

755 {

756 static char buffer[32];

757 uint32_t i;

758 uint32_t count;

760 count = sizeof (enlxs_pstate_table) / sizeof (emxs_table_t);
761 for (i = 0; i < count; i++)

762 if (state == em xs_pstate_table[i].code) {

763 return (em xs_pstate_table[i].string);
764 }

765 1

767 (void) sprintf(buffer, "state=0x%", state);

768 return (buffer);

770 } /* enm xs_dhc_pstate_xlate() */

773 static char *
774 em xs_dhc_nstate_xlate(uint32_t state)

775 {

776 static char buffer[32];

777 uint32 t i;

778 ui nt 32_t count ;

780 count = sizeof (enlxs_nstate_table) / sizeof (em xs_table_t);
781 for (| = 0; i < count; i++)

782 if (state == em xs_nstate_table[i].code) {

783 return (em xs_nstate_table[i].string);

784 }

785 }

787 (void) sprintf(buffer, "state=0x%", state);

12
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788 return (buffer); 854 rc = 0;
855 *dhgp_id =
790 } /* enl xs_dhc_nstate_xlate() */ 856 node_dhc->aut h_cf g. dh_group_priority[i];
857 br eak;
858 }
793 static uint32_t 859 }
794 em xs_check_dhgp(
795 enml xs_port_t *port, 861 if (rc ==0) {
796 NCDELI ST *ndl p, 862 br eak;
797 uint32_t *dh_id, 863 }
798 uint16_t cnt, 864 1
799 uint32_t *dhgp_i d)
800 { 866 if (i == wnt) {
801 uint32_t i, j, rc = 1; 867 /* no match */
802 uint32_t wnt; 868 rc = 1;
803 em xs_node_dhc_t *node_dhc = &ndl p->node_dhc; 869 ) return (1);
870
805 ENLXS > MSGF( EMLXS_CONTEXT, &eml xs_fcsp_detail _nsg,
806 "dhgp: Ox%, id[O.. 4] =0x% Ox% Ox% Ox% Ox% pri[ 1] =Ox%", 872 EMLXS MSGF( EMLXS_CONTEXT, &eml xs_fcsp_detail _nsg,
807 cnt, dh |d[0] dh |d[1] dh_id[2], dh_id[3], dh_id[4], 873 "em xs_check_dhgp: dhgp i d=0x%", *dhgp_id);
808 node dhc- >aut h _cfg.dh_group_pri orlty[l])
875 return (rc);
810 I* 876 } /* enl xs_check_dhgp */
811 * Here are the rules, as the responder W always try to select ours
812 * hi ghest setup
813 */ 879 static void
880 enl xs_get _random byt es(
815 /* Check to see if there is any repeated dhgp in initiator’s list */ 881 NODELI ST *ndl p,
816 /* |If available, it is a invalid payload */ 882 uint8_t *rdn,
817 if (cnt >= 2) { 883 uint32_t len)
818 for (i =0; i <= cnt - 2; i++) { 884 {
819 for (j =i j <= 1; j+ 885 em xs_node_dhc_t *node_dhc = &ndl p->node_dhc;
820 if (dhld[l] == dhld[]]) { 886 hrtime_t now,
821 rc = 887 uint8_t shal_digest[20];
822 ENLXS NSGF( EM_XS_CONTEXT, 888 SHA1_CTX shalctx;
823 &em xs_fcsp_detail _nsg,
824 : Rpt dhi d[ %] =% dhi d[ %] =9%", 890 now = gethrtine();
825 i, dh_id[i], J, dh_id[]]);
826 br eak; 892 bzero(&shalctx, sizeof (SHA1_CTX));
827 } 893 SHALI ni t (&shalct X) ;
828 } 894 SHAlUpdat e( &shalctx, (void *) &node_dhc->auth_cfg.local _entity,
895 si zeof (NAME_TYPE));
830 if (rc ==2) { 896 SHA1Updat e( &shalct x, (v0| d *) &now, sizeof (hrtine_t));
831 reak 897 SHA1Fi nal ((void *) shal_digest, &shalctx);
832 ) } 898 bcopy((void *) &shal _digest[0], (void *) &dn[0], len);
833
900 return;
835 if ((i ==cnt - 1) & (j == cnt)) {
836 rc = 1; 902 } /* enl xs_get_random bytes */
837 }
838 if (rc ==2) {
839 /* dUp|ICate InVa|Id payl Oad */ 905 /* khkkkkkhkhkhkhkhkhkhkhkhkhhkhhhhhhhkkkxk STATE 'VAO_" NE LR E R R R R R EEEEEEEEEEEEEEEESESE] */
840 return (rc);
841 } 907 static void *em xs_dhchap_action[] =
842 } 908 {
843 /* Check how many dhgps the responder specified */ 909 /* Action routine Event */
844 wnt = 0;
845 whi | e (node_dhc->aut h_cfg.dh_group_priority[wnt] !'= OxF) { 911 /* NODE_STATE_UNKNOWN 0x00 */
846 wnt ++; 912 (void *) em xs_di sc_neverdev, /* DEVI CE_RM */
847 } 913 (void *) em xs_di sc_neverdev, /* DEVI CE_RECOVERY */
914 (void *) em xs_di sc_neverdev, /* RCV_AUTH MSG */
849 /* Determine the npbst suitable dhgp the responder should use */ 915 (void *) em xs_di sc_neverdev, /* CMPL_AUTH_MSG */
850 for (i =0; i <wnt; i++)
851 for (j =0; j <cnt; j++) { 917 /* NODE_STATE_AUTH DI SABLED 0x01 */
852 i f (node_dhc->auth_cfg.dh_group_priority[i] == 918 “(void *) enm xs_disc_neverdev, /* DEVI CE_RM */
853 dh_id[j]) { 919 (void *) em xs_di sc_neverdev, / * DEVI CE_RECOVERY */
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920 (void *) em xs_di sc_neverdev, /* RCV_AUTH _MSG */ 986 (void *) em xs_rcv_aut h_nmsg_dhchap_success_i ssue,
921 (void *) em xs_di sc_neverdev, /* CMPL_AUTH_MBSG */ 987 /* RCV_AUTH_MsG */
988 (void *) em xs_cnpl _aut h_nmsg_dhchap_success_i ssue,
923 /* NODE_STATE_AUTH_FAI LED 0x02 */ 989 /* CMPL_AUTH_MSG */
924 (void *) enl xs_device_rm npr_node, /* DEVI CE_RM */
925 (void *) em xs_device_r ecov_npr_node, /* DEVI CE_RECOVERY */ 991 /* NODE_STATE_DHCHAP_SUCCESS_| SSUE_WAI TANEXT 0x0C */
926 (void *) em xs_rcv_aut h_msg_npr_node, /* RCV_AUTH _MSG */ 992 “(void *) enlxs_device_remauth, /* DEVICE_RM */
927 (void *) em xs_cnpl _auth_nmsg_npr_node, /* CMPL_AUTH MSG */ 993 (void *) enl xs_device_recov_ aut h, /¥ DEVI CE_RECOVERY */
994 (void *) em xs_rcv_auth_nmsg_ dhchap success_i ssue_wai t 4next,
929 /* NODE_STATE_AUTH_SUCCESS 0x03 */ 995 / *RCV_AUTH_NBG */
930 “(void *) enl xs_disc_neverdev, /* DEVI CE_RM */ 996 (void *) em xs_cnpl _aut h_nmsg_dhchap_success_i ssue_wai t 4next ,
931 (void *) em xs_device_r ecov_unmapped_node, /* DEVI CE_RECOVERY */ 997 /* CMPL_AUTH MSG */
932 (void *) em xs_rcv_aut h_nmsg_unmapped_node, /* RCV_AUTH_MsG */
933 (void *) em xs_di sc_neverdev, /* CWPL_AUTH _MSG */ 999 /* NODE_STATE_DHCHAP_SUCCESS_CMPL_WAI TANEXT 0x0D */
1000 “(void *) enm xs_device_remauth, /* DEVICE_RM */
935 /* NODE_STATE_AUTH NEGOTI ATE_| SSUE 0x04 */ 1001 (void *) emnl xs_device_recov_ auth /* DEVI CE_RECOVERY */
936 (void *) enlxs_device_remauth, /* DEVICE_RM */ 1002 (void *) em xs_rcv_auth_nmsg_ dhchap success_cnpl _wai t 4next,
937 (void *) enl xs_device_recov_auth, /* DEVI CE_RECOVERY */ 1003 / *“RCV_AUTH_MSG *]
938 (void *) em xs_rcv_auth_nsg_aut h_negot iate_issue, /* RCV_AUTH MSG */ 1004 (void *) em xs_cnpl _auth_msg_dhchap_success_cnpl _wai t 4next ,
939 (void *) em xs_cnpl _auth_nsg_aut h_negoti ate_i ssue, /* CMPL_AUTH MSG */ 1005 /* CWPL_AUTH_MSG *]
941 /* NODE_STATE_AUTH_NEGOTI ATE_RCV 0x05 */ 1007 }; /* em xs_dhchap_action[] */
942 “(void *) em xs_device_remauth, /* DEVICE_RM */
943 (void *) em xs_device_recov_ auth /* DEVI CE_RECOVERY */
944 (void *) em xs_rcv_auth_nsg_auth_negotiate_rcv, /* RCV_AUTH MG */ 1010 extern int
945 (void *) em xs_cnpl _auth_nsg_auth_negotiate_rcv, /* CVPL_AUTH MSG */ 1011 em xs_dhchap_st at e_nmachi ne(enl xs_port _t *port, CHANNEL *cp,
1012 1 OCBQ *i ocbq, MATCHVAP *np,
947 |/ * NODE_STATE_AUTH_NEGOTI ATE_CMPL_WAI TANEXT 0x06 */ 1013 NODELI ST *ndl p, int evt)
948 (void *) enlxs_device_remauth, /* DEVICE_RM */ 1014 {
949 (void *) em xs_device_recov_auth, /¥ DEVI CE_RECOVERY */ 1015 em xs_hba_t *hba = HBA;
950 (void *) em xs_rcv_aut h_nmsg_aut h_negot i ate_cnpl _wai t 4next, 1016 em xs_node_dhc_t *node_dhc = &ndl p->node_dhc;
951 /* RCV_AUTH_MsG */ 1017 uint32_t rc;
952 (void *) em xs_cnpl _aut h_nmsg_aut h_negoti at e_cnpl _wai t 4next, 1018 uint32_t (*f unc) (em xs_port_t *, CHANNEL *, 1COCBQ *, MATCHVAP *,
953 /* CMPL_AUTH _MSG */ 1019 NODELI ST *, uint32_t);
955 /* NODE_STATE_DHCHAP_CHALLENGE | SSUE 0x07 */ 1021 mut ex_ent er (&ba- >dhc_| ock) ;
956 “(void *) enml xs_device _remauth, /* DEVICE_RM */
957 (void *) em xs_device_recov_auth, /* DEVI CE_RECOVERY */ 1023 EMLXS_MSGF( EMLXS_CONTEXT, &enl xs_fcsp_event _nsg,
958 (void *) em xs_rcv_auth_nmsg_dhchap_chal | enge_i ssue, /* RCV_AUTH MsG */ 1024 "Os: di d=0x%",
959 (void *) em xs_cnpl _aut h_nmsg_dhchap_chal | enge_i ssue, /* CMPL_AUTH MsG */ 1025 em xs_dhc_event _xl ate(evt), ndl p->nlp_DID);
961 /* NODE_STATE_DHCHAP_REPLY_| SSUE 0x08 */ 1027 node_dhc- >di sc_r ef cnt ++;
962 (void *) em xs_device_remauth, /* DEVICE_RM */
963 (void *) em xs_devi ce_recov auth /* DEVI CE_RECOVERY */ 1029 func = (uint32_t(*) (em xs_port_t *, CHANNEL *, | OCBQ *, MATCHVAP *,
964 (void *) em xs_rcv_auth_nmsg_ dhchap reply_issue, /* RCV_AUTH MSG */ 1030 NODELI ST *, uint32_t))
965 (void *) em xs_cnpl _auth_nsg_dhchap_reply_i ssue, /* CVPL_AUTH MSG */ 1031 e xs_dhchap_acti on[ (node_dhc->state * NODE_EVENT_MAX_EVENT) + evt];
967 /* NODE_STATE_DHCHAP_CHALLENGE_CWVPL_WAI TANEXT 0x09 */ 1033 rc = (func) (port, cp, iochqg, np, ndlp, evt);
968 “(void *) enl xs_device_remauth, /* DEVICE_RM */
969 (void *) enl xs_device_recov_auth, /* DEVI CE_RECOVERY */ 1035 node_dhc->di sc_refcnt--;
970 (void *) em xs_rcv_aut h_nmsg_dhchap_chal | enge_cnpl _wai t 4next,
971 /* RCV_AUTH MSG  */ 1037 mut ex_exi t (&ba- >dhc_| ock) ;
972 (void *) enl xs_cnpl _aut h_nmsg_dhchap_chal | enge_cnpl _wai t 4next ,
973 /* CMPL_AUTH_MSG */ 1039 return (rc);
975 /* NODE_STATE_DHCHAP_REPLY_CMPL_WAI TANEXT O0xO0A */ 1041 } /* em xs_dhchap_state_machi ne() */
976 (void *) em xs_device_remauth, /* DEVICE_RM */
977 (void *) enl xs_device_recov_ aut h, /* DEVI CE_RECOVERY */ 1043 /* ARGSUSED */
978 (void *) em xs_rcv_auth_nmsg_ dhchap reply_cnpl _wai t 4next, 1044 static uint32_t
979 7* RCV_AUTH_ NBG */ 1045 em xs_di sc neverdev(
980 (void *) em xs_cnpl _aut h_nmsg_dhchap_r epl y_crrpl “wai t 4next, 1046 eni xs_port_t *port,
981 /* CNPL_AUTH_NSG */ 1047 /* CHANNEL * rp, */ void *argl,
1048 /* 10OCBQ * iochg, */ void *arg2,
983 /* NODE_STATE_DHCHAP_SUCCESS_| SSUE 0x0B */ 1049 /* MATCHVAP * np, */ void *arg3,
984 “(void *) enm xs_device_remauth, /* DEVICE_RM */ 1050 /* NODELIST * ndlp */ void *arg4,
985 (void *) em xs_device_recov_ auth / * DEVI CE_RECOVERY */ 1051 uint32_t evt)
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1052 { 1118 *
1053 NODELI ST *ndl p = (NODELI ST *) arg4; 1119 * \pre \post \param phba \param cndiocb \param rspiocb \return void
1054 em xs_node_dhc_t *node_dhc = &ndl p->node_dhc; 1120 *
1121 * \b Description: iocb_cnpl callback function.
1056 ENLXS ,_MSGF( EMLXS_CONTEXT, &eml xs fcsp detai |l _nsg, 1122 *
1057 "em xs_di sc_neverdev: di d=0x% 1123 */
1058 ndl p->nl p_DI D) ; 1124 static void
1125 em xs_cnpl _dhchap_success_i ssue(fc_packet _t *pkt)
1060 em xs_dhc_state(port, ndlp, NODE_STATE_UNKNOMW, 0, 0); 1126 {
1127 em xs_port _t *port = pkt->pkt_ul p_private;
1062 return (node_dhc->state); 1128 NODELT ST *ndl p;
1129 uint32_t did;
1064 } /* em xs_di sc_neverdev() */ 1130 enl xs_buf _t *sbp;
1132 did = pkt->pkt_cnd_fhdr.d_id;
1067 /* 1133 sbp = (enl xs_buf _t *)pkt->pkt_fca_private;
1068 * ! em xs_cnpl _dhchap_chal | enge_i ssue 1134 ndl p = sbp- >node;
1069 *
1070 * \pre \post \param cndiocb \param rspiocb \return void 1136 if (!'ndlp) {
1071 * 1137 ndl p = e xs_node_find_did(port, did);
1072 * \b Description: iocb_cnpl callback function. when the ELS DHCHAP_Chal | enge 1138 }
1073 * msg sent back got the ACC/RIT frominitiator. 1139 I f (pkt->pkt_state != FC_PKT_SUCCESS) ({
1074 * 1140 ENLXS , MSGF( EMLXS_CONTEXT, &eml xs_fcsp_detail _nsg,
1075 */ 1141 "em xs_cnpl _dhchap_success_i ssue: Ox% 9%. No retry.",
1076 static void 1142 di d, pkt->pkt_state);
1077 em xs_cnpl _dhchap_chal | enge_i ssue(fc_packet _t *pkt) 1143 } else {
1078 { 1144 ENLXS ,_MBGF( EMLXS_CONTEXT, &emnl xs_f csp_detail _nsg,
1079 enl xs_port_t *port = pkt->pkt_ul p_private; 1145 "enl xs_cnpl _dhchap_success_i ssue: di d=0x%. Succcess.
1080 enl xs_buf _t *sbp; 1146 did);
1081 NCDELI ST *ndl p; 1147 }
1082 uint32_t did;
1149 if (ndlp) {
1084 did = pkt->pkt_cnd_fhdr.d_id; 1150 i f (pkt->pkt_state == FC_PKT_SUCCESS) {
1085 sbp = (enl xs_buf _t *)pkt- >pkt fca_private; 1151 (void) em xs dhchap state_machi ne(port, NULL, NULL,
1086 ndl p = sbp->node; 1152 NULL, ndl'p, NODE _EVENT_CMPL_AUTH_MBG) ;
1153 }
1088 if (!ndlp) { 1154 }
1089 ndl p = enl xs_node_find_di d(port, did); 1155 em xs_pkt _free(pkt);
1090 }
1091 if (pkt->pkt_state != FC_PKT_SUCCESS) ({ 1157 return;
1092 ENLXS . MSGF( EMLXS_CONTEXT, &eml xs _fcsp_detail _nsg,
1093 "enl xs_cnpl _dhchap_chal | enge_i ssue: di d=0x% st at e=%", 1159 } /* em xs_cnpl _dhchap_success_i ssue */
1094 di d, pkt->pkt_state);
1095 } else {
1096 EMLXS, _MBGH( EMLXS_CONTEXT, &enl xs_fcsp_detail _nsg, 1162 /*
1097 "enl xs_cnpl _dhchap_chal | enge_i ssue: di d=0x%. Succcess.", 1163 * if rsp == NULL, this is only the DHCHAP_Success nsg
1098 did); 1164 *
1099 } 1165 * if rsp !'= NULL, DHCHAP_Success contains rsp to the chall enge.
1166 *
1101 if (ndlp) { 1167 /* ARGSUSED */
1102 i f (pkt->pkt_state == FC_PKT_SUCCESS) { 1168 uint32_t
1103 (voi d) em xs_dhchap_state_machi ne(port, NULL, NULL, 1169 em xs_i ssue_dhchap_; success(
1104 NULL, ndl'p, NODE_EVENT_CMPL_AUTH MSG) 1170 enml xs_port_t *port,
1105 } 1171 NODELT ST *ndl p,
1106 } 1172 int retry,
1107 em xs_pkt _free(pkt); 1173 uint8_t *rsp)
1174 {
1109 return; 1175 em xs_node_dhc_t *node_dhc = &ndl p- >node_dhc;
1176 fc_packet _t *pkt;
1111 } /* em xs_cnpl _dhchap_chal | enge_i ssue */ 1177 uint32_t cnd_si ze;
1178 uint32_t rsp_size;
1179 uint8_t *pCnd;
1180 uint16_t cndsize;
1181 DHCHAP_SUCCESS_HDR *ap;
1116 /* 1182 uint8_t *tnp;
1117 * ! em xs_cnpl _dhchap_success_i ssue 1183 uint32_t len;
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1184

1186
1187

1189
1190
1191
1192
1193
1194
1195
1196
1197

1199
1200
1201

1203
1204

1206
1207

1209
1210
1211
1212
1213

1215
1216

1218
1219
1220
1221

1223
1224
1225
1226
1227
1228
1229
1230
1231
1232
1233
1234
1235
1236
1237
1238
1239
1240
1241

1243
1244
1245

1247
1248
1249

uint32_t ret;

EMLXS_MSGF( EMLXS_CONTEXT, &eni xs_fcsp_detail _nsg,
"em xs_i ssue_dhchap_success: di d=0x%", ndl p->nlp_DID);

if (ndlp->nlp_DID == FABRIC DD ({
i f (node_dhc->nl p_aut h_hashid == AUTH_MD5)
len = MD5_LEN;
el se
len = SHA1_LEN,
} else {
len = (node_dhc->nl p_aut h_hashid ==
MD5_LEN : SHA1_LEN;

AUTH_ND5) 2

}

if (rsp == NULL) {
ndsi ze = sizeof (DHCHAP_SUCCESS_HDR);
} else {

cndsi ze = sizeof (DHCHAP_SUCCESS HDR) + |en;
}

cmd_si ze = cndsi ze;
rsp_size = 4;

if ((pkt = em xs_prep_els_fc_pkt(port, ndlp->nlp_DI D cnd_size,
rsp_size, 0, KM NOSLEEP)) == NULL) {
return (1)

}
pCnd = (uint8_t *)pkt->pkt_cnd;

ap = (DHCHAP_SUCCESS_HDR *) pCnt;
= (uint8_t *)pCmd;

ap->aut h_el s_code = ELS_CMVMD_AUTH_CODE;
ap->aut h_el s_flags = 0xO0;

ap- >aut h_nsg_code DHCHAP_SUCCESS;
ap- >prot o_version 0x01;

/

In case of rsp == NULL neaning that this is DHCHAP_Success i ssued
when Host is the initiator AND this DHCHAP Success is issused in
response to the bi-directional authentication, nmeaning Host

aut henti cate another entity, therefore no nore DHCHAP_Success
expected. OR this DHCHAP_Success is issued by host when host is
the responder BUT it is uni-directional auth, therefore no nore
DHCHAP_Success expect ed.

In case of rsp !'= NULL it indicates this DHCHAP_Success is issued
when host is the responder AND this DHCHAP_ Success has reply
enbedded therefore the host expects DHCHAP_Success from ot her
entity in transaction.

* ok % ok % ok kb F ok F ok 3k

*

ENLXS > MBGF( EMLXS_CONTEXT, &eml xs_fcsp_detail _nsg,
"em xs_i ssue_dhchap_success: Ox% Ox% Ox% Ox% Ox% %",
ndl p->nl p_DI D, node_dhc->nl p_aut h_hashi d,
node_dhc->nl p_auth_tranid _rsp,
node_dhc->nl p_auth_trani d_i ni, cndsize, rsp);

if (rsp == NULL) {
ap->nsg_| en = LE_SWAP32(0x00000004) ;
ap->RspVal _| en = 0x0;

node_dhc- >f c_dhchap_success_expect ed
} else {
node_dhc- >f c_dhchap_success_expected = 1;

"
e
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1251

1253
1254
1255
1256
1257

1259
1260
1261
1262
1263
1264
1265
1266
1267
1268
1269
1270
1271
1272
1273

1275
1276
1277

1279
1281

1283
1284
1285
1286

1288

1290
1291
1292

1294

1297
1298
1299
1300
1301
1302
1303
1304
1305
1306

1308
1309
1310
1311

1313
1314
1315

ap->msg_l en = LE_SWAP32(4 + |en);

tmp += sizeof (DHCHAP_SUCCESS HDR) - sizeof (uint32_t);
*(uint32_t *)tnp = LE_SWAP32(Ten);
tmp += sizeof (uint32_t);

) bcopy((void *)rsp, (void *)tnp, len);

if (node_dhc->nl p_reauth_status == NLP_HOST_REAUTH | N_PROGRESS) {
ap->tran_id = LE_SWAP32(node_dhc->nlp_auth_tranid_rsp);
} else {
if (node_dhc->nlp_auth_flag == 2) {
ap->tran_id =
LE_SWAP32( node_dhc- >nl P auth _tranid_rsp);
} else if (node_dhc->nlp_auth_flag == 1)
ap->tran_id =
LE_SWAP32(node_dhc->nl p_auth_trani d_ini);
} else {
ENLXS , MBGF( EMLXS_CONTEXT, &emnl xs_f csp_debug_nsg,
"em xs_i s_dhch_success: (1) Ox% Ox% Ox% Ox9%",
ndl p- >nl p_DI D, node_dhc->nl p_auth_f1 ag,
node_dhc->nl p_aut h_trani d_rsp,
node_dhc->nl p_auth_tranid_ini);

return (1);

}

pkt - >pkt _conp = em xs_cnpl _dhchap_success_i ssue;

ret = eml xs_pkt_send(pkt, 1);

if (ret !'= FC_SUCCESS)
EMLXS_MSGF( EMLXS_CONTEXT, &eml xs_fcsp_detail _nsg,

rg{ﬂ) xs_i ssue_dhchap_success: Unable to send packet. Ox%",

em xs_pkt _free(pkt);
return (1);

}
return (0);

} /* enm xs_i ssue_dhchap_success */

* Ok ok k% o *

*/

em xs_cnpl _aut h_rej ect _i ssue
\pre \post \param phba \param cndiocb \param rspiocb \return void

\'b Description: iocb_cnpl callback function.

static void
em xs_cnpl _aut h_rej ect _i ssue(fc_packet _t *pkt)
1307 {

em xs_port_t *port = pkt->pkt_ul p_private;
em xs_buf _t *sbp;

NODELT ST *ndl p;

uint32_t did;

did = pkt->pkt_cnd_fhdr.d_id;
sbp = (em xs_buf _t ™ *) pkt - >pkt fca_private;
ndl p = sbp->node;
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NULL, NULL,

1317 if (!ndlp) {

1318 ndl p = en xs_node_find_did(port, did);

1319 }

1320 i f (pkt—>pkt st ate != FC_PKT_SUCCESS) {

1321 S_MBGF( EMLXS_CONTEXT, &eml xs_fcsp_detail _nsg,
1322 "enl xs_cnpl _auth_reject_issue: Ox% %. No retry.",
1323 did, pkt->pkt_state);

1324 } else {

1325 EM_XS ,_MBGF( EMLXS_CONTEXT, &emnl xs_f csp_detail _nsg,
1326 "em xs_cnpl _auth_rej ect _i ssue: di d=0x%. Succcess.
1327 did);

1328 }

1330 if (ndlp) {

1331 /* setup the new state */

1332 enm xs_dhc_state(port, ndlp, NODE_STATE_AUTH FAI LED, 0, 0);
1334 if (pkt->pkt state == FC PKT_SUCCESS) f{

1335 (voi d) em xs_dhchap_st ate_nachi ne(port,

1336 NULL, ndl p, NODE_EVENT_CMPL_AUTH_MSG)
1337 }

1338 1

1339 em xs_pkt _free(pkt);

1341 return;

1343 } /* em xs_cnpl _auth_reject_i ssue */

1346 /*

1347 * |If Logical Error and Reason Code Expl anation is
1348 * Protocol" then the Transaction ldentifier could be
1349 * any val ue.

1350 */

1351 /* ARGSUSED */

1352 static uint32_t

1353 em xs_i ssue_aut h_rej ect (

9

1354 em xs_port _t *port,

1355 NODELI ST *ndl p,

1356 int retry,

1357 uint32_t *arg,

1358 uint8_t ReasonCode,

1359 ui nt 8_t ReasonCodeExpl anati on)

1360 {

1361 fc_packet _t *pkt;

1362 uint32_t cnd_si ze

1363 uint32_t rsp_siz

1364 em xs_node_dhc_t *node dhc = &ndl p- >node_dhc;

1365 uint16_t cndsi ze;

1366 AUTH RIT *ap;

1367 char i nf o[ 64] ;

1369 if (node_dhc->nlp_authrsp_tno) {

1370 node_dhc->nl p_authrsp_tno = 0;

1371 }

1372 cndsi ze = sizeof (AUTH RIT);

1373 cnd_si ze = cndsi ze;

1374 rsp_size = 4;

1376 if ((pkt = em xs_prep_els_fc_pkt(port, ndlp->nlp_DID, cnd_size,
1377 rsp_size, 0, KM NOSLEEP)) == NULL) {

1378 EM_XS_NSGF( EMLXS_CONTEXT, &eml xs_fcsp_error_nsg,

1379 "Auth reject failed: Unable to allocate pkt. Ox%
1380 ndl p->nl p_DI D, ReasonCode, ReasonCodeExpl anati on);

"Restart Authentication

21
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1382 return (1);

1383 1

1384 ap = (AUTH_RJT *) pkt->pkt_cnd;

1385 ap- >aut h_el s_code = ELS_CMD_AUTH_CODE;

1386 ap->aut h_el s_flags = 0xO0;

1387 ap- >aut h_nsg_code = AUTH_REJECT,;

1388 ap- >prot o_versi on = 0x01;

1389 ap->nsg_l en = LE_SWAP32(4);

1391 if (node_dhc->nlp_auth_flag == 2) {

1392 ap->tran_id = LE_SWAP32( node_dhc- >nl p_auth_trani d_rsp);
1393 } else if (node_dhc- >n|p auth_flag == 1) {

1394 ap->tran_id = LE_SWAP32(node_dhc->nl p_auth_tranid_ini);
1395 } else {

1396 EM_LXS_MSGF( EMLXS_CONTEXT, &emnl xs_fcsp_error_nsg,

1397 "Auth reject failed.Invalid flag=%d. Ox% % expl =%",
1398 ndl p->nl p_DI D, node_dhc->nl p_auth_flag, ReasonCode,
1399 ReasonCodeExpl anati on) ;

1401 em xs_pkt _free(pkt);

1403 return (1);

1404 }

1406 ap- >ReasonCode = ReasonCode;

1407 ap- >ReasonCodeExpl anati on = ReasonCodeExpl anati on;

1409 pkt - >pkt _conp = emnl xs_cnpl _aut h_rej ect _i ssue;

1411 EMLXS_MSGF( EMLXS_CONTEXT, &enl xs_f csp_debug_nsg,

1412 "Auth reject: did=0x% reason=% expl =%",

1413 ndl p->nl p_DI D, ReasonCode, ReasonCodeExpl anati on);

1415 if (em xs_pkt_send(pkt, 1) != FC SUCCESS) {

1416 EMLXS_MSGF( EMLXS_CONTEXT, &eml xs_fcsp_error_nsg,

1417 "Auth reject failed. Unable to send pkt. Ox% % expl =%",
1418 ndl p->nl p_DI D, node_dhc->nl p_aut h_fl ag, ReasonCode,
1419 ReasonCodeExpl anati on);

1421 em xs_pkt _free(pkt);

1423 return (1);

1424 }

1425 (void) sprintf(info,

1426 " Aut h- Rej ect: ReasonCode=0x%, ReasonCodeExpl anati on=0x%",
1427 ReasonCode, ReasonCodeExpl anation);

1429 em xs_| og_aut h_event (port, ndlp, ESC EMLXS 28, info);

1431 return (0);

1433 } /* em xs_issue_auth_reject */

1436 static fc_packet_t *

1437 em xs_prep_el s fc_pkt (
1438 em xs_port_t *port,
1439 uint32_t d_id,

1440 ui nt 32_t CmZLSI ze,
1441 uint32_t rsp_size,
1442 uint32_t datal en,

1443 int32_t sleepflag)
1444 {

1445 fc_packet _t *pkt;

1447 /* sinmulate the ULP stack’s fc_packet send out */

22
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if (!(pkt = em xs_pkt_all oc(port cnd_si ze, rsp_size,
dat al en, sleepflag)))
return (NULL) ;

}
pkt->pkt _tran_type = FC_PKT_EXCHANGE;
pkt - >pkt _ti meout = 35;

/* Build the fc header */

pkt->pkt _cnd_fhdr.d_id = LE_ SWAP24_LQ(d_i d);

pkt - >pkt _cmd_fhdr.r_ctl = R_CTL_ELS REQ

pkt - >pkt _cmd_fhdr.s_id = LE_SWAP24_LQ( port ->di d);

pkt - >pkt _cnd_f hdr. t ype = FC_TYPE_EXTENDED_LS;

pkt - >pkt _cnd_f hdr. f ctl =
F CTL_FIRST_SEQ | F_CTL_END SEQ | F_CTL_SEQ I NI Tl ATI VE;

pkt - >pkt _cnmd_fhdr.seq_id = 0;

pkt - >pkt _cnd_f hdr.df _ctl = 0

pkt - >pkt _cnd_f hdr . seq_cnt = 0;

pkt - >pkt _cnmd_f hdr. ox_i d = OxFFFF;

pkt - >pkt _cnmd_f hdr.rx_id = OxFFFF;

pkt - >pkt _cnd_fhdr.ro = 0;

return ((fc_packet_t *)pkt);

} /* em xs_prep_els_fc_pkt */

/*
* | enl xs_i ssue_aut h_negoti at e
*
* \pre \post \param port \param ndlp \param retry \param flag \return
.
. int
* \'b Description:
*
* The routine is invoked when host as the authentication initiator which
* jssue the AUTH ELS conmand AUTH Negotiate to the other
* entity ndlp. When this Auth_Negotiate command is conpleted, the iocb_cnpl
* will get called as the solicited nmbox cnd
* cal | back. Sone switch only support NULL dhchap in which case negotiate
* should be nodified to only have NULL DH specificed.
*
*/
/* ARGSUSED */
static int
em xs_i ssue_aut h_negoti at e(
em xs_port_t *port,
enl xs_node_t *ndl p,
uint8_t retry)
{

enl xs_node_dhc_t *node_dhc = &ndl p- >node_dhc;
fc_packet _t *pkt;

uint32_t cnd_si ze;

uint32_t rsp_size;

uint16_t cndsize;

AUTH_MSG NEGOT_NULL_1 *nul | _ap1;
AUTH_MSG_NEGOT_ NULL “2 *null _ap2;
uint32_t numhs = 0;

uint8_t flag;

AUTH_MSG NEGOT_1 *ap1l;
AUTH_MBG_NEGOT_2 *ap2

uinti6_t para_len = 0O;

uint16_t hash_went = O

uint16_t dhgp_went = 0;

em xs_dhc_state(port, ndl p, NODE_STATE AUTH NEGOTI ATE | SSUE, 0, 0);
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1515
1516

1518
1519
1520
1521

1523
1524
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1574
1575
1576

1578
1579
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/* Full DH group support limt:2, onIy NULL group support limit:1 */
flag = (node_dhc->nlp_auth_limt ==2) ?2 1: 0;

/* first: determne the cndsize based on the auth cfg paraneters */
if (flag ==

/* May be Full DH group + 2 hash may not be */

cndsi ze = sizeof (AUTH MSG NEGOT_NULL);

cndsi ze += 2 + 2;
cndsi ze += 8; /
cnmdsi ze += 4; /
/
/

/* nane tag: 2, nane length: 2 */
* WA 8 */
* num of protocol: 4 */
* protocol parms |ength: 4 */
* protocol i1d: 4 */

cndsi ze += 4;
cndsi ze += 4;
para_l en += 4;

cndsi ze += 2 + 2;
para_l en += 4;

/* hashlist: tag: 2, count:2 */

if (node_dhc->auth_cfg. hash_priority[1l] == 0x00) {
/* only one hash func */
cndsi ze += 4;
num hs = 1;
para_len += 4;
hash_wcnt = 1;

} else {
/* two hash funcs */
cnasi ze += 4 + 4
numhs = 2;
para_len += 4 + 4;
hash_went = 2;

}

cndsize += 2 + 2;
para_l en += 4;
1 f (node_dhc->auth_cfg.dh_group_priority[1] == 0xf) {
/* only one dhgp specified: could be NULL or non-NULL */
cndsi ze += 4;
para_l en += 4;
dhgp_went = 1;

} else if (node_dhc->auth_cfg.dh_group_priority[2] == 0xf) {
/* two dhgps specified */
cndsi ze += 4 + 4;
para_len += 4 + 4;
dhgp_wcnt = 2;

} else if (node_dhc->auth_cfg.dh group_priority[S] == Oxf) {
/* three dhgps speC|f|ed */
cndsize += 4 + 4 + 4;
para_len += 4 + 4 + 4
dhgp_went = 3;

} else if (node_dhc->auth_cfg.dh_group_priority[4] == O0xf) {
/* four dhgps specified */
cndsize += 4 + 4 + 4 + 4;
para_len += 4 + 4 + 4 + 4;
dhgp_went = 4;

} else if (node_dhc->auth_cfg. dh _group_priority[5] == Oxf) {
cndsize += 4 + 4 + 4 + 4 + 4,
para_len+—4+4+4+4+4
dhgp_wcnt = 5;

} else {
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cndsi ze = sizeof (AUTH_MSG NEGOT_NULL);

/*
* get the right payload size in byte: determined by config
* paraneters
*
/
cndsize += 2 + 2 + 8; /* nane tag:2, nane |length:2, nanme */
/* value content:8 */
/* nunber of usable authentication */
/* protocols:4 */
/* auth protocol paranms |length: 4 */
/* auth protocol identifier: 4 */

cndsi ze += 4;

cndsi ze += 4;
cndsi ze += 4;

/* hash list infor */
cndsi ze += 4; /* hashlist: tag:2, count:2 */

if (node_dhc->aut h_cfg. hash prlorlty[l] == 0x00) {
cmdsi ze += 4; /* only one hash function provided */
num hs = 1;

} else {

numhs = 2;
cmdsi ze += 4 + 4; /* shal: 4, md5: 4 */

}

/* dhgp list info */

/* since this is NULL DH group */

cndsi ze += 4; /* dhgroup: tag:2, count:2 */
cndsi ze += 4; /* set it to zero */

}

cmd_si ze = cnusi ze;
rsp_size = 4

if ((pkt = em xs_prep_els_fc_pkt(port, ndlp->nlp_DI D cnd_size,
rsp_size, 0, KM NOSLEEP)) == NULL) {
ENLXS NBGF( EM_LXS_CONTEXT, &enl xs_fcsp_error_nsg,
"issue_auth_negotiate: Unable to allocate pkt. Ox% %",
ndl p->nl p_DI D, cnd_si ze);

return (1);
}
/* Fill in AUTH_MSG NEGOT payl oad */
if (flag == 1)

{
if (hash_went == 1) {
apl = (AUTH MSG_NEGOT_1 *) pkt - >pkt _cnd;
apl->auth_el's_code = ELS CVD_AUTH_CODE;
apl->auth_el s_flags = 0x00;
apl- >aut h_nmsg_code = AUTH_NEGOTI ATE;
apl->proto_version = 0x01;
apl->nmsg_|l en = LE_SWAP32(cndsi ze -
si zeof (AUTH_MSG _NEGOT_NULL));
} else {
ap2 = (AUTH_MSG _NEGOT_2 *) pkt - >pkt _cnd;
ap2->auth_el's_code = ELS CMD_AUTH_CODE;
ap2->auth_el s_flags = 0x00;
ap2- >aut h_nmsg_code = AUTH_NEGOTI ATE;
ap2->proto_version = 0x01;
ap2->msg_|l en = LE_SWAP32(cndsi ze -
si zeof (AUTH_MSG_NEGOT_NULL));

} else {
if (node_dhc->auth_cfg. hash_priority[1l] == 0x00) {
nul | _apl = (AUTH_MSG NEGOT_NULL_1 *)pkt->pkt_cnd;
nul | _apl->auth_el s_code = ELS_CMD_AUTH_CODE;
nul | _apl->auth_el s_fl ags = 0xO0;
nul | _apl- >aut h_msg_code = AUTH_NEGOTI ATE;
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nul | _apl->proto_ ver sion = 0x01;
nul | _apl->msg_len = LE SV\AP32(crrd3|ze -
si zeof (AUTH_MSG NEGOT_NULL));

} else {
nul | _ap2 = (AUTH_MSG NEGOT_NULL_2 *)pkt->pkt_cnd;
nul | _ap2->auth_el's_code = ELS CVD_AUTH_CODE;
nul | _ap2->auth_el s_fl ags = 0x0;
nul | _ap2->aut h_nsg_code = AUTH_NEGOTI ATE;
nul | _ap2->proto_) versi on = 0x01;
nul | _ap2->nsg_len = LE SV\AP32(chd5|ze -
si zeof (AUTH_MSG NEGOT_NULL));

}
}
/*
* For host reauthentication heart beat, the tran_id is increnmented
* by one for each heart beat being fired and round back to 1 when
* Oxffffffff is reached. tran_id O is reserved as the initial |inkup
* authentication transaction id.
*

/

/* responder flag:2, initiator flag:1 */
node_dhc->nl p_auth_flag = 2; /* ndlp is the always the auth */
/* responder */

if (node_dhc->nl p_reauth_status == NLP_HOST_REAUTH |
if (node_dhc->nlp_auth_tranid_rsp == Oxfffff
node_dhc->nl p_auth_tranid_rsp = 1;
} else {
node_dhc- >nl p_aut h_trani d_rsp++;

PROGRESS) {

N_|
fFf) {

}

} else { /* 1 NLP_HOST_REAUTH | N_PROGRESS */
node_dhc->nl p_auth_tranid_rsp = 0;

}

if (flag == 1) {
if (hash_went == 1) {
apl->tran_id =
LE_SWAP32(node_dhc->nl p_auth_trani d_rsp);

apl- >par anms. nane_t ag AUTH_NAME_| D
apl- >par anms. name_| en AUTH_NAME_LEN,
bcopy((v0| d *) &port - >wapn,

(void *) &apl->parans. nodeNane, sizeof (NAME_TYPE));
apl- >par ams. prot o_num = AUTH_PROTO_NUM
apl->parans. para_l en = LE_SWAP32(para_| en);
apl- >parans. proto_i d = AUTH DHCHAP;
apl- >par ans. HashLi st tag HASH LI ST_TAG
apl- >par ans. HashLi st _went = LE_SWAP16( hash_went) ;
apl- >par ans. HashLi st _val uel =

node_dhc->aut h_cfg. hash_pri ority[0];
apl->parans. DHgl DLi st _tag = DHGA D_LI ST_TAG
apl->parans. DHgl DLi st _wnt = LE_SWAP16( dhgp_wcnt);

S\Mtch (dhgp_went) {
case 5:
apl- >par ans. DHgl DLi st _g4 =
(node_dhc->aut h_cfg. dh_group_priority[4]);
apl- >par ans. DHgl DLi st _g3 =
(node_dhc->aut h_cfg. dh_group_priority[3]);
apl- >par ans. DHgl DLi st _g2 =
(node_dhc->aut h_cfg. dh_group_priority[2]);
apl- >par anms. DHgl DLi st _gl =
(node_dhc->aut h_cfg. dh_group_priority[1]);
apl- >parans. DHgl DLi st _g0 =

26



new usr/src/uts/comon/iol fibre-channel/fcalem xs/ em xs_dhchap. ¢ 27

1712
1713
1714
1715
1716
1717
1718
1719
1720
1721
1722
1723
1724
1725
1726
1727
1728
1729
1730
1731
1732
1733
1734
1735
1736
1737
1738
1739
1740
1741
1742
1743
1744
1745

1747
1748
1749
1750
1751
1752
1753
1754
1755
1756
1757
1758
1759

1761
1762

1764
1765
1766
1767
1768
1769
1770
1771
1772
1773
1774
1775
1776
1777

(node_dhc->aut h_cf g. dh_group_priority[0]);

br eak;
case 4:
apl- >params DHgl DLi st _g3 =
(node_dhc->aut h_cf g. dh _group_priority[3]);
apl- >par ans. DHgl DLi st _g2
(node_dhc->aut h_cf g. dh _group_priority[2]);
apl- >par ans. DHgl DLi st _gl =
(node_dhc->aut h_cf g. dh _group_priority[1]);
apl- >par ans. DHgl DLi st _g0
(node_dhc- >aut h_cf g. dh _group_priority[0]);
br eak;
case 3:
apl- >par ans. DHgl DLi st _g2 =
(node_dhc->aut h cfg dh _group_priority[2]);
apl- >par ans. DHgl DLi st _gl =
(node_dhc->aut h cfg dh _group_priority[1]);
apl- >par ans. DHgl DLi st _g0
(node_dhc- >aut h_cf g. dh _group_priority[0]);
br eak;
case 2:
apl- >par anms. DHgl DLi st _gl =
(node_dhc->aut h cfg dh_group_priority[1]);
apl- >par ans. DHgl DLi st _g0 =
(node_dhc->aut h_cfg. dh_group_priority[0]);
br eak;
case 1:

apl- >par ans. DHgl DLi st _g0
b (knoedhc >aut h cfg dh _group_priority[0]);
rea

ap2->tran_id =
LE_SWAP32( node_dhc->nl p_aut h_trani d_rsp);

ap2- >par ans. nanme_tag = AUTH NAME_I D;
ap2->par ans. nane_|l en = AUTH NAME_LEN,
bcopy((void *) &port->wpn,

(void *) &ap2->parans. nodeNanme, sizeof (NAME_TYPE));
ap2- >par ams. prot o_num = AUTH PROTO ) NUM
ap2->par anms. para_|l en = LE_SWAP32( para_ I en);
ap2->parans. proto_i d = AUTH_DHCHAP;
ap2- >par anms. HashLi st _tag = HASH LI ST _TAG
ap2- >par ams. HashLi st_went = LE_SWAP16( hash_wcnt) ;
ap2- >par ans. HashLi st _val uel =

(node_dhc->aut h_cfg. hash_priority[0]);
ap2- >par ans. HashLi st _val ue2 =

(node_dhc->aut h_cfg. hash_priority[1]);

DHG D_LI ST_TAG
LE_SWAP16( dhgp_wcnt ) ;

ap2->par ans. DHgl DLi st _tag =
ap2- >par ans. DHgl DLi st _wnt =
switch (dhgp_went) {
case 5:
ap2- >par ans. DHgl DLi st _g4 =
(node_dhc->aut h_cfg. dh_group_priority[4]);
ap2- >par ams. DHgl DLi st _g3 =
(node_dhc->aut h_cf g. dh_gr oup_priority[3]);
ap2- >par ans. DHgl DLi st _g2 =
(node_dhc->aut h_cfg. dh_group_priority[2]);
ap2- >par ams. DHgl DLi st _gl =
(node_dhc->aut h cfg.dh group_priority[1]);
ap2- >par ans. DHgl DLi st _g0 =
(node_dhc->aut h_cfg. dh_group_priority[0]);
br eak;
case 4:

new usr/src/uts/comon/iol fibre-channel/fcalem xs/ em xs_dhchap. ¢ 28
1778 ap2- >par ans. DHgl DLi st _g3

1779 (node_dhc->aut h cfg dh _group_priority[3]);
1780 ap2- >par ans. DHgl DLi st _g2 =

1781 (node_dhc->aut h_cfg. dh_group_priority[2]);
1782 ap2- >par ans. DHgl DLi st _gl =

1783 (node_dhc->aut h_cfg. dh_group_priority[1]);
1784 ap2- >par ans. DHgl DLi st _g0 =

1785 (node_dhc->aut h_cfg. dh_group_priority[0]);
1786 br eak;

1787 case 3:

1788 ap2- >par ans. DHgl DLi st _g2 =

1789 (node_dhc->aut h_cfg. dh_group_priority[2]);
1790 ap2- >par ans. DHgl DLi st _gl1 =

1791 (node_dhc->aut h_cfg. dh_group_priority[1]);
1792 ap2- >par ams. DHgl DLi st _g0 =

1793 (node_dhc->aut h_cfg. dh_group_priority[0]);
1794 br eak;

1795 case 2:

1796 ap2- >par ans. DHgl DLi st _gl =

1797 (node_dhc->aut h_cfg. dh_group_priority[1]);
1798 ap2- >par ans. DHgl DLi st _g0 =

1799 (node_dhc->aut h_cfg. dh_group_priority[0]);
1800 br eak;

1801 case 1:

1802 ap2- >par ans. DHgl DLi st _g0 =

1803 (node_dhc->aut h_cfg. dh_group_priority[0]);
1804 br eak;

1805 }

1806

1807 } else {

1808 if (numhs == 1) {

1809 nul | apl >tran_id =

1810 LE_SWAP32( node_dhc->nl p_aut h_trani d_rsp);

1812 nul | _apl- >parans. nane_tag = AUTH_NAME_ | D;

1813 nul | _apl- >parans. nane_| en = AUTH_NAME_LEN,;

1814 bcopy((void *) &port->wypn,

1815 (void *) &null _apl->parans. nodeNang,

1816 si zeof (NAME_TYPE));

1817 nul | _apl- >parans. prot o_num = AUTH_PROTO_NUM

1818 nul | _apl->parans. para_len = LE SV\AP32(Ox00000014)

1819 nul | _apl->parans. proto_i d = AUTH_DHCHAP;

1820 nul | _apl- >par ans. HashLi st _tag = HASH LI ST _TAG

1821 nul | _apl- >par ans. HashLi st _went = LE_SWAP16( 0x0001) ;
1822 nul | _apl- >par ans. HashLi st _val uel =

1823 (node_dhc->aut h_cfg. hash_priority[0]);

1824 nul | _apl->parans. DHgl DLi st _tag = DHG D LI ST _TAG

1825 nul | _ap1- >par ans. DHgl DLi st_wnt = LE_SWAP16( 0x0001) ;
1826 nul | _apl- >par ans. DHgl DLi st _g0 = 0xO;

1827

1828 nul | _ap2->tran_id =

1829 LE_SWAP32(node_dhc->nl p_auth_trani d_rsp);

1831 nul | _ap2->parans. nane_tag = AUTH NAME_| D;

1832 nul | _ap2->par ans. nane_| en = AUTH _NAME_LEN,

1833 bcopy((void *) &port->wpn,

1834 (void *) &null_ap2->parans. nodeNane,

1835 si zeof (NAMVE_TYPE));

1836 nul | _ap2->par anms. prot o_num = AUTH PROTO_NUM

1837 nul | _ap2- >parans. para_l en = LE_SWAP32(0x00000018) ;

1838 nul | _ap2- >parans. proto_i d = AUTH_DHCHAP;

1840 nul | _ap2->par ans. HashLi st _tag = HASH_LI ST_TAG

1841 nul | _ap2- >par ans. HashLi st _wcnt = LE_SWAP16(0x0002) ;
1842 nul | _ap2- >par ans. HashLi st _val uel =

1843 (node_dhc- >aut h_cfg. hash_priority[0]);
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1844 nul | _ap2->par ans. HashLi st _val ue2 = 1910 }
1845 (node_dhc- >aut h_cfg. hash_priority[1]);
1912 if (ndlp) {
1847 nul | _ap2->parans. DHgl DLi st _tag = DHG D_LI ST_TAG 1913 i f (pkt->pkt_state == FC_PKT_SUCCESS)
1848 nul | _ap2->par ans. DHgl DLi st _wnt = LE_SWAP16(0x0001); 1914 (void) em xs dhchap state_machi ne(port, NULL, NULL,
1849 nul | _ap2- >par ans. DHgl DLi st _g0 = 0x0; 1915 NULL, ndl'p, NODE_EVENT_CMPL_AUTH NSG);
1850 } 1916 } else {
1851 } 1917 em xs_dhc_set _reauth_tine(port, ndlp, DI SABLE);
1853 pkt - >pkt _conp = eml xs_cnpl _aut h_negoti at e_i ssue; 1919 em xs_dhc_state(port, ndlp, NODE_STATE_AUTH FAI LED,
1920 0, 0);
1855 ENLXS , MSGF( EMLXS_CONTEXT, &emnl xs_f csp_debug_nsg
1856 "issue_auth_negotiate: % flag=% si ze-%j hash U, U tid=%, %", 1922 EMLXS_MSGF( EMLXS_CONTEXT, &enl xs_f csp_debug_nsg,
1857 ndl p->nl p_DID, flag, cnd_size, 1923 "Reaut h di sabl ed. di d=0x% st at e=%",
1858 node_dhc- >aut h_cf g. hash_pri ori ty[O], 1924 ndl p->nl p_DI D, node_dhc->state);
1859 node_dhc- >aut h_cf g. hash_priority[1],
1860 node_dhc->nl p_auth_trani d_rsp, node_dhc->nlp_auth_tranid_ini); 1926 em xs_dhc_aut h_conpl ete(port, ndlp, 1);
1927 }
1862 if (enlxs_pkt_send(pkt, 1) != FC SUCCESS) { 1928 1
1863 em xs_pkt _free(pkt); 1929 em xs_pkt _free(pkt);
1865 ENLXS , MBGF( EMLXS_CONTEXT, &eml xs_fcsp_error_nsg, 1931 return;
1866 "T'ssue_auth_negotiate: Unable to send pkt. di d=0x%",
1867 ndl p->nl p_DID); 1933 } /* em xs_cnpl _auth_negoti ate_i ssue */
1869 return (1);
1870 } 1936 /*
1871 return (0); 1937 * ! em xs_cnpl _auth_nsg_aut h_negoti at e_i ssue
1938 *
1873 } /* em xs_i ssue_auth_negotiate() */ 1939 * \pre \post \param port \param CHANNEL * rp \param arg \param evt
1940 * \return wuint32_t \b Description:
1941 *
1942 * This routine is invoked when the host receive the solicited ACC/ RIT ELS
1877 | * 1943 * cnd froman NxPort or FxPort that has received the ELS
1878 * | em xs_cnpl _auth_negoti ate_i ssue 1944 * AUTH Negotiate msg fromthe host. in case of RIT, Auth_Negotiate shoul d
1879 * 1945 * be retried in enm xs_cnpl _auth_negoti at e_i ssue
1880 * \pre \post \param phba \param cndiocb \param rspiocb \return void 1946 * call. in case of ACC, the host nust be the initiator because its current
1881 * 1947 * state could be "AUTH _NEGOTI ATE_ RCV' if it is the
1882 * \b Description: iocb_cnpl callback function. 1948 * responder. Then the next stat = AUTH NEGOTI ATE_CMPL_WAI TANEXT
1883 * 1949 */
1884 */ 1950 /* ARGSUSED */
1885 static void 1951 static uint32_t
1886 em xs_cnpl _aut h_negoti at e_i ssue(fc_packet _t *pkt) 1952 em xs_cnpl _aut h_msg_aut h_negoti at e_i ssue(
1887 { 1953 enl xs_port_t *port,
1888 em xs_port _t *port = pkt->pkt_ul p_private; 1954 /* CHANNEL * rp, */ void *argl,
1889 em xs_buf _t *sbp; 1955 /* 1OCBQ * iochg, */ void *arg2,
1890 NODELT ST *ndl p; 1956 /* MATCHWVAP * np, */ void *arg3,
1891 em xs_node_dhc_t *node_dhc; 1957 /* NODELI ST * ndlp, */ void *arg4,
1892 uint32_t did; 1958 uint32_t evt)
1959 {
1894 di d = pkt->pkt_cnd_fhdr.d_id; 1960 NCDELI ST *ndl p = ( NODELI ST *) ar g4;
1895 bp = (em xs_buf _t ™ *) pkt - >pkt fca_private; 1961 em xs_node_dhc_t *node_dhc = &ndl p- >node_dhc;
1896 ndI p = sbp >node;
1897 node_dhc = &ndl p- >node_dhc; 1963 EMLXS_MSGF( EMLXS_CONTEXT, &enl xs_fcsp_detail _nsg,
1964 "em xs_cnpl _aut h_nsg_aut h_negoti at e_i ssue: di d=0x%"
1899 if (!ndlp) { 1965 ndl p->nl p_DID);
1900 ndl p = e xs_node_find_did(port, did);
1901 } 1967 /* start the em xs_dhc_authrsp_tineout timer */
1902 if (pkt->pkt_state != FC_PKT_SUCCESS) { 1968 if (node_dhc->nlp_authrsp_tno == 0)
1903 EM_XS , MSGF( EMLXS_CONTEXT, &eml xs _fcsp_detail _nsg, 1969 node_dhc->nl p_authrsp_tnmo = DRV_TI ME +
1904 "em xs_cnpl _dhchap_negoti ate_i ssue: Ox% %. Noretry.", 1970 node_dhc->aut h_cfg. aut henti cati on_ti neout ;
1905 did, pkt->pkt_state); 1971 }
1906 } else { 1972 /*
1907 EM_XS _MSGF( EMLXS_CONTEXT, &em xs_fcsp_det ai | _nsg, 1973 * The next state should be
1908 "em xs_cnpl _dhchap_negoti ate_i ssue: di d=0x%. Succcess.", 1974 * eml xs_rcv_aut h_nsg_aut h_negoti at e_cnpl _wai t 4next
1909 did); 1975 */
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1976 em xs_dhc_state(port, ndlp, NODE_STATE_AUTH NEGOTI ATE_CMPL_WAI T4NEXT,
1977 0, ;

1979 return (node_dhc->state);

1981 } /* em xs_cnpl _auth_nsg_aut h_negoti ate_i ssue */

1985 /*

1986 * ! em xs_rcv_auth_nsg_aut h_negoti at e_i ssue

1987 *

1988 * \pre \post \param phba \param ndlp \param arg \param evt \return
1989 * uint32_t \b Description:

1990 *

1991 * This routine is supported for HBA in either auth initiator node or

1992 * responder node.

1993 *

1994 * This routine is invoked when the host receive an unsolicited ELS AUTH Msg
1995 * froman NxPort or FxPort to which the host has just

1996 * sent out an ELS AUTH negotiate nsg. and the NxPort or FxPort also LS_ACC
1997 * to the host’s AUTH Negoti ate nsg.

1998 *

1999 * If this unsolicited ELS auth nsg is fromthe FxPort or a NxPort with a
2000 * nunerically lower WAPN, the host will be the winner in

2001 * this authentication transaction initiation phase, the host as the

2002 * initiator will send back ACC and then Auth_Rej ect nmessage

2003 * with the Reason Code ’Logical Error’ and Reason Code Expl anation’

2004 * Authentication Transaction Already Started’ and with the

2005 * current state unchanged and nmark itself as auth_initiator.

2006 *

2007 * Otherwi se, the host will be the responder that will reply to the received
2008 * AUTH_Negotiate nessage will ACC (or RJT?) and abort

2009 * its own transaction upon receipt of the AUTH Reject nessage. The new state
2010 * will be "AUTH NEGOTI ATE_RCV' and mark the host as

2011 * auth_responder.

2012 *

2013 /* ARGSUSED */

2014 static uint32_t

2015 enl xs_rcv_aut h_nsg_aut h_negoti ate_i ssue(

2016 eni xs_port _t *port,

2017 /* CHANNEL * rp, */ void *argl,

2018 /* 1OCBQ * iocbhq, */ void *arg2,

2019 /* MATCHVAP * np, */ void *arg3

2020 /* NODELIST * ndlp */ void *arg4

2021 uint32_t evt)

2022 {

2023 NODELI ST *ndl p = (NODELI ST *) ar g4;

2024 enl xs_node_dhc_t *node_dhc = &ndl p- >node_dhc;

2025 1 OCBQ *iochg = (1 OCBQ *) arg2;

2026 ui nt 8_t ReasonCode;

2027 ui nt 8_t ReasonCodeExpl anati on;

2029 EMLXS_MSGF( EMLXS_CONTEXT, &eni xs_fcsp_detail _nsg,

2030 "em xs_rcv_aut h_nsg_aut h_negoti ate_i ssue: di d=0x%",

2031 ndl p->nl p_DI D) ;

2033 /* Anyway we accept it first and then send auth_reject */

2034 (void) enlxs_els_reply(port, iochg, ELS CMD_ACC, ELS CMD _AUTH, 0, 0);
2036 /* host is always the initiator and it should win */

2037 ReasonCode = AUTHRIT_LOG C_ERR;

2038 ReasonCodeExpl anati on = AUTHEXP_AUTHTRAN_STARTED,;

2040 enl xs_dhc_state(port, ndlp, NODE_STATE AUTH NEGOTI ATE_| SSUE,

2041 ReasonCode, ReasonCodeExpl anation);

31

new usr/src/uts/comon/iol fibre-channel/fcalem xs/ em xs_dhchap. ¢

2042
2043

2045
2047

2050
2051
2052
2053
2054
2055
2056
2057
2058
2059
2060
2061
2062
2063
2064

2066
2067
2068

2070
2071
2072
2073
2074
2075
2076
2077
2078
2079
2080
2081

2083
2084
2085
2086
2087
2088
2089

2091
2093

2096
2097
2098
2099
2100
2101
2102
2103
2104
2105
2106
2107

(void) enlxs_issue_auth_reject(port, 0, 0, ReasonCode,

ReasonCodeExpl anat i on) ;

ndl p,

return (node_dhc->state);

} /* em xs_rcv_auth_nsg_aut h_negoti ate_i ssue */

the chall enge the host will make the decision as to
what hash function, what dhgp_id is to be used.

This chal | enge val ue shoul d not be confused with the chall enge val ue for
bi -dir as part of

/*
* | enl xs_cnpl _dhchap_reply_i ssue
*
* \pre \post \param phba \param cndiocb \param rspiocb \return void
*
* \b Description: iocb_cnpl callback function.
*
*/
static void
em xs_cnpl _dhchap_repl y_i ssue(fc_packet _t *pkt)
{
em xs_port _t *port = pkt->pkt_ul p_private;
enl xs_buf _t *sbp;
NODELI ST *ndl p;
uint32_t did;
did = pkt->pkt_cnd_fhdr.d_id;
sbp = (em xs_buf _t *)pkt->pkt_fca_private;
ndl p = sbp->node;
if (!ndlp) {
ndl p = enl xs_node_find_di d(port, did);
}
if (pkt->pkt_state != FC_PKT_SUCCESS)
EMLXS_MSGF( EMLXS_CONTEXT, &em xs_fcsp_detail _nsg,
"em xs_cnpl _dhchap_reply_i ssue: 0x% %. No retry.",
did, pkt->pkt_state);
} else {
EMLXS_MSGF( EMLXS_CONTEXT, &em xs_fcsp_detail _nsg,
"enm xs_cnpl _dhchap_repl y_i ssue: di d=0x%. Succcess.",
did);
}
if (ndlp) {
1 f (pkt->pkt_state == FC_PKT_SUCCESS)
(voi d) enl xs_dhchap_state_machi ne(port, NULL, NULL,
NULL, ndl'p, NODE_EVENT CMPL_AUTH MBSO ;
) }
em xs_pkt _free(pkt);
return;
} /* em xs_cnpl _dhchap_reply_i ssue */
/*
* arg: the AUTH Negotiate payload fromthe initiator. payload_|len: the
* payl oad | ength
*
* W al ways send out the challenge paranmeter based on our preference
* order configured on the host side no matter what perference
* order |ooks like fromauth_negotiate . In other words, if the host issue
*
*
*
*
*

reply when host is the initiator.
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2108 */

2109 /* ARGSUSED */

2110 uint32_t

2111 em xs_i ssue_dhchap_chal | enge(

2112 em xs_port_t *port,

2113 NODELI ST *ndl p,

2114 int retry,

2115 void *arg,

2116 ui nt32_t payl oad_| en,

2117 uint32_t hash_id,

2118 uint32_t dhgp_i d)

2119 {

2120 em xs_hba_t *hba = HBA,

2121 fc_packet _t *pkt;

2122 uint32_t cnd_si ze;

2123 uint32_t rsp_size;

2124 uint16_t cndsize = 0;

2125 uint8_t *pCnd;

2126 em xs_port_dhc_t *port_dhc = &port->port_dhc;

2127 em xs_node_dhc_t *node_dhc = &ndl p->node_dhc;

2128 DHCHAP_CHALL *chal

2129 uint8_t *tnp;

2130 uint8_t random nunber[20];

2131 ui nt8_t dhval [ 256] ;

2132 uint32_t dhval _| en;

2133 uint32_t tran_id;

2134 Bl G ERR CODE err = BI G K;

2136 /*

2137 * we assunme the HBAnyware should configure the driver the right
2138 * paraneters for challenge. for now, we create our own chall enge.
2139 */

2140 ENLXS > MBGF( EMLXS_CONTEXT, &eml xs_fcsp_detail _nsg,

2141 "em xs_i ssue_dhchap_chal | enge: di d=0x% hashl i st =[ %, %, %, %] "
2142 ndl p->nl p_DI D, node_dhc->auth_cfg. hash_priority[0],

2143 node_dhc->aut h_cf g. hash _priority[1],

2144 node_dhc- >aut h_cf g. hash _priority[2],

2145 node_dhc- >aut h_cf g. hash_pri 0r|ty[3])

2147 /*

2148 * Here is ny own chall enge structure:

2149 *

2150 * 1. AUTH MSG HDR (12 bytes + 4 bytes + 8 bytes) 2: hasd_id (4
2151 * bytes) 3: dhgp_id (4 bytes) 4: cval _len (4 bytes) 5: cval
2152 * (20 bytes or 16 bytes: cval _len bytes) 6: dhval _|len (4 bytes)
2153 * 7: dhval (dhval _|en bytes) all these iInformation should be stored
2154 * in port_dhc struct

2155 *

2156 if (hash_id == AUTH_SHA1) {

2157 cndsize = (12 + 4 + 8) + (4 + 4 + 4) + 20 + 4;

2158 } else if (hash_id == AUTH_MD5)

2159 cnd3|ze:(12+4+8)+(4+4+4)+16+4

2160 } else {

2161 return (1)

2162 }

2165 switch (dhgp |d) {

2166 case GROUP_NI

2167 break

2169 case GROUP_1024:

2170 cndsi ze += 128;

2171 br eak;

2173 case GROUP_1280:
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2174
2175

2177
2178
2179

2181
2182
2183

2185
2186
2187
2188
2189
2190

2192
2193

2195
2196
2197
2198
2199
2200

2202
2203
2204
2205

2207
2208
2209
2210
2211

2213
2214

2216

2218
2219
2220
2221
2222
2223
2224
2225
2226

2228
2229

2231
2232

2234
2235

2237
2238

cndsi ze += 160;
br eak;

case CGROUP_1536:
cndsi ze += 192;
br eak;

case CGROUP_2048:
cndsi ze += 256;

br eak;
defaul t:

EM_XS ,_MSGF( EMLXS_CONTEXT, &emnl xs_fcsp_error_nsg,

"em xs_i ssue_dhchap_chal | enge: Invalid dhgp_i d=0x%"
dhgp_i d);

return (1);
}
crmd_si ze cndsi ze;

rsp_size 4;

if ((pkt = em xs_prep_els_fc_pkt(port, ndlp->nlp_DI D, cnd_size,

rsp_size,
0, KM I\K)SLEEP)) == NULL) {
return (1);

}
pCmd = (uint8_t *)pkt->pkt_cnd;

tmp = (uint8_t *)arg;

tnp += 8;

/* collect tran_id: this tran_id is set by the initiator */
tran_id = *(uint32_t *)tnp;

ENLXS ,_MSGF( EMLXS_CONTEXT, &eml xs_fcsp_detail _nsg,
“em xs_i ssue_dhchap_chal | enge: Ox% Ox% Ox% % Ox% Ox% OX%",
ndl p->nl p_DI D, node_dhc->nlp_auth_tranid_ini,
node_dhc->nl p_aut h_trani d_rsp,
cmdsi ze, tran_id, hash_id, dhgp_id);

/* store the tran_id : ndlp is the initiator */
node_dhc->nl p_auth_tranid_ini = LE_SWAP32(tran_id);

tnp += sizeof (uint32_t);

chal = (DHCHAP_CHALL *)pCmd

chal ->cnul . nsg_hdr. aut h_el s_code = ELS_CMD_AUTH_CODE;
chal ->cnul . nsg_hdr. aut h_el s_fl ags = 0xO0;

chal - >cnul . nsg_hdr . aut h_nsg_code > CHALLENGE;
chal - >cnul . nsg_hdr . prot o_versi on 0x01;

chal ->cnul . nsg_hdr. msg_|l en = LE_SWAP32(cndsi ze - 12);
chal ->cnul . nsg_hdr.tran_id = tran_id;

chal - >cnul . nsg_hdr . nane_t ag (AUTH_NAME_I D) ;

chal - >cnul . nsg_hdr. name_| en ( AUTH_NAME_LEN) ;

bcopy((void *) &port->wapn,
(void *) &chal ->cnul . msg_hdr. nodeNane, sizeof (NAME_TYPE));

chal ->cnul . hash_id = hash_id;
chal ->cnul . dhgp_i d = dhgp_i d;

chal ->cnul . cval _l en = ((chal ->cnul . hash_id == AUTH SHA1) ?
LE_SWAP32(SHAL_LEN) : LE_SWAP32( MD5_ LEN))

tnp = (uint8_t *)pCmd
tmp += sizeof (DHCHAP CHALL_NULL) ;
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2240 #ifdef RAND

2241
2242

2244
2245
2246
2247
2248
2249

2251
2252
2253
2254
2255
2256
2257
2258
2259
2260
2261
2262
2263
2264
2265
2266
2267
2268
2269
2270
2271
2272

2274

2276
2277
2278
2279
2280
2281
2282
2283
2284
2285
2286
2287
2288
2289
2290
2291

2293

2295
2296
2297
2298
2299
2300
2301
2302

2304

#endi f

/* generate a random nunber as the chall enge */
bzer o(random nunber, LE_SWAP32(chal ->cnul.cval _len));

if (hba->rdn_flag
enl xs_get
} else {
(voi d) random get _pseudo_byt es(random nunber,
LE_SWAP32(chal ->cnul . cval _l en));

= il

) A
_random byt es(ndl p, random nunber, 20);

the host

*

*

* host get the reply nmsg, host
* challenge, its private key as the input to the hash function.
* chal l enge as the random nunber should be stored in
*

*

f

node_dhc->hrsp_cval []
/

(ndl p->nlp DID == FABRIC DID) {
bcopy((v0| d *) & andom nunber[0],
(void *) &node_dhc->hrsp_i cval [0],
LE_SWAP32(chal ->cnul . cval _| en));
/* save anot her copy in partner’s ndl p */
bcopy((void *) & andom nunber[O0],
(void *) &node_dhc->nl p_auth_m sc. hrsp_cval [0],
LE_SWAP32(chal - >cnul . cval _l en));
} else {
bcopy((v0| d *) & andom nunber[O0],
d *) &node_dhc->nl p_auth_m sc. hrsp_cval [ 0],

LE S\/\AP32(chaI ~>cnul.cval _len));
}
bcopy((void *) & andom nunber[0], (void *) tnp,
LE_SWAP32(chal - >cnul . cval _| en))

/* RAND */

/* for test only hardcode the chall enge val ue */

#i f def MYRAND

#endi f

if (ndlp->nlp_DID == FABRIC DI D) {
bcopy((void *) nmyrand, (void *) &node_dhc->hrsp_cval [0],
LE_SWAP32( chal - >cnul . cval _I en));
/* save another copy in partner’s ndlp */
bcopy((void *) nyrand,
(void *) &node_dhc->nl p_auth_m sc. hrsp_cval [ 0],
LE_SWAP32(chal ->cnul . cval _l en));
} else {
bcopy((void *) nyrand,
(void *) &node_dhc->nl p_auth_mi sc. hrsp_cval [0],
LE_SWAP32(chal ->cnul . cval _l en));

}
bcopy((void *) nyrand, (void *) tnp
LE_SWAP32( chal - >cnul . cval Ien))

/* MYRAND */

if (ndlp >nl p_DI D == FABRI C_DI D)

ode_dhc->hrsp_cval _| en = LE_SWAP32(chal - >cnul . cval

node dhc->nl p_auth_mi sc. hrsp_cval _l en =
LE_SwWAP32(chal ->cnul . cval _| en);
} else {
node_dhc->nl p_auth_m sc. hrsp_cval _len =

LE_SwWAP32(chal ->cnul . cval _| en);

}
tnp += LE_SWAP32(chal - >cnul .

cval _len);

_len);

shoul d store the challenge for |ater usage when |ater on
needs to verify it by using its old

t he
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2306 /*

2307 * we need anot her random nunber as the private key x which will be
2308 * used to conpute the public key i.e. g"x nbd p we intentionally set
2309 * the length of private key as the sane |ength of challenge. we have
2310 * to store the private key in node_dhc->hrsp_priv_key[ 20].

2311 */

2312 #ifdef RAND

2314 if (dhgp_id !'= GROUP_NULL) {

2316 bzero(random nunber, LE_SWAP32(chal ->cnul . cval _I en));

2318 if (hba->rdn_flag == 1) {

2319 em xs_get _random byt es(ndl p, random nunber, 20);
2320 } else {

2321 (voi d) random get_pseudo_byt es(random nunber,

2322 LE_SWAP32(chal ->cnul . cval _l en));

2323 }

2325 if (ndlp->nlp DID == FABRIC DI D) {

2326 bcopy((void *) & andom nunber[0],

2327 (void *) node_dhc->hrsp_priv_key,

2328 LE_SWAP32(chal ->cnul . cval _len));

2329 bcopy((void *) & andom nunber[O0],

2330 void *) node_dhc->nl p_auth_m sc. hrsp_priv_key,
2331 LE_SWAP32(chal ->cnul . cval _l en));

2332 } else {

2333 bcopy((void *) & andom nunber[O0],

2334 void *) node_dhc->nl p_auth_m sc. hrsp_priv_key,
2335 LE_SWAP32(chal ->cnul . cval _l en));

2336 }

2337 1

2338 #endif /* RAND */

2340 #ifdef MYRAND

2341 if (dhgp_id !'= GROUP_NULL) {

2342 /* For test only we hardcode the priv_key here */

2343 bcopy((void *) nyrand, (void *) node_dhc->hrsp_priv_key,
2344 LE_SWAP32( chal - >cnul . cval _l en));

2346 if (ndlp->nlp DID == FABRIC DI D) {

2347 bcopy((void *) nyrand,

2348 (void *) node_dhc->hrsp_priv_key,

2349 LE_SWAP32(chal ->cnul . cval _len));

2350 bcopy((void *) nyrand,

2351 (void *) node_dhc->nl p_auth_m sc. hrsp_priv_key,
2352 LE_SWAP32(chal ->cnul . cval _| en));

2353 } else {

2354 bcopy((void *) nyrand,

2355 (void *) node_dhc->nl p_auth_m sc. hrsp_priv_key,
2356 LE_SWAP32(chal ->cnul . cval _l en));

2357 }

2358

2359 #endif /* MYRAND */

2361 /* also store the hash function and dhgp_i d being used in chall enge.
2362 /* These information could be configurable through HBAnyware */
2363 node_dhc->nl p_aut h_hashi d = hash_i d;

2364 node_dhc->nl p_aut h_dhgpi d = dhgp_i d;

2366 /*

2367 * generate the DH value DH value is g"x nod p and it is also called
2368 * public key in which g is 2, x is the random nunber ontai ned above.
2369 * pis the dhgp3_pVal

2370 */

36
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2372 #ifdef MYRAND

2374
2375

2377
2378
2379

2381
2382

2384
2385
2386

2388
2389
2390

2392
2393
2394
2395
2396
2397
2398
2399
2400

2402
2403
2404

2406

2408
2409
2410
2411
2412
2413
2414
2415
2416
2417
2418
2419

2421
2423

2425
2426

2428
2429
2430

2432
2433
2434
2435

2437

/* to get (g”"x mod p) with x private key */
if (dhgp_id !'= GROUP_NULL) {

err = emnl xs_BlI GNUM get _dhval (port,
&dhval _I en, chal ->cnul . dhgp_i d,
nyrand, LE _SWAP32(chal ->cnul . cval _| en))

port_dhc, ndlp, dhval,

if (err 1= BIGOK {
em xs_pkt _free(pkt);

EMLXS_MSGF( EMLXS_CONTEXT, &enl xs_fcsp_error_nsg,
"em xs_i ssue_dhchap_chal | enge: error. Ox%",
err);

return (1);
/* we are not going to use dhval and dhval _len */
/* *(uint32_t *)tnp = dhval _len; */
if (ndlp->nlp_DID==FABRICDD ({

*(uint32_t *)tnp =
LE_SWAP32( node_dhc- >hr sp_pubkey_l en);

} else {
*(uint32_t *)tnmp =
LE_SWAP32(
) node_dhc->nl p_aut h_m sc. hr sp_pubkey_I en);

EMLXS_MSGF( EMLXS_CONTEXT, &eml xs_fcsp_detail _nsg,
"em xs_i ssue_dhchap_chal | enge: Ox%: Ox% Ox%",
ndl p->nl p_DID, *(uint32_t *)tnp, dhval _Il en)

tnp += sizeof (uint32_t);
if (ndlp->nlp_DID == FABRIC DID) {

bcopy((voi d *) node_dhc->hr sp_pub_key, (void *)tnp,
node_dhc- >hr sp_pubkey_| en);

} else {
bcopy((void *) node_dhc->nl p_aut h_mi sc. hrsp_pub_key,
(void *)tnp,
node_dhc- >nl p_aut h_m sc. hr sp_pubkey_| en);
} else {

/* NULL DHCHAP */
*(uint32_t *)tnp =

}
#endif /* MYRAND */
#i f def RAND

/* to get (g"x nmod p) with x private key */
if (dhgp_id !'= GROUP_NULL) {

err = enl xs_BI GNUM get _dhval (port,
&dhval _l en, chal ->cnul .dhgp_id
random nunber, LE_SWAP32(chal ->cnul . cval _len));

port_dhc, ndlp, dhval,

if (err 1= BIGOK {
EMLXS_MSGF( EMLXS_CONTEXT, &enl xs_fcsp_error_nsg,
"enm xs_i ssue_dhchap_chal I enge: error. Ox%",
err);

em xs_pkt _free(pkt);
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2438
2439
2440

2442
2443
2444
2445
2446
2447
2448
2449
2450

2452
2453
2454

2456

2458
2459
2460
2461
2462
2463
2464
2465
2466
2467
2468
2469

2471 #endi f

2473
2474
2475
2476
2477

2479
2480
2481
2482
2484

2486
2487

2489
2490

2492
2493
2494

2496 } /* en

2499 [ *

return (1);
}
/* we are not going to use dhval and dhval _len */

/* *(uint32_t *)tnmp = dhval _len; */
if (ndlp->nlp_DID == FABRIC DI D) {
*(uint32_t *)tnmp =
LE_SWAP32(node_dhc- >hr sp_pubkey_lI en);

} else {
*(uint32_t *)tnp =
LE_SWAP32(
) node_dhc->nl p_aut h_m sc. hr sp_pubkey_I en);

EMLXS_MSGF( EMLXS_CONTEXT, &emnl xs_fcsp_detail _nsg,
"em xs_i ssue_dhchap_chal | enge: di d=0x%: pubkey_| en=0x%",
ndl p->nl p_DID, *(uint32_t *)tnp);

tnp += sizeof (uint32_t);
if (ndlp->nlp_DI D == FABRI C_DI D)

{
bcopy((void *) node_dhc->hrsp_pub_key, (void *)tnp,
node_dhc- >hr sp_pubkey_I en);

} else {
bcopy((void *) node_dhc->nl p_aut h_m sc. hrsp_pub_key,
(void *)tnp,
node_dhc- >nl p_aut h_m sc. hr sp_pubkey_| en);
} else {

/* NULL DHCHAP */
*(uint32_t *)tnp =
}

/* RAND */

ENLXS > MSGF( EMLXS_CONTEXT, &emnl xs_fcsp_detail _nsg,
"em xs_i ssue_dhchap__ chal | enge: Ox% Ox% Ox% Ox% Ox%",
ndl p->nl p_DI D, node_dhc->nl p_auth_tranid_ini,
node_dhc->nl p_auth_tranid_rsp,
chal =>cnul . hash_i d, chal ->cnul . dhgp_i d);
ENLXS_NSGF( EMLXS_CONTEXT, &em xs_fcsp_detail _msg,
"em xs_i ssue_dhchap_chal | enge: O0x% Ox% Ox%x Ox%",
ndl p->nl p_DID, tran_id, node_dhc->nl p_auth_hashid,
node_dhc->nl p_aut h dhgpl d);
pkt - >pkt _conp = eml xs_cnpl _dhchap_chal | enge_i ssue;

if (em xs_pkt_send(pkt, 1) != FC_SUCCESS) {
em xs_pkt _free(pkt);

ENLXS , MBGF( EMLXS_CONTEXT, &emnl xs_fcsp_error_nsg,
"enl xs_i ssue_dhchap_ chal | enge: Unable to send fc packet.");

return (1);
ieturn (0);

xs_i ssue_dhchap_chal | enge */

2500 * DHCHAP_Reply nsg

2501 */

2502 /* ARGSUSED */

2503 uint32_t
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2504 em xs_i ssue_dhchap_ repI y( 2570 SHA1_LEN);
2505 em xs_port _t *port, 2571 }
2506 NODELT ST *ndl p, 2572 }
2507 int retry,
2508 uint32_t *argl, /* response */ 2574 cnd_size = cndsi ze;
2509 uint8_t *dhval, 2575 rsp_size = 4;
2510 ui nt32_t dhval _I en,
2511 uint8_t *arg2, /* random number */ 2577 if ((pkt = em xs_prep_els_fc_pkt(port, ndlp->nlp_DID, cnd_size,
2512 uint32_t arg2_|len) 2578 rsp_size, 0, KM NOSLEEP)) == NULL) {
2513 { 2579 EM_XS , MSGF( EMLXS_CONTEXT, &eml xs_fcsp_error_nsg,
2514 fc_packet _t *pkt; 2580 "em xs_i ssue_dhchap_| reply failed: did=0x% size=%, %"
2515 uint32_t cnd_si ze; 2581 ndl p->nl p_DI D, cnd_size, rsp_size);
2516 uint32_t rsp_size;
2517 uintl6_t cndsize = 0; 2583 return (1);
2518 DHCHAP_REPLY_HDR *ap; 2584 }
2519 uint8_t *pCnd; 2585 pCmd = (uint8_t *)pkt->pkt_cnd;
2520 enl xs_node_dhc_t *node_dhc = &ndl p- >node_dhc;
2587 ap = (DHCHAP_REPLY_HDR *) pCnd;
2522 /* Header size */ 2588 ap->aut h_el s_code = ELS_CWVMD_AUTH_CODE;
2523 cndsi ze = sizeof (DHCHAP_REPLY_HDR); 2589 ap->aut h_el s_flags = 0x0;
2590 ap- >aut h_nsg_code = DHCHAP_REPLY;
2525 /* Rsp value len size (4) + Response val ue size */ 2591 ap- >proto_version = 0x01;
2526 if (ndlp->nlp_DID == FABRI C DI D) { 2592 ap->nsg_|l en = LE_SWAP32(cndsi ze - sizeof (DHCHAP_REPLY_HDR));
2527 if (node_dhc->hash_id == AUTH MD5) { 2593 ap->tran_id = LE_SWAP32(node_dhc->nl p_auth_trani d_rsp);
2528 cndsi ze += 4 + NDS LEN,
2529 } 2595 pCnd = (uint8_t *)(pCnd + sizeof (DHCHAP_REPLY_HDR));
2530 1 f (node_dhc->hash_id == AUTH_SHA1) {
2531 cnsize += 4 + SHAL LEN; 2597 if (ndip->nlp DID == FABRIC DID) {
2532 } 2598 if (node_ dhc >hash_id == AUTH_MD5) {
2533 } else { 2599 *(uint32_t *)pCnmd = LE_SWAP32( MD5_LEN);
2534 if (node_dhc->nl p_aut h_hashid == AUTH _MD5) { 2600 } else {
2535 cndsize += 4 + MD5_LEN, 2601 *(uint32_t *)pOnmd = LE_SWAP32( SHA1_LEN);
2536 } 2602
2537 if (node_dhc->nl p_auth_hashid == AUTH_SHA1) { 2603 } else {
2538 crisi ze += 4 + SHAL_LEN; 2604 if (node_dhc->nl p_aut h_hashid == AUTH MD5) {
2539 } 2605 *(uint32_t *)pOnd = LE_SWAP32(MD5_LEN);
2540 } 2606 } else {
2607 *(uint32_t *)pCnd = LE_SWAP32( SHA1_LEN);
2542 /* DH val ue | en S|ze (4) + DH val ue size */ 2608 }
2543 if (ndlp->nlp DID == FABRIC DID) { 2609 }
2544 swi tch (node_dhc->dhgp_id) {
2545 case GROUP_NULL: 2611 pCnd = (uint8_t *)(pCnd + 4);
2547 br eak; 2613 if (ndip->nlp DID == FABRIC DID) {
2614 if (node_ dhc >hash_id == AUTH_MD5) {
2549 case GROUP_1024: 2615 bcopy((v0| d *)argl, pCmd, MDX5_LEN);
2550 case GROUP_1280: 2616 pCnd = (uint8_t *)(pCnd + MD5_LEN);
2551 case GROUP_1536: 2617 } else {
2552 case GROUP_2048: 2618 bcopy((void *)argl, (void *)pCnd, SHA1_LEN);
2553 defaul t:
2554 br eak; 2620 pCnd = (uint8_t *)(pCnd + SHAL_LEN);
2555 } 2621
2556 } 2622 } else {
2623 if (node_dhc->nl p_auth_hashid == AUTH MD5) {
2558 cnmdsi ze += 4 + dhval _l en; 2624 bcopy((v0| d *)argil, pCr‘rd MD5_LEN) ;
2625 pCnd = (uint8_t *)(pCnmd + MD5_LEN);
2560 /* Chal |l enge value len size (4) + Challenge value size */ 2626 } else {
2561 if (node_dhc->auth_cfg.bidirectional == 0) { 2627 bcopy((v0| d *)argl, (void *)pCnd, SHA1_LEN);
2562 cndsi ze += 4; 2628 pCnd = (uint8_t *)(pCnd + SHA1_LEN);
2563 } else { 2629 }
2564 if (ndlp->nlp DID == FABRIC DI D) { 2630 }
2565 cnmdsi ze += 4 + ((node_dhc->hash_id == AUTH MD5) ?
2566 MD5_LEN : SHA1_LEN); 2632 *(uint32_t *)pCnd = LE_SWAP32(dhval _| en);
2567 } else {
2568 cndsi ze += 4 + 2634 if (dhval _len != 0) {
2569 ((node_dhc->nl p_aut h_hashid == AUTH_MD5) ? MD5_LEN : 2635 pCrd = (uint8_t *)(pCrd + 4);
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2637
2638

2640

2642
2643
2644
2645
2646
2647
2648
2649
2650
2651
2652
2653
2654

2656
2657
2658
2659
2660
2661
2662
2663
2664
2665
2666

2668
2669
2670
2671
2672
2673
2674
2675
2676
2677
2678
2679
2680
2681
2682
2683
2684
2685
2686
2687
2688
2689
2690
2691
2692
2693

2695

2697
2698
2699
2700
2701

switch (node_ dhc >dhgp_id) {
case GROUP_NULL

br eak;

case GROUP_1024:
case GROUP_1280:
case GROUP_1536:
case GROUP_2048:
defaul t:

br eak;

}
/* el x_bcopy((void *)dhval, (void *)pCmd, dhval _len); */
/*

* The new DH paraneter (g”y nod p) is stored in
* node_dhc->pub_key
*

/

/* pubkey_l en should be equal to dhval _|en */
if (ndlp->nlp_DI D == FABRI C_DI D)

{
bcopy((void *) node_dhc->pub_key, (void *)pCnd,
node_dhc- >pubkey_| en);

} else {
bcop%/((vm d)*) node_dhc->nl p_aut h_m sc. pub_key,
void *
node_dhc->nl p aut h_m sc. pubkey_I en);
}
pCnd = (uint8_t *)(pCnd + dhval _l en);
} else
pCrd = (uint8_t *)(pCmd + 4);
if (node_dhc->auth_cfg.bidi rectlonal == 0) {
*(uint32_t *)pCmd =
} else {
if (ndlp->nlp_DID == FABRI C DID) {
i f (node_dhc->hash_id == AUTH MD5) {
*(U| nt32_t *)pCmd = LE_SWAP32( MD5_LEN) ;
pCnd = (uint8 t *)(pCnd + 4);
bcopy((void *)arg2, (void *)pCmi, arg2_len);
} else if (node_dhc->hash_id == AUTH SHA1) {
*(U| nt32_t *)pCmd = LE SV\APSZ(SHAl LEN) ;
pCnd = (uint8_t *)(pCnd + 4);
/* store the challenge */
bcopy((void *)arg2, (void *)pCnd, arg2_|len);
} else {
i f (node_dhc->nl p_aut h_hashid == AUTH MD5) ({
*(uint32_t *)pCnd = LE_SWAP32(MD5_LEN) ;
pCnd = (uint8_t *)(pCnd + 4);
bcopy((void *)arg2, (void *)pO"rd arg2_| en);
} else if (node_dhc->nl p_auth_hashid == AUTH_SHA1) {
*(uint32_t *)pCnd = LE_SWAP32( SHA1_LEN);
pCnd = (uint8_t *)(pCnd + 4);
bcopy((void *)arg2, (void *)pO"rd, arg2_| en);
}
}
}

pkt - >pkt _conp = em xs_cnpl _dhchap_repl y_i ssue;

ENLXS > MBGF( EMLXS_CONTEXT, &emnl xs_fcsp_detail _nsg,

"em xs_i ssue_dhchap_reply: di d=0x% (9%, %, 9%, %, %, %) "
ndl p->nl p_DI D, dhval _|en, arg2 |len, cnisize,
node_dhc->hash_i d, node_dhc->nl p_aut h_hashi d,
LE_SWAP32(ap->tran_id));
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2703
2704
2705

2707
2709

2710
2711

42

if (em xs_pkt_send(pkt, 1) !'= FC_SUCCESS) ({
EM_XS_MSGF( EMLXS_CONTEXT, &emnl xs_fcsp_error_nsg,
"enml xs_i ssue_dhchap_reply failed: Unable to send packet.");
em xs_pkt _free(pkt);
return (1);

}
return (0);

2713 } /* emnl xs_i ssue_dhchap_reply */

2717 |
2718
2719
2720
2721
2722
2723
2724
2725
2726
2727
2728
2729
2730
2731
2732
2733
2734
2735
2736

¥ ok Sk ok ok b Sk OF R Rk Ok Rk ok % b ¥ b %

2737 */

2738 [ *

! em xs_rcv_aut h_nmsg_aut h_negoti at e_cnpl _wai t 4next

\pre \post \param phba \param ndlp \param arg \param evt \return
uint32_t \b Description:

This routine is invoked when the host received an unsolicted ELS AUTH MSG
froman NxPort or FxPort which already replied (ACC)

the ELS AUTH Negotiate nsg fromthe host. if msg i s DHCHAP_Chel | enge,
based on the nmsg content (DHCHAP conputation etc.,

the host send back ACC and 1. send back AUTH Rej ect and set next state =
NPR_NODE or 2. send back DHCHAP Reply msg and set

next state = DHCHAP_REPLY_|I SSUE for bi-directional, the DHCHAP_Reply

i ncl udes chal | enge from host. for uni-directional, no

nore challenge. If nmeg is AUTH Reject or anything el se, host send back
ACC and set next state = NPR_NODE. And based on the

reject code, host may need to retry negotiate with NULL DH only

If the nsg is AUTH ELS cnd, cancel the nlp_authrsp_tinmeout tinmer inmmediately.

ARGSUSED */

2739 static uint32_t
2740 enl xs_rcv_aut h_nsg_aut h_negoti at e_cnpl _wai t 4next (
2741 enl xs_port _t *port,

2742 | *
2743 [ *
2744 [ *
2745 [ *

CHANNEL * rp, */ void *argl,

1 0CBQ * iochg, */ void *arg2,
MATCHVAP * np, */ void *arg3,
NODELI ST * ndlp */ void *arg4,

2746 uint32_t evt)

2747 {
2748
2749
2750
2751
2752
2753
2754
2755
2756
2757
2758
2759
2760
2761

2763
2765

2766
2767

em xs_hba_t *hba = HBA;
em xs_port _dhc_t *port_dhc = &port->port_dhc;
1 OCBQ *i ochg = (10CBQ *)arg2;
MATCHVAP *np = ( MATCHVAP *)ar g3;
NCDELI ST *ndl p = ( NODELI ST *) ar g4;
em xs_node_dhc_t *node_dhc = &ndl p->node_dhc;
uint8_t *bp;
uint32_t *Ip;
DHCHAP_CHALL_NULL *ncval ;
uint16_t nanel en;
uint32_t dhvall en;
uint8_t *tnp;
ui nt 8_t ReasonCode;
t8_t ReasonCodeExpl anati on;

uni on chal | enge_val un_cval;
uint8_t *dhval = NULL;

uint8_t random nurrber[z 1; /* for both SHA1 and MD5 */
uint32_t *args = NULL; /* response */
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2768
2769

2771

2773
2774
2775

2777
2779

2781
2782

2784
2785
2786
2787
2788

2790
2791
2792
2793

2795
2796
2797
2798
2799
2800
2801
2802
2803

2805
2806
2807

2809
2810
2811
2812
2813
2814
2815
2816
2817

2819
2820
2821
2822
2823
2824
2825
2826
2827
2828
2829
2830
2831
2832
2833

uint32_t tran_id; /* Transaction Identifier */
uint32_t arg2len = 0; /* len of new challenge for bidir auth */

AUTH RIT *rjt;

EMLXS_MSGF( EMLXS_CONTEXT, &eml xs_fcsp_detail _nsg,
"em xs_rcv_aut h_nsg_aut h_negoti ate_cnpl _wai t 4next: di d=0x%",
ndl p->nl p_DI D);

em xs_dhc_state(port, ndl p, NODE_STATE DHCHAP_REPLY_| SSUE, 0, 0);
(void) em xs_els_reply(port, iochg, ELS CVMD ACC, ELS CVMD AUTH, 0, 0);

bp = mp->virt;
Ip = (uint32_t *)bp;
/*
* 1. we process the DHCHAP_Chal lenge 2. ACC it first 3. based on the
* result of 1 we DHCHAP Reply or AUTH Rej ect

*

/
ncval = (DHCHAP_CHALL_NULL *)((uint8_t *)Ip);

if (ncval ->nmsg_hdr.auth_els_code != ELS CVD AUTH CODE) {

ENLXS . MSGF( EMLXS_CONTEXT, &eml xs_fcsp_error_nsg,
"rcv_auth_nsg_aut h_negoti ate_cnpl _wait 4next: Ox% %",

ndl p->nl p_DI D, ncval - >nsg_hdr. auth_el s_code);

/* need to setup reason code/reason explanation code */
ReasonCode = AUTHRIT_FAI LURE;

ReasonCodeExpl anati on = AUTHEXP_BAD_PROTOCOL;

got o AUTH_Rej ect ;

}
if (ncval ->Isg_ hdr. aut h_nsg_code == AUTH REJECT) {
rjt = (AUTH RIT *)((uint8_t *)Ip);
ReasonCode = rjt->ReasonCode;
ReasonOodeEpr anation = rjt- >Reason00deEpr anation;

EMLXS_MSGF( EMLXS_CONTEXT, &eml xs_fcsp_detail _nsg,
"rcv_aut h_msg_aut h_negoti ate_cnpl _wai t 4next : Ox%. %, %",
ndl p->nl p_DI D, ReasonCode, ReasonCodeExpl anati on);

switch (ReasonCode) {
case AUTHRIT_LOG C_ERR
swi tch (ReasonCodeExpl anation) {
case AUTHEXP_MECH UNUSABLE:
case AUTHEXP_DHGROUP_UNUSABLE:
case AUTHEXP_HASHFUNC UNUSABLE:
ReasonCode = AUTHRIT_LOG C_ERR;
ReasonCodeExpl anati on = AUTHEXP_RESTART_AUTH;
br eak;

case AUTHEXP_RESTART_AUTH:
*

* Cancel the rsp timer if not cancelled yet.
* and restart auth tran now.
*

if (node_dhc->nlp_authrsp_tmo != 0) {
node_dhc->nl p_authrsp_tno = 0;
node_dhc->nl p_aut hrsp_tnocnt = 0;

}
if (em xs_dhc_auth_start(port, ndlp, NULL,
NULL) !'= 0)
EMLXS_MSGF( EMLXS_CONTEXT,
&em xs_f csp_debug_ns

"Reauth tinmeout. fail ed OXU 9",

ndl p->nl p_DI D, node_dhc->state);
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2834
2835

2837
2838
2839
2840
2841
2842

2844
2845
2846
2847
2848
2849

2851
2852
2853
2854
2855
2856

2858
2859
2860
2861
2862

2864
2865
2866
2867
2868

2870
2871
2872
2873
2874

2876

2878
2879
2880
2881
2882
2883
2884
2885
2886
2887

2889
2890
2891
2892
2893

2895
2896
2897
2898
2899

return (node_dhc->state);

defaul t:
ReasonCode = AUTHRJT_FAI LURE;
ReasonCodeExpl anati on = AUTHEXP_AUTH_FAI LED;
) br eak;
br eak;
case AUTHRIT_FAI LURE:
defaul t:
ReasonCode = AUTHRIT_FAI LURE;
ReasonCodeExpl anati on = AUTHEXP_AUTH_FAI LED;
break;
}

got o AUTH_Rej ect ;

}
if (ncval ->nmsg_hdr.auth_nsg_code ! = DHCHAP_CHALLENGE) {
EM.XS ,_MSGF( EMLXS_CONTEXT, &emnl xs_fcsp_error_nsg,

"en xs_rcv_auth_nsg_auth_negoti ate_cnpl _wai t 4next: Ox%. %"

ndl p->nl p_DI D, ncval - >nmsg_hdr. aut h_msg_code) ;

ReasonCode = AUTHRIT_FAI LURE;
ReasonCodeExpl anati on = AUTHEXP_BAD_PROTOCOL;
got o AUTH_Rej ect ;

}
tran_id = ncval ->nmsg_hdr.tran_id;

if (LE_SWAP32(tran_id) != node_dhc->nlp_auth_tranid rsp) {
ENLXS > MSGF( EMLXS_CONTEXT, &em xs_fcsp_error
"rcv_aut h_nmsg_aut h_negot i ate_cnpl _wai t 4next : OX9K %! =",
ndl p->nl p_DI D, LE_SWAP32(tran_id),
node_dhc->nl p_aut h_trani d_rsp);

ReasonCode = AUTHRIT_FAI LURE;
ReasonCodeExpl anati on = AUTHEXP_BAD_PAYLOAD;
got o AUTH_Rej ect ;

}
node_dhc->nl p_authrsp_tm = 0;
namel en = ncval - >nmsg_hdr . nanme_| en;
if (nanel en == AUTH NAME LEN) {
/*
* store another copy of wwn of fabric/or nport used in
* AUTH_ELS cnd
*
/
bcopy((void *)&ncval - >nsg_hdr . nodeNane,
(voi d *)&node_dhc->nl p_aut h_wwn, sizeof (NAME_TYPE));

lect the challenge value */
(uint8_t *)((uint8_t *)Ip + sizeof (DHCHAP_CHALL_NULL));

_-—~——

*COI

if (ncval ->hash_id == AUTH_MD5) {
if (ncval->cval len !'= LE SWAP32(MD5_LEN)) {
ENLXS ,_MBGF( EMLXS_CONTEXT, ~&enl xs_f csp_error _nsg,
"rcv_auth_nsg_aut h_negoti at e_cnpl _wai t 4next : Ox%. %! =9x",
ndl p->nl p_DI D, ncval - >cval _| en, LE_SWAP32( MD5_LEN));

ReasonCode = AUTHRIT_FAI LURE;
ReasonCodeExpl anati on = AUTHEXP_BAD_PAYLOAD;
got o AUTH_Rej ect ;

bzero(un_cval . nd5. val , sizeof (MD5_CVAL));

44
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2900
2901
2902

2904

2906
2907
2908
2909
2910

2912
2913
2914
2915
2916
2917
2918
2919

2921

2923
2924
2925
2926

2928
2929
2930
2931

2933
2934
2935
2936
2937

2939
2940
2941

2943
2944

2946
2947
2948

2950
2951
2952
2953
2954
2955
2956

2958

2960
2961
2962
2963
2964
2965

bcopy((void *)tr’rp, (void *)un_cval . nd5. val ,
si zeof (MD5_CVAL));
tmp += sizeof (MD5_CVAL);

arg2l en = MD5_LEN;
} else if (ncval->hash_id == AUTH SHA1) ({

if (ncval ->cval _len != LE_SWAP32( SHAL_LEN)) {
EM_XS ,_MBGF( EMLXS_CONTEXT, &enl xs_f csp_error _msg,

"rcv_auth_msg_aut h_negoti at e_cnpl _wai t 4next: Ox%& %! =9%",

ndl p->nl p_DI D, ncval ->cval _| en, LE_SWAP32(MD5_LEN));

ReasonCode = AUTHRIT_FAI LURE;
ReasonCodeExpl anati on = AUTHEXP_BAD_PAYLQAD;
got o AUTH_Rej ect;

}

bzero(un_cval . shal.val, sizeof (SHA1_CVAL));

bcopy((void *)tnmp, (void *)un_cval.shal.val,
si zeof (SHA1_CVAL));

tmp += sizeof (SHA1_CVAL);

arg2l en = SHA1_LEN;

} else {

ENLXS ,_MBGF( EMLXS_CONTEXT, &em xs_f csp_error_nsg,
"em xs_rcv_aut h_nsg_auth_negoti ate_cnpl _wai t 4next: Ox9% %",
ndl p->nl p_DI D, ncval - >hash_i d);

ReasonCode = AUTHRIT_FAI LURE;
ReasonCodeExpl anati on = AUTHEXP_BAD_PAYLQOAD;
got o AUTH_Rej ect ;

}

/*

* store hash_id for |ater usage : hash_id is set by responder inits
* dhchap_chal | enge

*/

node_dhc- >hash_i d = ncval - >hash_i d;

/* always use this */
/* store another copy of the hash_id */
node_dhc->nl p_aut h_hashi d = ncval - >hash_i d;

/* store dhgp_id for later usage */
node_dhc- >dhgp_i d = ncval - >dhgp_i d;

/* store another copy of dhgp_id */
/* always use this */
node_dhc->nl p_aut h_dhgpi d = ncval - >dhgp_i d;

/
ndl p- >nl p_aut h_hashi d, nl p_auth_dhgpi d store the hashid and dhgpid
when this very ndlp is the auth transaction responder (in other
words, responder neans that this ndlp is send the host the
chal l enge. ndlp could be fffffe or another initiator or target
nport.

/

* Ok ok ok kb ¥

dhvallen = *((uint32_t *)(tmp));

switch (ncval ->dhgp_id) {
case GROUP_NULL:
/* null DHCHAP only */
if (LE_SWAP32(dhvallen) != 0) {
ENLXS , MBGF( EMLXS_CONTEXT, &enl xs_fcsp_error_nsg,
"rcv_aut h_msg_aut h_negoti ate_cnpl _wai t 4next : Ox% %& %",
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2966

2968
2969
2970
2971
2972

2974
2975
2976
2977
2978
2979

2981
2982
2983
2984
2985
2986

2988
2989
2990
2991
2992
2993

2995
2996
2997
2998

3000
3001
3002
3003

3005
3006
3007
3008

3010
3011
3012

3014
3015
3016
3017
3018
3019
3020
3021

3023
3024
3025
3026
3027

3029
3030
3031

ndl p->nl p_DI D, ncval ->dhgp_i d, LE_SWAP32(dhvallen));

ReasonCode = AUTHRIT_FAI LURE;
ReasonCodeExpl anati on = AUTHEXP_BAD_PAYLOAD;
goto AUTH Rej ect;

br eak;

case CROUP_1024:

case GROUP_1280:

case GROUP_1536:

case GROUP_2048:
/* Col | ect the DH Val ue */
tnp += sizeof (uint32_t);

dhval = (uint8_t *)kmem zal |l oc(LE_SWAP32(dhval |l en),
KM_NGSLEEP) ;

if (dhval == NULL) {

EMLXS_MSGF( EMLXS_CONTEXT, &emnl xs_fcsp_error_nsg,

"rcv_aut h_msg_aut h_negoti ate_cnpl _wai t 4next: Ox% & %",

ndl p->nl p_DI D, ncval - >dhgp_i d, dhval);
ReasonCode = AUTHRIT_ LOG C ERR;

ReasonCodeExpl anati on = AUTHEXP_RESTART_AUTH;

goto AUTH Rej ect;

bcopy((void *)tnmp, (void *)dhval, LE_SWAP32(dhvallen));
br eak;

defaul t:
EM_XS , MBGF( EMLXS_CONTEXT, &eml xs_fcsp_error_nsg,

"rcv_auth_nsg_aut h_negoti ate_cnpl _wai t 4next: Ox% 9%.",

ndl p->nl p_DI D, ncval - >dhgp_i d) ;

ReasonCode = AUTHRIT_FAI LURE;
ReasonCodeExpl anati on = AUTHEXP_BAD_PAYLQAD;
goto AUTH Rej ect;

}

*

* Cal cul ate the hash value, hash function, DH group, secret
* could be stored in port_dhc.
=]

| * argS has the response with NULL or Full DH group support
args = (uint32_t *)em xs_hash_rsp(port, port_dhc,
ndlp, tran_id, un_cval, dhval, LE SV\APSZ(dhvaI len));

/* O should check ndl p->auth_cfg.....

if (node_dhc->auth_cfg. bidirectional == 1) {
/* get arg2 here */
/*

* arg2 is the new challenge C2 frominitiator if bi
* is supported
*/

bzer o( & andom nunber, sizeof (random nunber));
if (hba->rdn_flag ==

{
em xs_get _random byt es(ndl p, random nunber,
} else {

}

/* cache it for later verification usage */
if (ndlp->nlp_DID==FABRICDD ({
bcopy((voi d *) & andom nunber[ 0],

(voi d) random get_pseudo_byt es(random nunber,

etc.

*/

-dir auth

20);
arg2l en);
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3032
3033

3035
3036
3037
3038
3039
3040
3041
3042
3043
3044
3045
3046
3047
3048
3049
3050
3051

3053
3054
3055
3056
3057

3059
3060
3061
3062
3063
3064
3065

3067
3068
3069
3070
3071
3072

3074

3076
3077
3078
3079
3080

3082
3084

3087
3088
3089
3090
3091
3092
3093
3094
3095
3096
3097

(void *)&node_dhc->bi _cval [0],
node_dhc- >bi _cval _l en = arg2l en;

arg2l en);

/* save another copy in our partner’s ndlp */

bcopy((void *)& andom nunber[ 0],
(void *)&node_dhc->nl p_aut h_m sc. bi _cval [0],
ar g2l en);

node_dhc->nl p_auth_m sc. bi _cval _l en = arg2l en;

} else {

bcopy((void *)& andom nunber[ 0],
(void *)&node_dhc->nl p_auth_m sc. bi _cval [0],
arg2l en);

node_dhc->nl p_auth_m sc. bi _cval _l en = arg2l en;

}

}
EIVLXS > MBGF( EMLXS_CONTEXT, &emnl xs_fcsp_detail _nsg,
"rcv_auth_msg_aut h_negoti at e_cnpl _wai t 4next : Ox % ( %, %, %, %, %) "
ndl p->nl p_DI D, node_dhc->nl p_auth_tranid_rsp,
node_dhc->nl p_auth_tranid_ini,
ncval - >hash_i d, ncval ->dhgp_id, dhvallen);

| ssue ELS DHCHAP_Reply */

*

*

* argl has the response, arg2 has the new challenge if needed (g"y

*/rmd p) is the pubkey: all are ready and to go

*

/* return 0 success, otherwi se failure */

if (em xs_issue_dhchap_reply(port, ndlp, 0, arg5, dhval,
LE_SWAP32(dhval | en),
random nunber, arg2len)) {

ENLXS > MBGF( EMLXS CO\ITEXT &enl xs_fcsp_error_nsg,
"rcv_aut h_nsg_aut h_negoti at e_cnpl _wai t 4next:
ndl p->nl p_DI D);

Ox%. failed. ",

kmem f ree(dhval LE SV\AP32(dhvaI len));
ReasonCode = AUTHRJT LOGI C_El

ReasonCodeExpl anati on AUTHEXP RESTART_AUTH;
got o AUTH_ Rej ect ;

}
return (node_dhc->state);
AUTH_Rej ect :

em xs_dhc_state(port, ndl p, NODE_STATE AUTH FAI LED, ReasonCode,
ReasonCodeExpl anati on) ;

(void) enlxs_issue_auth_reject(port, ndlp, 0, 0, ReasonCode,
ReasonCodeExpl anat i on) ;

em xs_dhc_aut h_conpl ete(port, ndlp, 1);

return (node_dhc->state);

} /* em xs_rcv_auth_nsg_aut h_negoti ate_cnpl _wai t 4next */

/*
* This routine should be set to em xs_di sc_neverdev
*

*/
/* ARGSUSED */
static uint32_t
em xs_cnpl _aut h_nsg_aut h_negot i at e_cnpl _wai t 4next (
em xs_port _t *port,
/* CHANNEL * rp, */ void *argl,
/* 10CBQ * iochg, */ void *arg2,
/* MATCHVAP * np, */ void *arg3,
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3098 /* NODELIST * ndlp */ void *arg4,

3099 uint32_t evt)

3100 {

3101 NCDELI ST *ndl p = ( NODELI ST *) ar g4;

3103 EMLXS_MSGF( EMLXS_CONTEXT, &enl xs_fcsp_error_nsg,

3104 "cnpl _aut h_nsg_aut h_negoti at e_cnpl _wai t 4next . Ox%. Not iplted.",
3105 ndl p->nl p_DI D);

3107 return (0);

3108 } /* enl xs_cnpl _aut h_nsg_aut h_negoti ate_cnpl _wai t 4next () */

3111 /*

3112 * | enlxs_rcv_aut h_nsg_dhchap_reply_issue

3113 *

3114 * This routine is invoked when the host received an unsolicited ELS AUTH
3115 * msg froman NxPort or FxPort into which the host has

3116 * sent an ELS DHCHAP_Reply nsg. since the host is the initiator and the
3117 * AUTH transaction is in progress between host and the

3118 * NxPort or FxPort, as a result, the host will send back ACC and AUTH Rej ect
3119 * and set the next state = NPR_ !

3120 *

3121 */

3122 /* ARGSUSED */

3123
3124
3125

static uint32_t
em xs_rcv_aut h_nsg_dhchap_repl y_i ssue(
em xs_port _t *port,

3126 /* CHANNEL * rp, */ void *argl,

3127 /* 10CBQ * iochg, */ void *arg2,

3128 /* MATCHVAP * np, */ void *arg3,

3129 /* NODELIST * ndlp */ void *arg4

3130 uint32_t evt)

3131 {

3132 NODELI ST *ndl p = ( NODELI ST *) ar g4;

3134 EMLXS_MSGF( EMLXS_CONTEXT, &enl xs_fcsp_error_nsg,
3135 "rcv_aut h_nsg_dhchap_repl y_i ssue call ed. 0x%. Not inplenented.",
3136 ndl p->nl p_DI D) ;

3138 return (0);

3140 } /* enml xs_rcv_aut h_nsg_dhchap_reply_i ssue */

3144
3145
3146
3147
3148
3149
3150
3151
3152
3153
3154
3155
3156
3157

! em xs_cnpl _aut h_msg_dhchap_reply_i ssue

This routine is invoked when

the host received a solicited ACC/RIT from ELS command from an NxPort

or FxPort that already received the ELS DHCHAP_Reply

msg fromthe host. in case of ACC, next state = DHCHAP_REPLY_CMPL_WAI TANEXT
in case of RIT, next state = NPR_NODE

I

*/
/* ARGSUSED */
static uint32_t
em xs_cnpl _aut h_nsg_dhchap_repl y_i ssue(
em xs_port_t *port,
/* CHANNEL * rp, */ void *argl,

3158 /* 1 OCBQ * iochqg, */ void *arg2,

3159 /* MATCHVAP * np, */ void *arg3,

3160 /* NODELIST * ndlp */ void *arg4,

3161 uint32_t evt)

3162 {

3163 NODELI ST *ndl p = (NODELI ST *) arg4
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3164 enml xs_node_dhc_t *node_dhc = &ndl p- >node_dhc;

3166 EMLXS_MSGF( EMLXS_CONTEXT, &eml xs_fcsp_detail _nsg,

3167 "em xs_cnpl _aut h_nsg_dhchap_repl y_i ssue: di d=0x%",

3168 ndl p->nl p_DID);

3170 /* start the em xs_dhc_authrsp_ti nmeout tiner now */

3171 if (node_dhc->nlp_authrsp_tno == )

3172 node_dhc->nl p_authrsp_tno = DRV_TI ME +

3173 node_dhc->aut h_cfg. aut henti cati on_ti neout ;

3174 1

3175 /*

3176 * The next state should be

3177 * enml xs_rcv_aut h_nsg_dhchap_repl y_cnpl _wai t 4next

3178 */

3179 em xs_dhc_state(port, ndlp,

3180 NODE_STATE_DHCHAP_REPLY_CMPL_WAI TANEXT, 0, 0);

3182 return (node_dhc->state);

3184 } /* enl xs_cnpl _aut h_nmsg_dhchap_reply_i ssue */

3188 /*

3189 * ! enl xs_rcv_auth_nmsg_dhchap_repl y_cnpl _wai t 4next

3190 *

3191 * \pre \post \param phba \param ndip \param arg \param evt \return
3192 * uint32_t \b Description: This rountine is invoked

3193 * when the host received an unsolicited ELS AUTH Msg fromthe NxPort or
3194 * FxPort that already sent ACC back to the host after

3195 * receipt of DHCHAP_Reply nsg. In normal case, this unsolicited nsg could
3196 * be DHCHAP_Success nsg.

3197 *

3198 * if nsg is ELS DHCHAP_Success, based on the payl oad, host send back ACC and 1.
3199 * for uni-directional, and set next state =

3200 * REGLOAN. 2. for bi-directional, and host do sonme conputations
3201 * (hash etc) and send back either DHCHAP Success Msg and set

3202 * next state = DHCHAP_SUCCESS | SSUE WAl TANEXT or AUTH Reject and set next
3203 * state = NPR_NCDE. if msg is ELS AUTH Reject, then

3204 * send back ACC and set next state = NPR_NODE if nsg is anything el se, then
3205 * RJT and set next state = NPR_NODE

3206 */

3207 /* ARGSUSED */

3208 static uint32_t

3209 em xs_rcv_aut h_nmsg_dhchap_reply_cnpl _wai t 4next (

3210 em xs_port_t *port,

3211 /* CHANNEL * rp, */ void *argl,

3212 /* 1OCBQ * iocbhqg, */ void *arg2,

3213 /* MATCHVAP * np, */ void *arg3,

3214 /* NODELIST * ndlp */ void *arg4,

3215 uint32_t evt)

3216 {

3217 enml xs_port_dhc_t *po rt_dhc = &port - >port_dhc;

3218 I OCBQ *i ocbg = (I OCBQ )arg2;

3219 MATCHVAP *np = ( MATCHVAP *)arg3;

3220 NODELI ST *ndl p = (NODELI ST *)arg4;

3221 e xs_node_dhc_t *node_dhc = &ndl p- >node_dhc;

3222 uint8_t *bp;

3223 uint32_t *|p;

3224 DHCHAP_SUCCESS HDR *dh_success;

3225 uint8_t *tnp;

3226 uint8_t rsp_size;

3227 AUTH RIT *auth_rjt;

3228 uint32_t tran_id;

3229 ui nt 32_t *hash_val ;
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3230
3231
3232
3233

3235
3236

3238
3239
3240
3241

3243
3244

3246
3247
3248
3249

3251
3253

3255
3256
3257
3258
3259

3261
3262
3263

3265
3266
3267
3268
3269
3270
3271
3272
3273

3275
3276
3277
3278
3279
3280
3281
3282
3283
3284
3285
3286
3287
3288
3289
3290
3291

3293
3294
3295

uni on chal | enge_val un_cval;
ui nt 8_t ReasonCode;

ui nt 8_t ReasonCodeExpl anati on;
char info[64];

bp = mp->virt;

Ip = (uint32_t *)bp;
/*
* 1. we process the DHCHAP_Success or AUTH Reject 2. ACCit first 3.
* based on the result of 1 we goto the next stage SCR etc.
*

/

/* sp = (SERV PARM *) ((uint8_t *)Ip + sizeof (uint32_t)); */
dh_success = (DHCHAP_SUCCESS HDR *) ((uint8_t *)Ip);

ENLXS > MBGF( EMLXS_CONTEXT, &eml xs_fcsp_detail _nsg,
"rcv_aut h_nsg_dhchap_reply_cnpl _wai t 4next: Ox% Ox%& Ox%",
ndl p->nl p_DI D, dh_success->aut h_el s_code,
dh_success->aut h_nsg_code) ;

node_dhc->nl p_authrsp_tmo = O;
(void) em xs_els_reply(port, iocbhg, ELS CVMD ACC, ELS CVD AUTH, 0, 0);

if (dh_success->auth_nsg_code == AUTH_REJECT) {
/* ACCit and retry etc. */
auth_rjt = (AUTH_RJT *) dh_success;
ReasonCode = auth_rjt->ReasonCode;
ReasonCodeExpl anation = auth_rjt->ReasonCodeExpl anati on;

ENLXS > MSGF( EMLXS_CONTEXT, &emnl xs_fcsp_detail _nsg,
"em xs_rcv_aut h_nsg_| dhchap reply_cnpl _wai t4next: Ox%. (%, %)",
ndl p->nl p_DI D, ReasonCode, ReasonCodeExpl anati on);

swi tch (ReasonCode) {
case AUTHRIT_LOG C_ERR:
swi tch (ReasonCodeExpl anation) {
case AUTHEXP_MECH UNUSABLE:
case AUTHEXP_DHCGROUP_UNUSABLE:
case AUTHEXP_HASHFUNC_ UNUSABLE:
ReasonCode = AUTHRIT_LOG C_ERR;
ReasonCodeExpl anati on = AUTHEXP_RESTART_AUTH,;
break;

case AUTHEXP_RESTART_AUTH:
/ *

* Cancel the rsp tinmer if not cancelled yet.
* and restart auth tran now.
*/

if (node_dhc->nlp_authrsp_tno = 0) {
node_dhc->nl p_authrsp_tno = O;
node_dhc->nl p_aut hrsp_t nocnt = 0;

}
if (em xs_dhc_auth_start(port, ndlp,
NULL, "NULL) !=0)
EMLXS_MBGF( EMLXS_CONTEXT,
&enl xs_f csp_debug_nsg,
"Reauth tineout.failed. Ox% %",
ndl p->nl p_DI D, node_dhc->state);

return (node_dhc->state);
defaul t:

ReasonCode = AUTHRIT_FAI LURE;
ReasonCodeExpl anati on = AUTHEXP_AUTH_FAI LED;
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3296 br eak; 3362 bcopy((v0| d *)node_dhc->bi _cval,
3297 } 3363 (void *)un_cval . nmd5. val,
3298 br eak; 3364 LE_SWAP32(rsp_si ze));
3365 el se
3300 case AUTHRIT_FAI LURE: 3366 bcopy(
3301 defaul t: 3367 (void *)node_dhc->nl p_aut h_ni sc. bi _cval
3302 ReasonCode = AUTHR]T_FAI LURE; 3368 (void *)un_cval . nd5. val ,
3303 ReasonCodeExpl anati on AUTHEXP_AUTH_FAI LED; 3369 LE_SWAP32(rsp_si ze));
3304 em xs_dhc_state(port, ndI p, NODE_STATE_AUTH FAI LED,
3305 ReasonCode, ReasonCodeEpr anation); 3371 } else if (LE_SWAP32(rsp_size) == 20) {
3306 goto out;
3307 } 3373 bzero(un_cval . shal.val, LE_SWAP32(rsp_size));
3374 if (ndlp->nlp_DID == FABRI C_DI D)
3309 got o AUTH_Rej ect ; 3375 bcopy((voi d *)node_dhc->bi _cval,
3310 } 3376 (void *)un_cval . shal. val,
3311 if (dh_success->auth_nmsg_code == DHCHAP_SUCCESS) { 3377 | LE_SWAP32(rsp_si ze));
3378 el se
3313 /* Verify the tran_id */ 3379 bcopy(
3314 tran_id = dh_success->tran_id; 3380 (void *)node_dhc->nl p_aut h_mi sc. bi _cval
3381 (void *)un_cval . shal.val,
3316 ENLXS ,_MBGF( EMLXS_CONTEXT, &em xs_f csp_det ai | _nsg, 3382 LE_SWAP32(rsp_si ze));
3317 "rcv_aut h_nsg_dhchap_reply_cnpl _wai t4next: Ox% Ox% Ox% Ox%", 3383 }
3318 ndl p->nl p_DI D, LE SWAP32(tran_id), 3384 /* verify the response */
3319 node_dhc->nl p_aut h_tranid_rsp, 3385 /* NULL DHCHAP wor ks for now */
3320 node_dhc->nl p_auth_tranid_ini); 3386 /* for DH group as well */
3322 if (LE_SWAP32(tran_id) != node_dhc->nlp_auth_tranid_rsp) { 3388 /*
3323 ENLXS , MSGF( EMLXS_CONTEXT, &erl xs_fcsp_error_nsg, 3389 * Cai2 = H(C || ((g"x nod p)?y mod p) ) = H(C2 ||
3324 "rcv_aut h_nsg_dhchap_reply_cnpl _wai t 4next : Ox% %! =%", 3390 * (g™xy nmod p) )
3325 ndl p->nl p_DI D, LE_SWAP32(tran_id), 3391 *
3326 node_dhc->nl p_aut h_trani d_rsp); 3392 *R=H(Ti || Km||] Cai2) R?=R2
3393 *
3328 ReasonCode = AUTHRIT_FAI LURE; 3394 hash_val = em xs_hash_vrf (port, port_dhc, ndlp,
3329 ReasonCodeExpl anati on = AUTHEXP_BAD_PAYLQAD; 3395 tran_id, un_cval);
3330 got o AUTH_Rej ect ;
3331 } 3397 if (bcmp((void *)tnp, (void *)hash_val,
3332 if (node_dhc->auth_cfg.bidirectional == 0) { 3398 LE SWAP32(rsp_size))) {
3333 node_dhc->flag | = 3399 if (hash_val !'= NULL) {
3334 (NLP_REMOTE_AUTH | NLP_SET_REAUTH_TI ME) ; 3400 7* not identical */
3401 ENLXS > MBSGF( EMLXS_CONTEXT, &eml xs_fcsp_detail _nsg,
3336 em xs_dhc_state(port, ndlp, 3402 "em xs_rcv_aut h_nsg_| dhchap reply_cnpl _wai t4next: Ox%.failed. %",
3337 NCODE_STATE_AUTH_SUCCESS, 0, 0); 3403 ndl p->nl p_DID, *(uint32_t *)hash_val);
3338 em XS _log_auth_event (port, ndlp, ESC EM.XS_20, 3404 }
3339 "Host -i ni ti at ed- uni di r-aut h- success"); 3405 ReasonCode = AUTHRIT_FAI LURE;
3340 em xs_dhc_aut h_conpl ete(port, ndlp, 0); 3406 ReasonCodeExpl anati on = AUTHEXP_AUTH_FAI LED;
3341 } else { 3407 goto AUTH Rej ect;
3342 /* bidir auth needed */ 3408 }
3343 /* if (LE_SWAP32(dh_success->nmsg_len) > 4) { */ 3409 em xs_dhc_state(port, ndlp,
3410 NCODE_STATE_| DHCHAP SUCCESS_| SSUE_WAI TANEXT, 0, 0);
3345 tnmp = (uint8_t *)((uint8_t *)Ip);
3346 tnmp += 8; 3412 /* send out DHCHAP_SUCCESS */
3347 tran_id = *(uint32_t *)tnp; 3413 (void) em xs_i ssue_dhchap_success(port, ndlp, 0, 0);
3348 tnp *+= 4, 3414 }
3349 rsp_size = *(uint32_t *)tnp; 3415 }
3350 tnmp += 4; 3416 return (node_dhc->state);
3352 /* tnp has the response from responder */ 3418 AUTH_Rej ect :
3354 7= 3420 eml xs_dhc_state(port, ndlp, NODE_STATE_AUTH FAI LED,
3355 * node_dhc->bi _cval has the bidir challenge val ue 3421 ReasonCode, ReasonCodeExpl anation);
3356 * frominitiator 3422 (void) em xs_issue_auth_reject(port, ndlp, 0, 0, ReasonCode,
3357 */ 3423 ReasonCodeExpl anat i on);
3424 en xs_dhc_aut h_conpl ete(port, ndlp, 1);
3359 if (LE_SWAP32(rsp_size) == 16) {
3360 bzero(un_cval . nd5. val, LE_SWAP32(rsp_size)); 3426 return (node_dhc->state);
3361 if (ndlp->nlp DD == FABRIC DI D) 3427 out:
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3428 (void) sprintf(info,

3429 "Auth Fail ed: ReasonCode=0x%, ReasonCodeExpl anati on=0x%",
3430 ReasonCode, ReasonCodeExpl anation);

3432 em xs_| og_aut h_event (port, ndlp, ESC EMLXS 20, info);

3433 em xs_dhc_aut h_conpl ete(port, ndlp, 1);

3435 return (node_dhc->state);

3437 } /* enl xs_rcv_aut h_nsg_dhchap_reply_cnpl _wai t 4next */

3441 | *

3442 * This routine should be set to em xs_di sc_neverdev as it shoul dnot happen.
3443 *

3444 *

3445 | * ARGSUSED */

3446 static uint32_t

3447 enl xs_cnpl _aut h_nsg_dhchap_repl y_cnpl _wai t 4next (

3448 em xs_port_t *port,

3449 /* CHANNEL * rp, */ void *argl,

3450 /* 1OCBQ * iochqg, */ void *arg2,

3451 /* MATCHVAP * np, */ void *arg3,

3452 /* NODELIST * ndlp */ void *arg4,

3453 uint32_t evt)

3454 {

3455 NODELI ST *ndl p = (NODELI ST *) ar g4

3457 EMLXS_MSGF( EMLXS_CONTEXT, &enl xs_fcsp_error_nsg,

3458 "cnpl _aut h_nsg_dhchap_repl y_cnpl _wai t 4next. Ox%.Not ipleted.",
3459 ndl p->nl p_DI D) ;

3461 return (0);

3463 } /* enl xs_cnpl _aut h_nsg_dhchap_reply_cnpl _wai t 4next */

3466 /*

3467 * enl xs_rcv_aut h_nsg_dhchap_success_i ssue_wai t 4next

3468 *

3469 * This routine is supported

3470 * for HBA in either auth initiator node or responder node.

3471 *

3472 * This routine is invoked when the host as the auth responder received
3473 * an unsolicited ELS AUTH nmsg fromthe NxPort as the auth

3474 * initiator that already received the ELS DHCHAP_Success.

3475 *

3476 * |f the host is the auth initiator and since the AUTH transction is
3477 * already in progress, therefore, any auth els nmsg shoul d not

3478 * happen and i f happened, RJT and nobve to NPR_NODE.

3479 *

3480 * |f the host is the auth reponder, this unsolicited els auth nsg should
3481 * be DHCHAP_Success for this bi-directional auth

3482 * transaction. In which case, the host should send ACC back and nove state
3483 * to REGLOAN. If this unsolicited els auth nmsg is

3484 * DHCHAP_Rej ect, which could nean that the auth failed, then host should
3485 * send back ACC and set the next state to NPR_NODE.

3486 *

3487 */

3488 /* ARGSUSED */

3489 static uint32_t

3490 em xs_rcv_aut h_nmsg_dhchap_success_i ssue_wai t 4next (

3491 enl xs_port _t *port,

3492 /* CHANNEL * rp, */ void *argl,

3493 /* I OCBQ * iocbhqg, */ void *arg2,
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3494
3495
3496
3497
3498

3500
3501
3502
3504

3506

/* MATCHVAP * nmp, */ void *arg3,
/* NODELIST * ndlp */ void *arg4,
uint32_t evt)

{
NODELI ST *ndl p = (NODELI ST *) arg4

EMLXS_MSGF( EMLXS_CONTEXT, &eni xs_fcsp_error_mnsg,
"rcv_aut h_nsg_dhchap_success_i ssue_wai t 4next. Ox%. Not iplted.",
ndl p->nl p_DI D);

return (0);

} /* em xs_rcv_auth_nmsg_dhchap_success_i ssue_wai t 4next */

3510 /*

3511 * | enl xs_cnpl _aut h_nsg_dhchap_success_i ssue_wai t 4next

3512 *

3513 * This routine is invoked when

3514 * the host as the auth initiator received an solicited ACCRIT fromthe
3515 * NxPort or FxPort that already received P_Success

3516 * Msg the host sent before. in case of ACC, set next state = REG LOG N.
3517 * in case of RJT, set next state = NPR_NCDE.

3518 *

3519 */

3520 /* ARGSUSED */

3521 static uint32_t

3522 em xs_cnpl _aut h_nmsg_dhchap_success_i ssue_wai t 4next (

3523 em xs_port_t *port,

3524 /* CHANNEL * rp, */ void *argl,

3525 /* 1 OCBQ * iocbhqg, */ void *arg2,

3526 /* MATCHVAP * np, */ void *arg3,

3527 /* NODELIST * ndlp */ void *arg4,

3528 uint32_t evt)

3529 {

3530 NODELI ST *ndl p = ( NODELI ST *) ar g4;

3531 enml xs_node_dhc_t *node_dhc = &ndl p- >node_dhc;

3533 /*

3534 * Either host is the initiator and auth or (reauth bi-direct) is
3535 * done, so start host reauth heartbeat timer now if host side reauth
3536 * heart beat never get started. O host is the responder and the
3537 * other entity is done with its reauth heart beat with

3538 * uni-directional auth. Anyway we start host side reauth heart beat
3539 * tinmer now.

3540 */

3542 node_dhc->f| ag & ~NLP_REMOTE_AUTH

3543 node_dhc->flag | = NLP_SET_REAUTH TI ME;

3545 em xs_dhc_state(port, ndlp, NODE_STATE_AUTH SUCCESS, 0, 0);
3546 em xs_| og_aut h_event (port, ndlp, ESC EMXS 25,

3547 "Host-initiated-bidir-auth-success");

3548 em xs_dhc_aut h_conpl ete(port, ndlp, 0);

3550 return (node_dhc->state);

3552 } /* enl xs_cnpl _aut h_nmsg_dhchap_success_i ssue_wai t 4next */

3555 /*

3556 * | enl xs_cnpl _auth_nsg_aut h_negotiate_rcv

3557 *

3558 * This routine is invoked when

3559 * the host received the solicited ACCCRIT ELS cnd from an FxPort or an
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3560 * NxPort that has received the ELS DHCHAP_Chal | enge.

3561 * The host is the auth responder and the auth transaction is still in
3562 * progress.

3563 *

3564 *

3565 /* ARGSUSED */

3566 static uint32_t

3567 em xs_cnpl _aut h_nmsg_aut h_negoti ate_rcv(

3568 em xs_port_t *port,

3569 /* CHANNEL * rp, */ void *argl,

3570 /* 1OCBQ * iochqg, */ void *arg2,

3571 /* MATCHVAP * , */ void *arg3,

3572 /* NODELIST * ndlp */ void *arg4,

3573 uint32_t evt)

3574 {

3575 NODELI ST *ndl p = (NODELI ST *) ar g4;

3577 ENLXS > MSGF( EMLXS_CONTEXT, &eml xs_fcsp_error_nsg,

3578 "cnpl _auth_nsg_auth_negotiate rcv called. Ox%. Not inplenented.",
3579 ndl p->nl p_DID);

3581 return (0);

3583 } /* enl xs_cnpl _aut h_nsg_aut h_negotiate_rcv */

3587 /*

3588 * | enl xs_rcv_auth_nsg_dhchap_chal | enge_i ssue

3589 *

3590 * \pre \post \param phba \param ndlp \param arg \param evt \return
3591 * uint32_t \b Description: This routine should be

3592 * enl xs_di sc_neverdev. The host is the auth responder and the auth
3593 * transaction is still in progress, any unsolicited els auth

3594 * nsg is unexpected and shoul d not happen in normal case.

3595 *

3596 * If DHCHAP_Reject, ACC and next state = NPR_NODE. anything else, RIT and
3597 * next state = NPR_NODE.

3598 */

3599 /* ARGSUSED */

3600 static uint32_t

3601 em xs_rcv_aut h_nmsg_dhchap_chal | enge_i ssue(

3602 enl xs_port _t *port,

3603 /* CHANNEL * rp, */ void *argl,

3604 /* | OCBQ * iochg, */ void *arg2,

3605 /* MATCHVAP * np, */ void *arg3,

3606 /* NODELIST * ndlp */ void *arg4,

3607 uint32_t evt)

3608 {

3609 NCDELI ST *ndl p = ( NODELI ST *) ar g4;

3611 ENLXS _MBGF( EMLXS_CONTEXT, &em xs_f csp_error _nsg,

3612 "rcv_aut h_nsg_dhchap_chal | enge_i ssue called. Ox%. Not iplted.",
3613 ndl p->nl p_DI D) ;

3615 return (0);

3617 } /* em xs_rcv_auth_nmsg_dhchap_chal | enge_i ssue */

3621 /*

3622 * | enl xs_cnpl _aut h_nmsg_dhchap_chal | enge_i ssue

3623 *

3624 * \pre \post \param phba \param ndlp \param arg \param evt \return
3625 * uint32_t \b Description: This routine is invoked when
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3626
3627
3628
3629
3630
3631
3632
3633
3634
3635
3636
3637

3638 /* MATCHVAP * np, */ void *arg3,

3639 /* NODELIST * ndlp */ void *arg4,

3640 uint32_t evt)

3641 {

3642 NCDELI ST *ndl p = ( NODELI ST *) ar g4;

3643 em xs_node_dhc_t *node_dhc = &ndl p->node_dhc;

3645 /*

3646 * The next state should be

3647 * enl xs_rcv_aut h_nsg_dhchap_chal | enge_cnpl _wai t 4next

3648 */

3649 em xs_dhc_state(port, ndlp,

3650 NODE_STATE_DHCHAP_CHALLENGE_CMPL_WAI TANEXT, 0, 0);

3652 /* Start the fc_authrsp_ tirreout tiner */

3653 if (node_dhc->nlp_authrsp_tm == 0) {

3654 ENLXS ,_MBGF( EMLXS_CONTEXT, &em xs_f csp_det ai | _nsg,

3655 "cnpl _aut h_nsg_dhchap_chal | enge_i ssue: Starting authrsp tiner.");
3657 node_dhc->nl p_authrsp_tno = DRV_TI ME +

3658 node_dhc->aut h_cfg. aut henti cation_ti neout ;

3659

3660 return (node_dhc->state);

3662 } /* enl xs_cnpl _aut h_nsg_dhchap_chal | enge_i ssue */

3665 /*

3666 * ! enlxs_rcv_aut h_nsg_dhchap_chal | enge_cnpl _wai t 4next

3667 *

3668 * \pre \post \param phba \param ndlp \param arg \param evt \return
3669 * uint32_t \b Description: This routine is invoked when

3670 * the host as the auth responder received an unsolicited auth msg fromthe
3671 * FxPort or NxPort that already sent ACC to the DHCH_

3672 * Challenge it received. In normal case this unsolicited auth nsg shoul d
3673 * be DHCHAP_Reply nsg fromthe initiator.

3674 *

3675 * For DHCHAP_Reply msg, the host send back ACC and then do verification
3676 * (hash?) and send back DHCHAP_Success and next state as

3677 * DHCHAP_SUCCESS | SSUE or DHCHAP_Rej ect and next state as NPR_NODE based on
3678 * the verification result.

3679 *

3680 * For bi-directional auth transaction, Reply nsg shoul d have the new
3681 * challenge value fromthe initiator. thus the Success nsg

3682 * sent out should have the corresponding Reply fromthe responder.

3683 *

3684 * For uni-directional, Reply nsg received does not contains the new
3685 * chall enge and therefore the Success nmsg does not include the

3686 * Reply nsg.

3687 *

3688 * For DHCHAP_Reject, send ACC and noved to the next state NPR_NODE. For
3689 * anything else, send RIT and moved to NPR_NODE.

3690 *

3691 */

* the host as the responder received the solicited response (ACC or RIT)
* frominitiator to the DHCHAP Challenge msg sent from

* host. In case of ACC, the next state = DHCHAP_CHALLENGE CMPL_WAI TANEXT
* In case of RIJT, the next state = NPR_NODE.

*

*/

/* ARGSUSED */

static uint32_t

em xs_cnpl _ aut h_nmsg_dhchap_chal | enge_i ssue(

em xs_port_t *port,

/* CHANNEL * rp, */ void *argl,

/* 10CBQ * iochg, */ void *arg2,
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3692 /* ARGSUSED */

3693 static uint32_t

3694 enl xs_rcv_aut h_nsg_dhchap_chal | enge_cnpl _wai t 4next (

3695 em xs_port_t *port,

3696 /* CHANNEL * rp, */ void *argl,

3697 /* 1OCBQ * iocbhq, */ void *arg2,

3698 /* MATCHVAP * np, */ void *arg3,

3699 /* NODELIST * ndlp */ void *arg4,

3700 uint32_t evt)

3701 {

3702 em xs_port _dhc_t *port_dhc = &port->port_dhc;

3703 1 OCBQ *i ochg = (10CBQ *)arg2;

3704 MATCHVAP *np = ( MATCHVAP *)arg3;

3705 NODELI ST *ndl p = ( NODELI ST *) ar g4;

3706 em xs_node_dhc_t *node_dhc = &ndl p- >node_dhc;

3707 uint8_t *bp,

3708 uint32_t *I

3709 DHCHAP_REPLY HDR *dh_repl y;

3710 uint8 t *tnp;

3711 uint32_t rsp_len;

3712 uint8_t rsp[20]; /* should cover SHA-1 and MD5's rsp */
3713 uint32_t dhval _| en;

3714 uint8_t dhval [512];

3715 uint32_t cval _len;

3716 uint8_t cval [20];

3717 uint32_t tran_id;

3718 uint32_t *hash_val = NULL;

3719 ui nt8_t ReasonCode;

3720 ui nt 8_t ReasonCodeEpr anati on;

3721 AUTH RIT *rjt;

3723 /* ACC the ELS DHCHAP Reply nsg first */

3725 (void) enlxs_els_reply(port, iochg, ELS CMD_ACC, ELS CVMD _AUTH, 0, 0);
3727 bp = mp->virt;

3728 Ip = (uint32_t *)bp;

3730 /*

3731 send back ELS AUTH Rej ect or DHCHAP_Success nsg based on the
3732 * verification result. i.e., hash conputation etc.

3733 */

3734 dh_reply = (DHCHAP_REPLY_HDR *) ((uint8_t *)Ip);

3735 t = (uint8_t *)((uint8_t *)lp);

3737 tran_id = dh_reply->tran_id;

3739 if (LE_SWAP32(tran_id) != node_dhc->nlp_auth_tranid_ini) {
3741 EMLXS_MSGF( EMLXS_CONTEXT, &enl xs_fcsp_error_nsg,

3742 "rcv_aut h_nsg_dhchap_chal | enge_cnpl _wai t 4next : Ox% Ox% Oxu%x",
3743 ndl p->nl p_DID, tran_id, node_dhc->nlp_auth_tranid_ini);
3745 ReasonCode = AUTHRIT_FAI LURE;

3746 ReasonCodeExpl anati on = AUTHEXP_BAD_PROTOCOL;

3747 goto Rej ect;

3748 1

3750 ENLXS > MSGF( EMLXS_CONTEXT, &eml xs_fcsp_detail _nsg,

3751 “rcv_a_m dhch_chl | _cnpl _wai t 4next : Ox% Ox% Ox%x Ox%x Ox%x"
3752 ndl p->nl p_DI D, tran_id, node_dhc->nlp_auth_tranid_ini,
3753 node_dhc->nl p_auth_tranid_rsp, dh_reply->auth_nsg_code);
3755 /* cancel the nlp_authrsp_timeout timer and send out Auth_Reject
3756 i f (node_dhc->nl p_aut hrsp_t np)

3757 node_dhc->nl p_authrsp_tno = 0;

*/
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3758
3759

3761
3762
3763

3765
3766
3767

3769
3770
3771
3772
3773
3774
3775
3776
3777

3779
3780
3781
3782
3783
3784
3785
3786
3787
3788
3789
3790
3791
3792
3793
3794

3796
3797
3798
3799
3800
3801

3803
3804
3805
3806
3807
3808

3810

3812
3813

3815
3816

3818
3819
3820
3821
3822
3823

}
if (dh_reply->auth_nmsg_code == AUTH_REJECT) ({

rjit = (AUTH.RIT *) ((uint8_t *)Ip)
ReasonCode = rjt->ReasonCode
ReasonCodeExpl anation = rjt- >Reason00deEpr anat i on;

ENLXS > MBGF( EMLXS_CONTEXT, &eml xs_fcsp_detail _nsg,
"rcv_a_nmsg_dhch_chal | _cnpl _wai t 4next : RIT rcved: Ox9% Ox%",
ReasonCode, ReasonCodeExpl anati on);

swi tch (ReasonCode) {
case AUTHRIT_LOG C_ERR:
swi t ch (ReasonCodeExpl anation) {
case AUTHEXP_MECH UNUSABLE:
case AUTHEXP_DHGROUP_UNUSABLE:
case AUTHEXP_HASHFUNC_UNUSABLE:
ReasonCode = AUTHRIT_ LCG C_ERR;
ReasonCodeExpl anati on = AUTHEXP_RESTART_AUTH;
br eak;

case AUTHEXP_RESTART_AUTH:
/ *

* Cancel the rsp tiner if not cancelled yet.
* and restart auth tran now.
*/

if (node_dhc->nlp_authrsp_trmo != 0) {
node_dhc->nl p_authrsp_tno = 0;
node_dhc->nl p_aut hrsp_tnocnt = 0;

}

if (em xs_dhc_auth_start(port, ndlp,
NULL, "NULL) !=0)

EMLXS NSGF( EM_XS_CONTEXT, &em xs_fcsp_debug_
“Reauth timeout.Auth initfailed. Ox% %",
ndl p->nl p_DI D, node_dhc->state);

}
return (node_dhc->state);

defaul t:
ReasonCode = AUTHRIT_FAI LURE;
ReasonCodeExpl anati on = AUTHEXP_AUTH_FAI LED;
br eak;
break;
case AUTHRIT_FAI LURE:
defaul t:
ReasonCode = AUTHRIT_FAI LURE;
ReasonCodeExpl anati on = AUTHEXP_AUTH_FAI LED;
br eak;
}
goto Rej ect;

}
if (dh_reply->auth_msg_code == DHCHAP_REPLY) {

/* We nust send out DHCHAP_Success nsg and wait for ACC */
/* AND_if bi-dir auth, we have to wait for next */

/*

* Send back DHCHAP_Success or AUTH Reject based on the
* verification result

*/

tnp += sizeof (DHCHAP REPLY HDR):
rsp_len = LE_SWAP32( *(ui nt 32_t *)tnp);

58
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3824

3826
3827

3829
3830

3832

3836
3837
3838
3839
3840
3841
3842
3843
3844
3845
3846
3847
3848
3849

3851
3852
3853
3854
3855
3856
3857
3858

3860
3861
3862

3864
3865
3866
3867
3868
3869
3870
3871
3872

3874
3875
3876
3877
3878
3879
3880

3882
3883
3884
3885
3886
3887
3888
3889

tmp += sizeof (uint32_t);

/* collect the response data */
bcopy((void *)tnp, (void *)rsp, rsp_len);

tnp += rsp_l en;
dhval _l en = LE_SWAP32(*(uint32_t *)tnp);

tmp += sizeof (uint32_t);

if (dhval _len !'= 0)
/* collect the DH val ue */
bcopy((void *)tnmp, (void *)dhval, dhval _|en);
tmp += dhval _l en

Check to see if there is any challenge for bi-dir auth in
the reply nsg

I _len = LE SWAP32(*(uint32_t *)tnp);
(cval _len = 0)
/* col l ect chall enge val ue */
tnmp += sizeof (uint32_t);
bcopy((void *)tnp, (void *)cval, cval _len);

if (ndlp->nlp DID == FABRIC DI D) {
node_dhc->nl p_auth_bidir = 1;
} else {
node_dhc->nl p_auth_bidir = 1;

} else {
node_dhc->nl p_auth_bidir = 0;
}

EMLXS_MSGF( EMLXS_CONTEXT, &eni xs_fcsp_detail _nsg,
"rcv_a_m dhchap_chal | enge_cnpl _wai t 4next: Repl y: % % x % % 9%&\n",
ndl p->nl p_DID, *(uint32_t *)rsp, rsp_len, dhval _Ien, cval _|len);

/* Verify the response based on the hash func, dhgp_id etc. */
/*

* all the infornation needed are stored in
* node_dhc->hrsp_xxx or ndl p->nl p_auth_m sc.
*

/*
* Basically conpare the rsp value with the conmputed hash

* val ue
*/

/* allocate hash_val first as rsp_len bytes */
/*
* we set bi-cval pointer as NULL because we are using

* node_dhc->hrsp_cval []
*/

hash_val = emnl xs_hash_verification(port, port_dhc, ndlp,
(tran_id), dhval, (dhval _len), 1, 0),
if (hash_val == NULL)

{
ReasonCode = AUTHRIT_FAI LURE;
ReasonCodeExpl anati on = AUTHEXP_AUTH_FAI LED;
goto Reject;

}
1f (bemp((void *) rsp, (void *)hash_val,
/* not identical */
EMLXS_MSGH( EI\/LXS_OCNTEXT &em xs_f csp_error_nsg,

rsp_len)) {
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3890

3892
3893
3894
3895
3896
3897

3899
3900
3901
3902
3903
3904
3905
3906
3907
3908
3909

3911
3912
3913
3914
3915
3916
3917
3918

3920
3921
3922
3923
3924
3925
3926
3927

3929

3931
3932
3933
3934
3935

3937
3939
3941

3945
3946
3947
3948
3949
3950
3951
3952
3953
3954
3955

Rej ect :

out :

"rcv_aut h_nsg_dhchap_chal | enge_cnpl _wai t 4next: Not authted(1).");

ReasonCode = AUTHRIT_FAI LURE;
ReasonCodeExpl anati on = AUTHEXP_AUTH_FAI LED;
goto Reject;

kmem free(hash_val,
hash_val = NULL

rsp_len);

/* generate the reply based on the challenge received if any */
if ((cval_len) I'=0) {

Cal R2 = H(Ti || Km|| Ca2) Ca2 = H (C2 || ((g"
mod p)Ax mod p) ) = H(C || (g*(x*y) nod p)) =
(C2 || seskey) Kmis the password associ ated wi
responder. Here cval: C2 dhval: (g"y nod p)

y
H
th

-~
* Ok Ok b H]
-~

hash_val = em xs_hash_get _R2(port, port_dhc,
ndl p, (tran_id), dhval,
(dhval _I en), 1, cval);

if (hash_val == NULL) {

ReasonCode = AUTHRIT_FAI LURE

ReasonCodeExpl anati on = AUTHEXP_AUTH_FAI LED;
) goto Reject;

}
em xs_dhc_state(port, ndlp,
NODE_STATE_DHCHAP_SUCCESS | SSUE, 0, 0);

if (em xs_i ssue_dhchap_success(port, ndlp, O,
(uint8_t *)hash_val))
ReasonCode = AUTHRIT_FAI LURE;
ReasonCodeExpl anati on = AUTHEXP_AUTH_FAI LED;
goto Reject;
}

return (node_dhc->state);

eml xs_dhc_state(port, ndlp, NODE_STATE_AUTH FAI LED,
ReasonCode, ReasonCodeExpl anati on);

(void) em xs_issue_auth_reject(port, ndlp, 0, 0, ReasonCode,
ReasonCodeExpl anati on) ;

em xs_dhc_aut h_conpl ete(port, ndlp, 1);

return (node_dhc->state);

} /* em xs_rcv_aut h_nsg_dhchap_chal | enge_cnpl _wai t 4next */

/*

* This routine should be em xs_di sc_neverdev.
*

*/

/* ARGSUSED */

static uint32_t

em xs_cnpl _aut h_nsg_dhchap_chal | enge_cnpl _wai t 4next (
em xs_port _t *port,

/* CHANNEL * rp, */ void *argl,

/* 10CBQ * iochg, */ void *arg2,

/* MATCHVAP * np, */ void *arg3,

60
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3956 /* NODELIST * ndlp */ void *arg4,

3957 uint32_t evt)

3958 {

3959 NCDELI ST *ndl p = ( NODELI ST *) ar g4;

3961 ENLXS > MSGF( EMLXS_CONTEXT, &emnl xs_fcsp_error_nsg,

3962 "cnpl _a_m dhch_chal | _cnpl _wait 4next . 0x%. Not inpl enented.",
3963 ndl p->nl p_DI D);

3965 return (0);

3967 } /* enl xs_cnpl _aut h_nsg_dhchap_chal | enge_cnpl _wai t 4next */

3970 /*

3971 * | enlxs_rcv_aut h_nsg_dhchap_success_i ssue

3972 *

3973 * \pre \post \param phba \param ndlp \param arg \param evt \return
3974 * uint32_t \b Description:

3975 *

3976 * The host is the auth responder and the auth transaction is still in
3977 * progress, any unsolicited els auth msg i s unexpected and

3978 * should not happen. |If DHCHAP_Reject received, ACC back and nove to next
3979 * state NPR_NODE. anything el se, RIT and nove to

3980 * NPR_NODE

3981 */

3982 /* ARGSUSED */

3983 static uint32_t

3984 em xs_rcv_aut h_nmsg_dhchap_success_i ssue(

3985 enl xs_port_t *port,

3986 /* CHANNEL * rp, */ void *argl,

3987 /* 10OCBQ * |ocbq */ void *arg2,

3988 /* MATCHVAP * */ void *arg3,

3989 /* NODELIST * ndi p */ void *arg4,

3990 uint32_t evt)

3991 {

3992 NODELI ST *ndl p = (NODELI ST *) ar g4

3994 ENLXS > MSGF( EMLXS_CONTEXT, &emnl xs_fcsp_error_nsg,

3995 "rcv_a_m dhch_success_i ssue cal l ed. di d=0x%. Not i npl enented.",
3996 ndl p->nl p_DI D) ;

3998 return (0);

4000 } /* enl xs_rcv_aut h_nsg_dhchap_success_i ssue */

4004 /*

4005 * enl xs_cnpl _aut h_nsg_dhchap_success_i ssue

4006 *

4007 * This routine is invoked when

4008 * host as the auth responder received the solicited response (ACC or RJT)
4009 * fromthe initiator that recei ved DHCHAP_ Success.

4010 *

4011 * For uni-dirctional authentication, we are done so the next state =
4012 * REG LOGA N for bi-directional authentication, we wll expect

4013 * DHCHAP_Success nsg. so the next state = DHCHAP_SUCCESS CMPL_WAI TANEXT
4014 * and start the enl xs_dhc_authrsp_tineout tiner

4015 */

4016 /* ARGSUSED */

4017 static uint32_t

4018 em xs_cnpl _aut h_nmsg_dhchap_success_i ssue(

4019 eni xs_port _t *port,

4020 /* CHANNEL * rp, */ void *argl,

4021 /* 1OCBQ * iocbhqg, */ void *arg2,

new usr/src/uts/comon/iol fibre-channel/fcalem xs/ em xs_dhchap. ¢

4022
4023
4024
4025
4026
4027

4029
4030
4031

4033
4034

4036
4037
4038
4039
4040
4041

4043
4044
4045
4046
4047

4049
4050
4051
4052
4053

4055
4057

4060
4061
4062
4063
4064
4065
4066
4067
4068
4069
4070

4072
4073
4074

4076
4078

4082
4083
4084
4085
4086
4087

/* MATCHVAP * nmp, */ void *arg3,
/* NODELIST * ndlp */ void *arg4,
uint32_t evt)
{
NCDELI ST *ndl p = ( NODELI ST *) ar g4;
em xs_node_dhc_t *node_dhc = &ndl p->node_dhc;

ENLXS > MBGF( EMLXS_CONTEXT, &eml xs_fcsp_detail _nsg,
"cnpl _a_m dhch_success_i ssue: di d=0x% aut h_bi di r =0x%" ,
ndl p->nl p_DI D, node_dhc->nl p_auth_bidir);

if (node_dhc->nlp_auth_bidir == 1) {
7 we would expect the bi -dir authentication result */

/ *
* the next state should be
* enml xs_rcv_aut h_nsg_dhchap_success_cnpl _wai t 4next
*
/
em xs_dhc_state(port, ndlp,
NODE_STATE_DHCHAP_SUCCESS CMPL_WAI TANEXT, 0, 0);

/* start the em xs_dhc_authrsp_timeout tiner */
node_dhc->nl p_authrsp_tno = DRV_TIME +
node_dhc->aut h_cfg. aut henti cati on_ti neout ;
} else {
node_dhc->f|l ag & ~NLP_REMOTE_AUTH,

em xs_dhc_state(port, ndlp, NODE_STATE_AUTH SUCCESS, 0, 0);
em xs_l og_aut h_event (port, ndlp, ESC | EIVLXS 22,
"Node-i ni tT at ed- uni di r-reaut h-success");
em xs_dhc_aut h_conpl ete(port, ndlp, 0);
}

return (node_dhc->state);

} /* em xs_cnpl _aut h_nsg_dhchap_success_i ssue */

/* ARGSUSED */
static uint32_t
en xs_devi ce_r ecov_unnmapped_node(
em xs_port_t *port,
void *argl,
void *arg2,
void *arg3,
voi d *arg4,
uint32_t evt)

NODELI ST *ndl p = (NODELI ST *)arg4

EM_XS > MSGF( EMLXS_CONTEXT, &eml xs_fcsp_error_nsg,

"enm xs_devi ce_recov_unmapped_node cal | ed. Ox%. Not inplenented.",

ndl p->nl p_DID);
return (0);

} /* enl xs_devi ce_recov_unmapped_node */

/* ARGSUSED */

static uint32_t

em xs_devi ce_rm npr_node(
em xs_port _t *port,
void *argl,
void *arg2,
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4088
4089
4090
4091
4092

4094
4095
4096

4098
4100

4103
4104
4105
4106
4107
4108
4109
4110
4111
4112
4113

4115
4116
4117

4119
4121

4124
4125
4126
4127
4128
4129
4130
4131
4132
4133
4134
4135

4137
4138
4139

4141
4143
4145

4148
4149
4150
4151
4152
4153

voi d *arg3,
voi d *arg4,
uint32_t evt)

NODELI ST *ndl p = (NODELI ST *)ar g4;

EMLXS_MSGF( EMLXS_CONTEXT, &eni xs_fcsp_error_mnsg,
"em xs_devi ce_rm nnpr_node called. 0x%. Not inplenented. ",
ndl p->nl p_DI D);

return (0);

} /* enl xs_devi ce_rm npr_node */

/* ARGSUSED */

static uint32_t

em xs_devi ce_recov_npr _node(
em xs_port_t *port,
void *argl,
voi d *arg2,
void *arg3,
void *arg4,
uint32_t evt)

NODELI ST *ndl p = (NODELI ST *)ar g4;

EMLXS_MSGF( EMLXS_CONTEXT, &eni xs_fcsp_error_mnsg,
"em xs_devi ce_recov_npr_node called. O0x%. Not inplenented.",
ndl p->nl p_DI D);

return (0);

} /* enl xs_devi ce_recov_npr_node */

/* ARGSUSED */

static uint32_t

em xs_devi ce_rem aut h(

em xs_port_t *port,

/* CHANNEL * rp, */ void *argl,

/* 1 0CBQ * iochg, */ void *arg2,

/* MATCHVAP * np, */ void *arg3,

/* NODELIST * ndlp */ void *arg4,

?i nt32_t evt)
NODELI ST *ndl p = ( NODELI ST *)ar g4;
em xs_node_dhc_t *node_dhc = &ndl p->node_dhc;

EMLXS_MSGF( EMLXS_CONTEXT, &enl xs_fcsp_detail _nsg,

"em xs_devi ce_rem auth: Ox%.",

ndl p->nl p_DI D) ;
em xs_dhc_state(port, ndlp, NODE_STATE_UNKNOW, 0, 0);
return (node_dhc->state);

} /* em xs_device_remauth */

/*

* This routine is invoked when |inkdown event happens during authentication

*/
/* ARGSUSED */
static uint32_t
em xs_devi ce_recov_aut h(
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4154
4155
4156
4157
4158
4159
4160
4161
4162

4164
4165
4166

4168
4170
4172
4174

4178
4179
4180
4181
4182
4183
4184
4185
4186
4187
4188
4189

em xs_port _t *port,

/* CHANNEL * rp, */ void *argl,

/* 10CBQ * iochg, */ void *arg2,
/* MATCHVAP * np, */ void *arg3,
/* NODELIST * ndlp */ void *arg4,
uint32_t evt)

{
NODELI ST *ndl p = (NODELI ST *)ar g4
enm xs_node_dhc_t *node_dhc = &ndl p- >node_dhc;
EMLXS_MSGF( EMLXS_CONTEXT, &eml xs_fcsp_detail _nsg,
"enml xs_devi ce_recov_aut h: Ox%. ",
ndl p->nl p_DI D);
node_dhc->nl p_authrsp_tm = 0;
em xs_dhc_state(port, ndlp, NODE_STATE_AUTH FAILED, 0, 0);
return (node_dhc->state);
} /* enl xs_device_recov_auth */

This routine is invoked when the host as the responder sent out the
ELS DHCHAP_Success to the initiator, the initiator ACC

this nsg i s supposed to be the ELS DHCHAP_Success
meg for the bi-directional authentication.

* Ok Ok ok % bk o

next state should be REG LOG N
*
/* ARGSUSED */
static uint32_t
em xs_rcv_aut h_nsg_dhchap_success_cnpl _wai t 4next (

4190 enl xs_port _t *port,

4191 /* CHANNEL * rp, */ void *argl,

4192 /* 1 OCBQ * iocbhqg, */ void *arg2,

4193 /* MATCHVAP * np, */ void *arg3,

4194 /* NODELIST * ndlp */ void *arg4,

4195 uint32_t evt)

4196 {

4197 1 OCBQ *i ocbg = (10CBQ *)arg2;

4198 MATCHVAP *mp = ( MATCHVAP *)ar g3

4199 NODELI ST *ndl p = ( NODELI ST *)ar g4;

4200 enm xs_node_dhc_t *node_dhc = &ndl p- >node_dhc;

4201 uint8_t *bp;

4202 uint32_t *lip

4203 DHCHAP_SUCCESS _HDR *dh_success;

4204 AUTH RIT *auth_rjt;

4205 ui nt 8_t ReasonCode;

4206 ui nt 8_t ReasonCodeExpl anati on;

4208 bp = mp->virt;

4209 Ip = (uint32_t *)bp;

4211 EMLXS_MSGF( EMLXS_CONTEXT, &eni xs_fcsp_detail _nsg,
4212 "em xs_rcv_aut h_nsg_dhchap_success_cnpl _wai t 4next: di d=0x%",
4213 ndl p->nl p_DI D) ;

4215 dh_success = ( DHCHAP_SUCCESS HDR *) ((uint8_t *)Ip);
4217 (void) em xs_els_reply(port, iochq, ELS CVMD ACC, ELS _CWVD AUTH, O,
4219 if (dh_success->auth_nmsg_code == AUTH REJECT) {

it. AND then the host received an unsolicited auth nsg fromthe initiator,

0)

64
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4220
4221
4222
4223

4225
4226
4227

4229
4230
4231
4232
4233
4234
4235
4236
4237

4239
4240
4241
4242
4243
4244
4245
4246
4247
4248
4249
4250
4251
4252
4253
4254

4256
4257
4258
4259

4261
4262

4264
4265
4266
4267
4268

4270
4272

4274
4275
4276
4277
4278
4279

4281
4282
4283
4284
4285

/* ACC it andretry etc. */

auth_rjt = (AUTH RIT *)dh_success;

ReasonCode = auth_rjt->ReasonCode;

ReasonCodeExpl anation = auth_rjt- >ReasonC0deEpr anation;

ENLXS > MSGF( EMLXS_CONTEXT, &eml xs_fcsp_detail _nsg,
"rcv_a_m dhch_success_cnpl _wai t 4next : REJECT rvd. Ox% Ox% Ox%"
ndl p->nl p_DI D, ReasonCode, ReasonCodeExpl anati on);
switch (ReasonCode) {
case AUTHRIT_LOG C_ERR:
switch (ReasonCodeExpl anation) {
case AUTHEXP_MECH UNUSABLE:
case AUTHEXP_DHGROUP_UNUSABLE:
case AUTHEXP_HASHFUNC_UNUSABLE:
ReasonCode = AUTHRIT_LOG C_ERR;
ReasonCodeExpl anati on = AUTHEXP_RESTART_AUTH;
br eak;

case AUTHEXP_RESTART_AUTH:
/ *

* Cancel the rsp tinmer if not cancelled yet.
* and restart auth tran now.
*

if (node_dhc->nlp_authrsp_tno = 0) {
node_dhc->nl p_authrsp_tno = 0;
node_dhc->nl p_aut hrsp_t nocnt = 0;
}
if (em xs_dhc_auth_start(port, ndlp,
NULL, "NULL) !'=0) {
EMLXS_MSGF( EMLXS_CONTEXT, &eni xs_fcsp_debug_nsg,
"Reauth tinmeout. Auth initfailed. Ox% %",
ndl p->nl p_DI D, node_dhc->state);

return (node_dhc->state);

defaul t:
ReasonCode = AUTHRIT_FAI LURE;
ReasonCodeExpl anati on = AUTHEXP_AUTH_FAI LED;
br eak;

break;

case AUTHRIT_FAI LURE:

defaul t:
ReasonCode = AUTHRIT_FAI LURE;
ReasonCodeExpl anati on = AUTHEXP_AUTH_FAI LED;
br eak;

}
goto Rej ect;

} else if (dh_success->auth_nmsg_code == DHCHAP_SUCCESS) {
if (LE_SWAP32(dh_success->tran_id) !=
node_dhc->nlp_auth_tranid_ini) {
ENLXS > MBGF( EMLXS_CONTEXT, ~&eml xs_f csp_error _nsg,
"rcv_a_m dhch_success_cnpl _wai t 4next: Ox% Ox% x, Ox% x",
ndl p->nl p_DI D, dh_success->tran_id, node_dhc->nlp_auth_tranid_ini);
ReasonCode = AUTHRIT_FAI LURE;
ReasonCodeExpl anati on = AUTHEXP_BAD_PROTOCOL;
goto Reject;

node_dhc->fl ag | = NLP_REMOTE_AUTH,

new usr/src/uts/comon/iol fibre-channel/fcal em xs/ em xs_dhchap. ¢

4287
4288
4289
4290
4291
4292
4293
4294
4295

4297
4299

4301
4302
4303
4304
4305

4307
4309
4311

4314
4315
4316
4317
4318
4319
4320
4321

em xs_dhc_state(port, ndlp, NODE_STATE_AUTH SUCCESS, 0, 0);
em xs_l og_aut h_event (port, ndlp, ESC_ ENLXS 26,
"Node-i ni t T at ed-bi di r-reaut h-success");
en xs_dhc_aut h_conpl ete(port, ndlp, 0);
} else {
ReasonCode = AUTHRIT_FAI LURE;
ReasonCodeExpl anati on = AUTHEXP_BAD_PROTOCOL;
goto Reject;
}
return (node_dhc->state);
Rej ect :
em xs_dhc_state(port, ndl p, NODE_STATE AUTH FAI LED,
ReasonCode, ReasonCodeEpr anation);
(void) em xs_issue_auth_reject(port, ndl p, 0, 0, ReasonCode,
ReasonCodeExpl anat i on);
em xs_dhc_aut h_conpl ete(port, ndlp, 1);
out:
return (node_dhc->state);
} /* em xs_rcv_auth_nmsg_dhchap_success_cnpl _wai t 4next */

/* ARGSUSED */

static uint32_t

em xs_cnpl _aut h_nmsg_dhchap_success_cnpl _wai t 4next (
em xs_port_t *port,

/* CHANNEL * rp, */ void *argl,

/* 1 0CBQ * iochg, */ void *arg2,

/* MATCHVAP * np, */ void *arg3,

/* NODELIST * ndlp */ void *arg4,

4322 uint32_t evt)

4323 {

4325 return (0);

4327 } /* enl xs_cnpl _aut h_nmsg_dhchap_success_cnpl _wai t 4next */
4330 /* ARGSUSED */

4331 static uint32_t

4332 em xs_rcv_aut h_nmsg_aut h_negotiate_rcv(

4333 enl xs_port _t *port,

4334 /* CHANNEL * rp, */ void *argl,

4335 /* | OCBQ * iochg, */ void *arg2,

4336
4337

/* MATCHVAP * np, */ void *arg3,
/* NODELIST * ndlp */ void *arg4,

4338 uint32_t evt)

4339 {

4340 NCDELI ST *ndl p = ( NODELI ST *) ar g4;

4342 ENLXS > MSGF( EMLXS_CONTEXT, &emnl xs_fcsp_error_nsg,
4343 "rcv_a_mauth _negotiate_rcv call ed. di d=0x%.
4344 ndl p->nl p_DI D);

4346 return (0);

4348 } /* enl xs_rcv_auth_nsg_auth_negotiate_rcv */

4351

/* ARGSUSED */

Not

inpl emrented. ",
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4352 static uint32_t
4353 enl xs_rcv_aut h_nsg_npr_node(
4354 em xs_port_t *port,

4355 | *
4356 /*
4357 |+
4358 |+
4359
4360 {
4361
4362
4363
4364
4365

4367
4368
4369

4371

4373
4374
4375
4376
4377
4378

4380
4381

4383
4384

4386
4387
4388
4389
4390
4391

4393
4394
4395

4397
4398
4399
4400
4401
4402

4404
4405
4406

4408
4409
4410
4411
4412
4413
4414

4416
4417

CHANNEL * rp, */ void *argl,

1 OCBQ * iochg, */ void *arg2,

MATCHVAP * np, */ void *arg3,

NCDELI ST * ndlp */ void *arg4,
uint32_t evt)

1 OCBQ *i ocbg = (10CBQ *)arg2;

MATCHVAP *np = (MATCHVAP *)ar g3;

NODELI ST *ndl p = (NODELI ST *) ar g4

enl xs_node_dhc_t *node_dhc = &ndl p- >node_dhc;
uint8_t *bp;

uint32_t *lp;
uint32_t nsglen;
uint8_ t *t np;
AUTH_MSG_HDR *nsg;

uint8_t *tenp;

uint32_t rc, i, hs_id[2], dh_id[5];
[* frominitiator */
uint32_t hash_id, dhgp id; /* to be used by responder */
uint16_t numhs = 0;
uint16_t numdh = O;
bp = np->virt;
Ip = (ui nt32t *) bp;

ENLXS > MSGF( EMLXS_CONTEXT, &enl xs fcsp detail _msg,
"em xs_rcv_aut h_nsg_npr_node:");

/*

* 1. process the auth nsg, should acc first no matter what. 2.

* return DHCHAP_Chal | enge for AUTH Negotiate auth nmsg, AUTH_Rej ect
* for anything else.

*/

(void) em xs_els_reply(port, iocbhg, ELS CVMD ACC, ELS CVD AUTH, 0, 0);

nmeg = (AUTH_MSG HDR *) ((uint8_t *)Ip);
msgl en = msg- >msg_| en;
((U|nt8t *)Ip);

/* tenp is used for error checking */

temp = (uint8_t *)((uint8_t *)Ilp);

/* Check the auth_els_code */

if (((*(uint32_t *)tenp) & OxFFFFFFFF) != LE_SWAP32(0x90000B01)) {
/* ReasonCode = AUTHRIT_FAI LURE; */
/* ReasonCodeExpl anati on = AUTHEXP_BAD PAYLOAD; */

ENLXS , MBGF( EMLXS_CONTEXT, &enl xs_fcsp_error_nsg,
enl xs_rcv_aut h_nsg_npr_node: payl oad( 1) =0x%",
(*(uint32_t *)tenp));

got o AUTH_Rej ect ;

+= 3 * sizeof (uint32_t);

eck name tag and nanme |ength */

(*(uint32_t *)temp) & OXFFFFFFFF) |= LE SWAP32(0x00010008)) {
/* ReasonCode = AUTHRIT_FAI LURE; */
/* ReasonCodeExpl anati on = AUTHEXP_BAD_PAYLOAD; */

mp
Ch

}
t
/
if ((

e
*
f

ENLXS , MBGF( EMLXS_CONTEXT, &emnl xs_fcsp_error_nsg,
em xs_rcv_aut h_nsg_npr_node: payl oad(2)=0x%",

67
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4418

4420
4421
4422
4423
4424
4425
4426

4428
4429
4430

4432
4433
4434
4435
4436

4438
4439
4440
4441
4442

4444
4445
4446

4448
4449
4450
4451
4452
4453
4454
4455

4457
4458
4459

4461
4462
4463
4464

4466
4467
4468

4470
4471
4472

4474
4475
4476

4478
4479
4480
4481
4482
4483

(*(uint32_t *)tenp));
got o AUTH_Rej ect ;

}
temp += sizeof (uint32_t) + 8;
/* Check proto_num */
if (((*(uint32_t *)temp) & OXxFFFFFFFF) != LE_SWAP32( 0x00000001))
/* ReasonCode = AUTHRIT_FAI LURE; */
/* ReasonCodeExpl anati on = AUTHEXP_BAD_PAYLOAD; */
ENLXS , MBGF( EMLXS_CONTEXT, &enl xs_fcsp_error_nsg,
"enl xs_rcv_aut h_nsg_npr_node: payl oad(3)=0x%",
(*(uint32_t *)tenp));
got o AUTH_Rej ect ;
}
tenmp += sizeof (uint32_t);
l* t para_len */
/*

+= sizeof (uint32_t);
eck proto_id */
(*(uint32_t *)tenp) & OXFFFFFFFF) | = AUTH DHCHAP) {
/* ReasonCode = AUTHRIT_FAI LURE; */
/* ReasonCodeExpl anati on = AUTHEXP_BAD_PROTOCCL; */

m
Ge
para_l en = LE SWAP32(*(uint32_t *)tenp); */
m
Ch

—_—

e
*
if

((

ENLXS , MBGF( EMLXS_CONTEXT, &eml xs_fcsp_error_nsg,
"enl xs_rcv_aut h_nsg_npr_node: payl oad(4)=0x%"
(*(uint32_t *)tenp));

got o AUTH_Rej ect ;

enp += sizeof (uint32_t);
* Check hashlist tag */
f ((LE_SWAP32(*(uint32_t *)tenp) & OxFFFFO000) >> 16 !=
LE_SWAP16( HASH LI ST_TAG))
/* ReasonCode = AUTHRIT_FAI LURE; */
/* ReasonCodeExpl anati on = AUTHEXP_BAD PAYLOAD; */

}
t
/
i

ENLXS , MBGF( EMLXS_CONTEXT, &emnl xs_fcsp_error_nsg,
"enl xs_r cv_aut h_nsg_npr_node: payl oad(5) =0x%",

(LE_SWAP32(*(uint32_t *)tenp) & OXFFFFO000) >> 16)

got o AUTH_Rej ect ;

}
/* Get numhs */
num hs = LE_SWAP32(*(uint32_t *)tenp) & O0xO000FFFF;

tenp += sizeof (uint32_t);
/* Check HashLi st_val uel */
hs_id[0] = *(uint32_t *)tenp;

if ((hs_id[0O] != AUTH MJS) &% (hs_id[0] != AUTH SHA1l)) {
/* ReasonCode = AUTHRIT_LOG C ERR; */
/* ReasonCodeExpl anation = AUTHEXP_HASHFUNC_UNUSABLE;

ENLXS , MBGF( EMLXS_CONTEXT, &enl xs_fcsp_error_nsg,
"enl xs_rcv_aut h_msg_npr_node: payl oad(6) =0x%",
(*(uint32_t *)tenp));
got o AUTH_Rej ect ;
if (numhs == {
hs_id[ 1] O

} else if (numhs == 2)
tenp += sizeof (uint32_t);

*/

{
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4484

4486
4487
4488

4490
4491
4492

4494
4495
4496
4497
4498

4500
4501
4502

4504
4505
4506
4507
4508

4510
4511
4512

4514
4515

4517
4518
4519
4520
4521
4522
4523
4524
4525
4526
4527
4528
4529
4530

4532
4533
4534

4536
4537
4538
4539
4540
4541
4542
4543
4544

4546
4547
4548
4549

hs_id[1] = *(uint32_t *)tenp;

if ((hs_id[1] !'= AUTH I\/D5) &% (hs_id[1] != AUTH SHA1l)) {
/* ReasonCode = AUTHRIT_LOG C ERR; */
/* ReasonCodeExpl anati on = AUTHEXP_HASHFUNC UNUSABLE; */

EI\/LXS , MBGF( EMLXS_CONTEXT, &emnl xs_fcsp_error_nsg,
"em xs_rcv_aut h_nsg_npr_node: payl oad(7)=0x%",
(*(uint32_t *)tenp));

got o AUTH_Rej ect ;

}
if (hs_id[0] == hs_id[1]) {
/* ReasonCode = AUTHRIT_FAI LURE, */
/* ReasonCodeExpl anati on = AUTHEXP_BAD PAYLOAD; */

ENLXS , MSGF( EMLXS_CONTEXT, &eml xs_fcsp_error_nsg,
"em xs_rcv_aut h_nsg_npr_node: payl oad(8)=0x%"
(*(uint32_t *)tenp));

goto AUTH Rej ect;

} else {
/* ReasonCode = AUTHRIT_FAI LURE; */
/* ReasonCodeExpl anati on = AUTHEXP_BAD_PAYLOAD; */

ENLXS , MBGF( EMLXS_CONTEXT, &emnl xs_fcsp_error_nsg,
"em xs_rcv_aut h_nmsg_npr_node: payl oad(9) =0x%"
(*(uint32_t *)(tenp - sizeof (uint32_t))));

got o AUTH_Rej ect ;
}

/* Wi ch hash_id should we use */
if (numhs == 1) {
/*

* We al ways use the highest priority specified by us if we
* match initiator’s , Otherw se, we use the next higher we
* both have. CR 26238
*
if (node_dhc->auth_cfg.hash_priority[0] == hs_id[0]) {
hash_i d = node_dhc->aut h_cfg. hash _priority[O];
} else if (node_dhc->auth_cfg.hash_priority[1] == hs |d[0]) {
hash_i d = node_dhc->aut h_cfg. hash_priority[1];
} else {
/* ReasonCode = AUTHRIT_LOGA C ERR; */
/* ReasonCodeExpl anati on = AUTHEXP_HASHFUNC UNUSABLE; */

ENLXS , MBGF( EMLXS_CONTEXT, &eml xs_fcsp_error_nsg,
"em xs_rcv_aut h_nsg_npr_node: payl oad(10) =0x% x",
(*(uint32_t *)tenp));

got o AUTH_Rej ect ;
} else {
/*

* Since the initiator specified two hashs, we al ways sel ect
* our first one.
*/
hash_i d = node_dhc->aut h_cfg. hash_priority[0];
}

tenmp += sizeof (uint32_t);

/* Check DHgIDLl st_tag */

if ((LE_SWAP32(*(uint32_t *)temp) & OXFFFF0000) >> 16 !=
LE_SWAP16( DHG D_LI ST_TAG)) {
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4550
4551

4553
4554
4555

4557
4558
4559
4560

4562
4563
4564

4566
4567
4568

4570
4571
4572
4573
4574
4575
4576

4578

4580
4581
4582

4584
4585
4586

4588
4589
4590
4591

4593
4594
4595

4597
4598
4599
4600

4602
4603

4605
4606
4607
4608
4609
4610
4611
4612

4614
4615

}
/* Get n
num dh =

if (num

for (i =

}
rc = en

if (rc =

} else i

}
/* W sh

node_dhc-

if (msg-

} else {

/* ReasonCode = AUTHRIT_FAI LURE, */
/* ReasonCodeExpl anati on = AUTHEXP_BAD PAYLOAD; */

ENLXS ,_MSGF( EMLXS_CONTEXT, &emnl xs_fcsp_error_nsg,
"enl xs_rcv_aut h_nsg_npr_node: payl oad(11)=0x% x",
(*(uint32_t *)tenp));

goto AUTH Rej ect;

um dh */
LE_SWAP32(*(uint32_t *)tenp) & OxO000FFFF;

dh ==
/* ReasonCode = AUTHRIT_FAI LURE;, */
/* ReasonCodeExpl anati on = AUTHEXP_BAD PAYLOAD; */

EM.XS ,_MSGF( EMLXS_CONTEXT, &emnl xs_fcsp_error_nsg,
"enl xs_rcv_aut h_nsg_npr_node: payl oad(12)=0x% x"
(*(uint32_t *)tenp));

goto AUTH_Rej ect;

0; i < numdh; i++) {

tenp += sizeof (uint32_t);

/* Check DHgl DLi st_gO0 */
dh_id[i] = (*(uint32_t *)tenp);

xs_check_dhgp(port, ndlp, dh_id, numdh, &dhgp_id);

=1 {
/* ReasonCode = AUTHRIT_ LCXBI C ERR;, */
/ * ReasonCodeExpl anati on = AUTHEXP_DHGROUP_UNUSABLE; */

EM_XS , MBGF( EMLXS_CONTEXT, &eml xs_fcsp_error_nsg,
"em xs_rcv_aut h_nmsg_npr_node: payl oad(13) =0x% x"
(*(uint32_t *)tenp));

got o AUTH_Rej ect ;

f (rc == {

/* ReasonCode = AUTHRIT_FAI LURE; */

/* ReasonCodeExpl anati on = AUTHEXP_BAD_PAYLOAD; */

ENLXS , MBGF( EMLXS_CONTEXT, &emnl xs_fcsp_error_nsg,
"em xs_rcv_auth_nmsg_npr_node: payl oad(14)=0x% x",
(*(uint32_t *)tenp));

got o AUTH_Rej ect ;

oul d update the tran_id */
>nl p_auth_tranid_ini = nsg->tran_id;

>aut h_nmsg_code == AUTH_NEGOTI ATE) {
node_dhc->nl p_auth_flag = 1; /* ndlpis the initiator */

/* Send back the DHCHAP_Chal |l enge with the proper paramaters */
if (em xs_i ssue_dhchap_chal | enge(port, ndlp, 0, tnp,
LE_SWAP32( nsgl en),
hash_i d, dhgp_| |d)) {
goto AUTH Rej ect ;

}
enm xs_dhc_state(port, ndlp,
NODE_STATE_DHCHAP_CHALLENGE_| SSUE, 0, 0);

goto AUTH_Rej ect;
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4616 }

4618 return (node_dhc->state);

4620 AUTH_Rej ect:

4622 EM_XS_MSGF( EMLXS_CONTEXT, &em xs_f csp_det ai | _nsg,

4623 "em xs_rcv_aut h_nsg_npr_node: AUTH Reject it.");

4625 return (node_dhc->state);

4627 } /* em xs_rcv_aut h_nsg_npr_node */

4630 /* ARGSUSED */

4631 static uint32_t

4632 em xs_cnpl _aut h_nmsg_npr _node(

4633 enl xs_port _t *port,

4634 /* CHANNEL * rp, */ void *argl,

4635 /* 10CBQ * iochg, */ void *arg2,

4636 /* MATCHVAP * np, */ void *arg3,

4637 /* NODELIST * ndlp */ void *arg4,

4638 uint32_t evt)

4639 {

4640 NCDELI ST *ndl p = ( NODELI ST *) ar g4;

4641 enl xs_node_dhc_t *node_dhc = &ndl p- >node_dhc;

4643 /*

4644 * we donot cancel the nodev tinmeout here because we donot know if we
4645 * can get the authentication restarted fromother side once we got
4646 * the new auth transaction kicked off we cancel nodev tmo

4647 * immediately.

4648 */

4649 /* we goto change the hba state back to where it used to be */
4650 EMLXS_MSGF( EMLXS_CONTEXT, &em xs_fcsp_detail _nsg,

4651 "enml xs_cnpl _aut h_nsg_npr _node: 0x% O0x% prev_state=0x%\n",
4652 ndl p->nl p_DI D, node_dhc->state, node_dhc->prev_state);

4654 return (node_dhc->state);

4656 } /* enl xs_cnpl _aut h_nsg_npr _node */

4659 /*

4660 * | enl xs_rcv_aut h_nsg_unnmapped_node

4661 *

4662 * \pre \post \param phba \param ndlp \param arg \param evt \return
4663 * uint32_t

4664 *

4665 * \b Description: This routine is invoked when the host received an

4666 * unsolicited els authentication msg fromthe Fx_Port which is

4667 * well known port OXFFFFFE i n unmapped state, or from Nx_Port which is
4668 * in the unnapped state neaning that it is either a target

4669 * which there is no scsi id associated with it or it could be another
4670 * initiator. (end-to-end)

4671 *

4672 * For the Fabric F_Port (FFFFFE) we mark the port to the state in re_auth
4673 * state w thout disruppting the traffic. Then the fabric

4674 * will go through the authentication processes until it is done.

4675 *

4676 * nost of the cases, the fabric should send us AUTH Negoti ate ELS nsg. Once
4677 * host received this auth_negotiate els nsg, host

4678 * shoul d sent back ACC first and then send random chal | enge, plus DH val ue
4679 * (i.e., host’s publick key)

4680 *

4681 * Host side needs to store the challenge value and public key for |ater

new usr/

4682
4683
4684
4685
4686
4687
4688
4689
4690
4691 */
4692 /*

* ok ko k% k% 3k

src/uts/ common/i o/ fibre-channel/fcalenl xs/ em xs_dhchap. ¢

verification usage. (i.e., to verify the response from

initiator)

If two FC Ports start the reauthentication transaction at the sane tine,
one of the two authentication transactions shall be

aborted. In case of Host and Fabric the Nx_Port shall remain the
authentication initiator, while the Fx_Port shall becone

the authentication responder.

ARGSUSED */

4693 static uint32_t

4694 eni
4695 eni
4696 /*
4697 | *
4698 | *
4699 /*
4700
4701 {
4702
4703
4704
4705
4706
4707
4708
4709

4711
4712
4713
4714
4715
4716
4717
4718
4719

4721
4722
4723
4724
4725
4726
4727
4728

4730

4732
4733

4735
4736

4738

4740
4741
4742
4743
4744
4745

4747

Xxs_rcv_aut h_nmsg_unnmapped_node(

Xs_port_t *port,

CHANNEL * rp, */ void *argl,

1 0CBQ * iochg, */ void *arg2,

MATCHVAP * np, */ void *arg3,

NODELI ST * ndlp */ void *arg4,
uint32_t evt)

I OCBQ *i ochg = (1 OCBQ *)arg2;

MATCHVAP *nmp = ( MATCHVAP *)ar g3;

NODELI ST *ndl p = (NCDELI ST *) ar g4

em xs_node_dhc_t *node_dhc = &ndl p->node_dhc;
uint8_t *bp;

uint32_t *lp;

uint32_t msgl en;

uint8_t *tnp;

ui nt 8_t ReasonCode;

ui nt 8_t ReasonCodeExpl anati on;

AUTH_VBG_HDR *nsg;

uint8_t *tenp;
uint32_t rc, i, hs_id[2], dh_id[5];
/[* frominitiator */
uint32_t hash_id, dhgp_id; /* to be used by responder */
uint16_t numhs = 0;
uintl6_t numdh =

*
* 1. process the auth nsg, should acc first no matter what. 2.

* return DHCHAP_Chal | enge for AUTH Negotiate auth nsg, AUTH_Rej ect
* for anything el se.

*/

EMLXS_MSGF( EMLXS_CONTEXT, &eni xs_fcsp_detail _nsg,
"em xs_rcv_aut h_nsg_unmapped_node: Sendi ng ACC. di d=0x%",
ndl p->nl p_DI D);

(void) em xs_els_reply(port, iochg, ELS CVMD ACC, ELS CVD AUTH, 0, 0);
bp = mp->virt;

Ip = (uint32_t *)bp;

nmeg = (AUTH_MSG HDR *) ((uint8_t *)Ip);

nsgl en = nsg- >nsg_| en;

tnp = ((uint8_t *)Ip);

/* tenp is used for error checking */

tenp = (uint8_t *)((uint8_t *)Ilp);

/* Check the auth_els_code */

if (((*(uint32_t *)tenp) & OXFFFFFFFF) != LE_SWAP32(0x90000B01)) {
ReasonCode = AUTHRIT_FAI LURE;
ReasonCodeExpl anati on = AUTHEXP_BAD_PAYLQAD;

EMLXS_MSGF( EMLXS_CONTEXT, &em xs_fcsp_detail _nsg,
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4748
4749

4751
4752
4753
4754
4755
4756
4757

4759
4760
4761

4763
4764
4765
4766
4767
4768
4769

4771
4772
4773

4775
4776
4777

4779
4780
4781

4783
4784
4785
4786

4788
4789
4790

4792
4793
4794
4795
4796
4797
4798
4799

4801
4802
4803

4805
4806
4807
4808

4810
4811
4812

"enml xs_rcv_aut h_nmsg_unnmapped_node: payl oad( 1) =0x%",
(*(uint32_t *)tenp));

goto AUTH_Rej ect;

mp += 3 * sizeof (uint32_t);

Check nane tag and nanme |length */

(((*(uint32_t *)tenp) & OxFFFFFFFF) != LE_SWAP32(0x00010008)) {
ReasonCode = AUTHRIT_FAI LURE;
ReasonCodeExpl anati on = AUTHEXP_BAD_PAYLQAD;

—_— e

@
*
if

ENLXS , MBGF( EMLXS_CONTEXT, &emnl xs_fcsp_detail _nsg
"enl xs_rcv_aut h_nsg_unmapped_node: payl oad(2) =0x%",
(*(uint32_t *)tenp));

goto AUTH_Rej ect;

}

tenp += sizeof (uint32_t) + 8;

/* Check proto_num */

if (((*(urnt32_t *)tenp) & OXFFFFFFFF) != LE_SWAP32(0x00000001)) {

ReasonCode = AUTHRIT_FAI LURE;
ReasonCodeExpl anati on = AUTHEXP_BAD_PAYLQAD;

ENLXS , MBGF( EMLXS_CONTEXT, &emnl xs_f csp_detail _nsg,
"enl xs_rcv_aut h_nsg_unmapped_node: payl oad(3) =0x%",
(*(uint32_t *)tenp));

got o AUTH_Rej ect ;
tenp += sizeof (uint32_t);

/* Get para_len */
/* para_len = *(uint32_t *)tenp; */
tenp += sizeof (uint32_t);

/* Check proto_id */

if (((*(uint32_t *)tenp) & OXFFFFFFFF) != AUTH DHCHAP) {
ReasonCode = AUTHRJT_FAI LURE;
ReasonCodeExpl anati on = AUTHEXP_BAD_PROTOCOL;

ENLXS ,_MBGF( EMLXS_CONTEXT, &emnl xs_fcsp_detail _nsg
"enl xs_rcv_aut h_nsg_unmapped_node: payl oad(4) =0x%",
(*(uint32_t *)tenp));

got o AUTH_Rej ect ;

nmp += sizeof (uint32_t);
Check hashlist tag */
((LE_SWAP32(*(uint32_t *)tenp) & OxFFFFO000) >> 16 !=
LE_SWAP16( HASH_LI ST_TAG))
ReasonCode = AUTHRIT_FAI LURE;
ReasonCodeExpl anati on = AUTHEXP_BAD_PAYLQAD;

}
t
/
i

ENLXS , MBGF( EMLXS_CONTEXT, &eml xs_fcsp_detail _nsg,
"enl xs_rcv_aut h_nsg_unmapped_node: payl oad(5)=0x%",
(LE_SWAP32(*(uint32_t *)tenp) & OxFFFF0000) >> 16);

goto AUTH Rej ect;

}
/* Get numhs */
num hs = LE_SWAP32(*(uint32_t *)tenp) & OxO0000FFFF;

temp += sizeof (uint32_t);
/* Check HashLi st_val uel */
hs_id[0] = *(uint32_t *)tenp;
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if ((hs_id[0O] !'= AUTH { MD5) && (hs_id[0] != AUTH SHA1)) {
ReasonCode = AUTHRIT_| LOGI C_ERR;
ReasonCodeExpl anati on = AUTHEXP_HASHFUNC UNUSABLE;

EM_XS ,_MSGF( EMLXS_CONTEXT, &emnl xs_fcsp_detail _nsg
"em xs_rcv_aut h_nmsg_unmapped_node: payl oad(6) =0x %"
(*(uint32_t *)tenp));

goto AUTH_Rej ect;

if (numhs == 1) {
hs d[l] O
} elseif (numhs == 2

{
tenp += sizeof (uint32_t);
hs_1d[1] = *(uint32_t *)terrp,

if ((hs_ |d[1] I= AUTH_MD5) && (hs_| |d[1] 1= AUTH_SHA1)) {
ReasonCode = AUTHRIT_ Lw C ERR;
ReasonCodeExpl anati on AUTHEXP HASHFUNC_UNUSABLE;

ENLXS , MSGF( EMLXS_CONTEXT, &eml xs_fcsp_detai l

"em xs_rcv_aut h_nsg_unmapped_node: payl oad(7) =0x %"

(*(uint32_t *)tenp));
goto AUTH Rej ect;
if (hs_id[0] == hs_id[1])
ReasonCode = AUTHRIT_FAI LURE;
ReasonCodeExpl anati on = AUTHEXP_BAD_PAYLOAD;

EIVLXS , MBGF( EMLXS_CONTEXT, &eml xs_f csp_detail _nsg,

"em xs_rcv_auth_msg_| unmapped node: payl oad(8)=0x%"

(*(uint32_t *)tenp));
got o AUTH_Rej ect ;

} else {
ReasonCode = AUTHRIT_FAI LURE;
ReasonCodeExpl anati on = AUTHEXP_BAD_PAYLQAD;

EM_LXS_MSGF( EMLXS_CONTEXT, &emnl xs_f csp_detail _nsg
"enl xs_rcv_aut h_nsg_unnapped_node: payl oad( )=Ox%<",
(*(uint32_t *)(tenp - sizeof (uint32_t))));

goto AUTH_Rej ect;
}

/* Wi ch hash id should we use */
if (numhs ==1) {
/*

* We al ways use the highest priority specified by us if we
* match initiator’s , Qtherw se, we use the next higher we
*/both have. CR 26238
*
if (node_dhc- >auth _cfg. hash_priority[0] == hs_id[0]) {
hash_i d = node_dhc->aut h_cfg. hash prlorlty[O],
} else if (node_dhc->auth_cfg.hash priority[1] == hs_id[0]) {
hash_i d = node_dhc- >aut h_cfg. hash_priority[1];
} else {
ReasonCode = AUTHRIT_LOG C_ERR;
ReasonCodeExpl anati on = AUTHEXP_HASHFUNC UNUSABLE;

EI\/LXS , MSGF( EMLXS_CONTEXT, &eml xs_fcsp_detail _nsg,
"em xs_rcv_aut h_nsg_unmapped_node: pl oad(10) =0x%"
(*(uint32_t *)tenp));
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goto AUTH Rej ect;
} else {
/*

* Since the initiator specified two hashs, we al ways sel ect
* our first one.
*/
hash_i d = node_dhc->aut h_cfg. hash_priority[O0];
}

tenp += sizeof (uint32_t);
/* Check DHgIDLlst tag */
i f ((LE_SWAP32(*(uint 32 _t *)tenp) & OxFFFF0000) >> 16 !=
LE_SWAP16(DHG D LI ST_TAG)) {
ReasonCode = AUTHRIT_| FAI LURE;
ReasonCodeEpr anation = AUTHEXP_BAD_ PAYLQOAD,

EM_XS ,_MBGF( EMLXS_CONTEXT, &eml xs_fcsp_detail _nsg,
"em xs_rcv_aut h_msg_unrmpped_node payl oad(11) =0x%"
(*(uint32_t *)tenp));

got o AUTH_ Rej ect ;

}
/* Get num.dh */
num dh = LE_SWAP32(*(uint32_t *)tenp) & O0xO000FFFF;

if (numdh == 0)
ReasonCode = AUTHRIT_FAI LURE;
ReasonCodeExpl anati on = AUTHEXP_BAD_PAYLOAD;

EM_XS ,_MBGF( EMLXS_CONTEXT, &emnl xs_f csp_detail _nsg,
"em xs_rcv_auth_nsg_| unrmpped node: payl oad(12)=0x%"
(*(uint32_t *)tenp));

got o AUTH_Rej ect ;

for (i =0; i < numdh; i++) {
temp += sizeof (uint32_t);
/* Check DHgI DLi st_g0 */
dh_id[i] = (*(uint32_t *)tenp);
}

rc = eml xs_check_dhgp(port, ndlp, dh_id, numdh, &dhgp_id);

if (rc ==1) {
ReasonCode = AUTHRIT_LOG C ERR;
ReasonCodeExpl anati on = AUTHEXP_DHGROUP_UNUSABLE;

ENLXS ,_MBGF( EMLXS_CONTEXT, &emnl xs_fcsp_detail _nsg
"enl xs_rcv_aut h_nsg_unmapped_node: payl oad(13) =0x %",
(*(uint32_t *)tenp));

got o AUTH_Rej ect ;
} elseif (rc ==2) {
ReasonCode = AUTHRIT_FAI LURE;
ReasonCodeExpl anati on = AUTHEXP_BAD_PAYLQAD;

ENLXS , MBGF( EMLXS_CONTEXT, &emnl xs_fcsp_detail _nsg,
"enl xs_rcv_aut h_nsg_unmapped_node: payl oad(14) =0x%",
(*(uint32_t *)tenp));

goto AUTH_Rej ect;
}
ENLXS , MSGF( EMLXS_CONTEXT, &eml xs_fcsp_detail _nsg,

"em xs_rcv_auth_msg_| unmapped node: Ox% Ox% Ox% Ox%x Ox%x"
hash_id, dhgp_id, nsg->auth_nsg_code, nsglen, nsg->tran_id);
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/*
* since ndlp is the initiator, tran_id is store in
* nlp_auth_tranid_ini
*
node_dhc->nl p_auth_trani d_i ni = LE_SWAP32(nsg->tran_id);
if (msg->auth_nsg_code == AUTH_NEGOTI ATE) {
/*
* at this point, we know for sure we received the
* aut h-negotiate nsg from another entity, so cancel the
* auth-rsp tinmeout timer if we are expecting it. should
* never happen?
*
node_dhc->nl p_auth_flag = 1;
if (node_dhc->nl p_authrsp_tno) {
node_dhc->nl p_authrsp_tnmo = 0;
;*
* |f at this point, the host is doing reauthentication
* (reauth heart beat) to this ndlp, then Host should remain
* as the auth initiator, host should reply to the received
* AUTH_Negoti ate nessage with an AUTH Rej ect nmessage with
* Reason Code ’'Logical Error’ and Reason Code Expl anation
* * Aut hentication Transaction Already Started’ .
*/
if (node_dhc->nlp_reauth_status ==
HOST_REAUTH_| N_PROGRESS) {
EM_XS , MSGF( EMLXS_CONTEXT, &eml xs_fcsp_detail _nsg,
"em xs_rcv_aut h_msg_unrmpped_node Ht reauth inprgress.");
ReasonCode = AUTHRIT_LOG C_ERR;
ReasonCodeExpl anati on = AUTHEXP_AUTHTRAN_STARTED,
goto AUTH Rej ect;
}
/* Send back the DHCHAP_Chal | enge with the proper paramaters */
if (em xs_i ssue_dhchap_chal | enge(port, ndlp, 0, tnp,
LE_SWAP32( nsgl en),
hash_i d, dhgp_i d)) {
got o AUTH_Rej ect ;
/* setup the proper state */
enm xs_dhc_state(port, ndlp,
NODE_STATE_DHCHAP CHALLENGE_ | SSUE, 0, 0);
} else {
ReasonCode = AUTHRIT_FAI LURE;
ReasonCodeExpl anati on = AUTHEXP_BAD_ PROTOCOL;
goto AUTH Rej ect;
}
return (node_dhc->state);
AUTH_Rej ect :
em xs_dhc_state(port, ndl p, NODE_STATE AUTH FAI LED,
ReasonCode, ReasonCodeExpl anation);
(void) enlxs_issue_auth_reject(port, ndlp, 0, 0, ReasonCode,
ReasonCodeExpl anat i on) ;
em xs_dhc_aut h_conpl ete(port, ndlp, 1);

5010
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return (node_dhc->state);

} /* em xs_rcv_aut h_nsg_unnmapped_node */

/*

* enm xs_hash_vrf for verification only the host is the initiator in
* the routine.

*/

/* ARGSUSED */
static uint32_t *
em xs_hash_vrf (
em xs_port _t *port,
em xs_port_dhc_t *port_dhc,
NCDELI ST *ndl p,
uint32_t tran_id,
uni on chal |l enge_val un_cval)

em xs_node_dhc t *node_dhc
uint32_t dhgp_id

uint32_t hash |d

uint32_t *hash val;

ui nt32_t hash_si ze;
MD5_CTX ndct x;

SHA1_CTX shalct x;

uint8_t shal_di gest[20];
uint8_t nd5_di gest[16];
uint8_t nytran_id = 0x00;

= &ndl p- >node_dhc;

char *renote_key;

tran_id = (AUTH_TRAN_ID MASK & tran_id);
nmytran_id = (uint8_t)(LE_SWAP32(tran_ |d))

if (ndlp->nlp_DID == FABRIC DI D) {
renot e_key = (char *)node_dhc->aut h_key. renot e_password;
hash_i d = node_dhc->hash_id;
dhgp_i d = node_dhc->dhgp_i d;
} else {
remote_key = (char *)node_dhc->aut h_key. renote_password,
= node_dhc->nl p_aut h_hashi d;
= node_dhc->nl p_aut h_dhgpi d;

ENLXS > MSGF( EMLXS_CONTEXT, &eml xs_fcsp_detail _nsg,
"em xs_hash_vrf: Ox% Ox% Ox% tran_i d=0x%",
ndl p->nl p_DID, hash_id, dhgp_id, nytran_id);
if (dhgp_id == 0) {
/* NULL DHCHAP */
if (hash_id == AUTH MD5) {
bzer o( &ndct x, sizeof (MD5_CTX));
hash_si ze = MD5_LEN;
MD5I ni t (&ndct x) ;

/* Transaction ldentifier T */

MD5Updat e( &rdct x, (unsigned char *) &mytran_id, 1);

MD5Updat e( &mdct x, (unsi gned char *) renote_key,
node_dhc- >aut h_key. renot e_passwor d_| engt h) ;
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5078 /* Augnented chal | enge: NULL DHCHAP i.e., Challenge */
5079 MD5Updat e( &rdct x,

5080 (unsi gned char *)&un_cval .nd5.val[0]), MD5_LEN);
5082 MD5Fi nal ((uint8_t *)nd5_di gest, &ndctx);

5084 hash_val = (uint32_t *)kmem all oc(hash_si ze,
5085 KM_NOSLEEP) ;

5086 if (hash_val == NULL) {

5087 return (NULL);

5088 } else {

5089 bcopy((voi d *)&rd5_di gest,

5090 (void *)hash_val, MD5_LEN);

5091 }

5092 /*

5093 * enml xs_nd5_di gest _to_hex((uint8_t *)hash_val,
5094 * output);

5095 */

5096 }

5097 if (hash_id == AUTH SHA1) {

5098 bzero(&shalctx si zeof (SHA1_CTX));

5099 hash_si ze = SHA1_LEN;

5100 SHA1T ni t (&halct x) ;

5102 SHAlUpdat e( &halctx, (void *)&nytran_id, 1);
5104 SHAlUpdat e( &halct x, (void *)renote_key,

5105 node_dhc->aut h_key. renot e_password_| engt h) ;
5107 SHAlUpdat e( &halct x,

5108 (void *)&(un_cval .shal.val [0]), SHA1_LEN);
5110 SHA1Fi nal ((void *)shal_di gest, &shalctx);

5112 /*

5113 * enl xs_shal_di gest _to_hex((uint8_t *)hash_val,
5114 * output);

5115 */

5117 hash_val = (uint32_t *)kmem all oc(hash_size,
5118 KM_NOSLEEP) ;

5119 if (hash_val == NULL) {

5120 return (NULL);

5121 } else {

5122 bcopy((void *)&shal_di gest,

5123 (void *)hash_val, SHA1_LEN);

5124 }

5125 }

5126 return ((uint32_t *)hash_val);

5127 } else {

5128 /* Verification of bi-dir auth for DH CHAP group */
5129 /* original challenge is node_dhc->bi_cval [] */

5130 /* session key i s node_dhc->ses_key[] */

5131 /* That’s IT *

5132 /*

5133 * H(bi_cval || ses_key) = CHT || Km]|| © = hash_val
5134 */

3ilE)5 if (hash_id == AUTH M) {

5136 bzer o( &dct x, sizeof (MD5_CTX));

5137 hash_si ze = MD5_LEN;

5139 MD5I1 ni t (&ndct x) ;

5141 MD5Updat e( &rdct X,

5142 (void *)&(un_cval .nd5.val [0]), MD5_LEN);



new usr/src/uts/ common/i o/ fibre-channel/fcal em xs/em xs_dhchap. c 79 new usr/src/uts/ comon/i o/ fibre-channel/fcalem xs/ em xs_dhchap. c 80
5144 if (ndlp->nlp_DD==FABRICDID ({ 5210 hash_val = (uint32_t *)kmemall oc(hash_si ze,
5145 MD5Updat e( &rdct x, 5211 KM NCBLEEP)
5146 (void *)&node_dhc->ses_key[ 0], 5212 if (hash_val == NULL) {
5147 node_dhc- >seskey_| en); 5213 return (NULL);
5148 } else { 5214 } else {
5149 /* ses_key is obtained in em xs_hash_rsp */ 5215 bcopy((void *)&shal_di gest,
5150 MD5Updat e &dct x, 5216 (void *)hash_val, SHA1_LEN);
5151 (voi d *)&node_dhc->nl p_aut h_mi sc. ses_key[ 0], 5217 }
5152 node_dhc->nl p_aut h_ni sc. seskey_| en) ; 5218
5153 } 5219 return ((uint32_t *)hash_val);
5220 1
5155 MD5Fi nal ((void *)nd5_di gest, &ndctx);
5222 } /* enl xs_hash_vrf */
5157 MD5I ni t (&mdct x) ;
5159 MD5Updat e( &mdct x, (void *)&mytran_id, 1); 5225 /*
5226 * |f dhval == NULL, NULL DHCHAP el se, DHCHAP group.
5161 MD5Updat e( &rdct x, (void *)renote_key, 5227 *
5162 node_dhc- >aut h_key. renot e_passwor d_| engt h) ; 5228 * This routine is used by the auth transaction initiator (Wo does the
5229 * auth-negotiate) to calculate the RL (response) based on
5164 MD5Updat e( &mdct x, (void *)nd5_di gest, MD5_LEN); 5230 * the dh value it received, its own random private key, the challenge it
5231 * received, and Transaction id, as well as the password
5166 MD5Fi nal ((void *)md5_di gest, &nmdctx); 5232 * associated with this very initiator in the auth pair.
5233 */
5168 hash_val = (uint32_t *)kmemall oc(hash_si ze, 5234 uint32_t *
5169 KM NOSLEEP) 5235 em xs_hash_rsp(
5170 if (hash_val == NULL) { 5236 enl xs_port _t *port,
5171 return (NULL); 5237 enl xs_port _dhc_t *port _dhc,
5172 } else { 5238 NODELI ST *ndl p,
5173 bcopy((void *)&md5_di gest, 5239 uint32_t tran_id,
5174 (void *)hash_val, MD5_LEN); 5240 uni on chal | enge_val un_cval,
5175 } 5241 uint8_t *dhval,
5176 } 5242 uint32_t dhvall en)
5177 if (hash_id == AUTH SHA1) { 5243 {
5178 bzero(&shalctx si zeof (SHA1_CTX)); 5244 em xs_node_dhc_t *node_dhc = &ndl p->node_dhc;
5179 hash_si ze = SHA1_LEN; 5245 uint32_t dhgp_id;
5246 uint32_t hash_id;
5181 SHALI ni t (&halctx); 5247 ui nt 32_t *hash_val ;
5248 ui nt32_t hash_si ze;
5183 SHA1Updat e( &halct x 5249 MD5_CTX mct X;
5184 (void *)&(un cvaI shal.val [0]), SHA1_LEN); 5250 SHA1_CTX shalct x;
5251 uint8_t shal_digest[20];
5186 if (ndlp->nlp_DID==FABRICDD { 5252 uint8_t nd5_di gest[16];
5187 SHA1Updat e( &halct x, 5253 uint8_t Cai[20];
5188 (void *)&node_dhc->ses_key[ 0], 5254 uint8 t nytran_id = 0x00;
5189 node_dhc- >seskey_| en); 5255 char *nykey;
5190 } else { 5256 Bl G ERR CCDE err = Bl G K
5191 /* ses_key was obtained in em xs_hash_rsp */
5192 SHA1Updat e( &halct x, 5258 if (ndlp->nlp_DID == FABRIC DD {
5193 (void *)&node_ dhc- >nl p_aut h_m sc. ses_key[ 0], 5259 hash_i d = node_dhc->hash_i d;
5194 node_dhc->nl p_aut h_ni sc. seskey_| en) ; 5260 dhgp_i d = node_dhc- >dhgp_i d;
5195 } 5261 } else {
5262 hash_i d = node_dhc->nl p_aut h_hashi d;
5197 SHALFi nal ((void *)shal_di gest, &shalctx); 5263 ) dhgp_i d = node_dhc->nl p_aut h_dhgpi d;
5264
5199 SHA1I ni t (&shalct x) ;
5266 tran |d—(AUTH TRAN_| D_MASK & tran_id);
5201 SHAlUpdat e( &halctx, (void *)&nytran_id, 1); 5267 mytran_id = (uint8_t)(LE_SWAP32(tran_i d))
5203 SHAlUpdat e( &halct x, (void *)renote_key, 5269 ENLXS > MSGF( EMLXS_CONTEXT, &eml xs_fcsp_detail _nsg,
5204 node_dhc- >aut h_key. renot e_passwor d_| engt h) ; 5270 "em xs_hash_rsp: Ox% Ox% O0x% O0x% dhval | en=0x%"
5271 ndl p->nl p_DID, hash_id, dhgp_id, nytran_id, dhvall en)
5206 SHAlUpdat e( &halct x, (void *)shal_di gest, SHA1_LEN);
5273 if (ndlp- >n|p DI D == FABRI C_DI D)
5208 SHA1Fi nal ((void *)shal_di gest, &shalctx); 5274 nykey = (char *)node_dhc->aut h_key. | ocal _password;
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5276
5277
5278

5280
5281
5282
5283
5284

5286
5288

5290
5291

5293
5294
5295

5297

5299
5300
5301
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5303
5304
5305
5306

5308
5309
5310
5311

5313
5314
5315
5316
5317

5319

5321
5322

5324
5325

5327

5329
5330
5331
5332

5334
5335
5336
5337
5338
5339
5340
5341

} else {

nykey = (char *)node_dhc->aut h_key. | ocal _password;
}
if (dhval == NULL) {

/* NULL DHCHAP */

if (hash_id == AUTH MD5) {
bzero( &ndct x, sizeof (MD5_CTX));
hash_si ze = MD5_LEN;

MD5I1 ni t (&ndct x) ;

MD5Updat e( &mdct x, (unsigned char *)&mytran_id, 1);

MD5Updat e( &mdct x, (unsi gned char *)nykey,
node_dhc->aut h_key. | ocal _password_| engt h);

MD5Updat e( &rdct X,
(unsi gned char *)&(un_cval .nd5.val[0]),
MD5_LEN) ;

MD5Fi nal ((uint8_t *)nd5_di gest, &nmdctx);

hash_val = (uint32_t *)kmem. all oc(hash_si ze,
KM_NGCSLEEP) ;

if (hash_val == NULL) {

return (NULL);
} else {

bcopy((void *)&nd5_di gest,

(void *)hash_val, MD5_LEN);

}

| *

* enm xs_md5_di gest _to_hex((uint8_t *)hash_val,

* output);
*/

}
if (hash_id == AUTH_SHA1)
bzero(&shalctx, sizeof (SHA1_CTX));
hash_si ze = SHA1_LEN,
SHALI ni t (&halctx);
SHA1Updat e( &halct x, (void *)&ytran_id, 1);

SHAlUpdat e( &halct x, (void *)nykey,
node_dhc->aut h_key. | ocal _password_| engt h);

SHAlUpdat e( &halct x,
(void *)&un_cval .shal.val [0]), SHA1_LEN);

SHA1Fi nal ((void *)shal_di gest, &shalctx);
/*

* enl xs_shal_di gest _to_hex((uint8_t *)hash_val,

* output);
*/

hash_val = (uint32_t *)kmemall oc(hash_si ze,
KM _NOSLEEP) ;
if (hash_val == NULL) {
return (NULL);
} else {
bcopy((void *)&shal_di gest,
(void *)hash_val, SHA1_LEN);

81
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5342
5343
5344

5346
5347
5348
5349
5350
5351
5352
5353
5354
5355
5356
5357
5358
5359
5360
5361
5362
5363
5364
5365

5367
5368
5369
5370
5371
5372

5374
5376

5378
5379

5381
5383

5385
5386
5387
5388
5389
5390
5391
5392
5393
5394
5395
5396

5398
5400

5402
5403

5405
5407
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}
return ((uint32_t *)hash_val);

} else {

/
/

e

SOk ok ok R K R % ok k ok F ok k ok F ok F

process DH grops */

cal cul ate interm hash value Cal Cal = H(Cl || (g”x nod
p)"y mod p) in which Cl is the challenge received. g"x nod
p is the dhval received y is the random nunber in 16 bytes
for MD5, 20 bytes for SHA1 p is hardcoded val ue based on
di fferent DH groups.

To cal culate hash value RL RL = H (Ti || Kn || Cai) in which
Ti is the transaction identifier Kn is the shared secret.
Cai is the result frominterm hash.

Ay mod p is reserved in port_dhc as pubkey (public key).for
bi-dir challenge is another random nunber. y is prikey
(private key). ((g™"x nmod p)*y nod p) is sekey (session
key)
/
r = enl xs_i nterm hash(port, port_dhc, ndlp,
(void *)&Cai, tran_id,
un_cval, dhval, &dhvallen);

if (err '= BIGOK) {

return (NULL);

}
if (hash_id == AUTH M5

L MD5) {

bzer o( &dct x, sizeof (MD5_CTX));

hash_si ze = MD5_LEN;

MD5I ni t (&ndct x) ;

MD5Updat e( &rdct x, (unsi gned char *)&nmytran_id, 1);

MD5Updat e( &rdct x, (unsi gned char *)nykey,
node_dhc->aut h_key. | ocal _password_| engt h);

MD5Updat e( &mdct x, (unsi gned char *)Cai, MD5_LEN);
MD5Fi nal ((uint8_t *)nd5_di gest, &ndctx);

hash_val = (uint32_t *)kmem all oc(hash_size,
KM_NOSLEEP) ;
if (hash_val == NULL) {
return (NULL);
} else {
bcopy((voi d *)&rd5_di gest,
) (void *)hash_val, MD5_LEN);

}
if (hash_id == AUTH SHA1)

L {
bzero(&shalctx, sizeof (SHA1_CTX));
hash_si ze = SHA1_LEN,

SHA1I ni t (&halct x) ;
SHAlUpdat e( &halctx, (void *)&nmytran_id, 1);

SHA1Updat e( &halct x, (void *)nykey,
node_dhc->aut h_key. | ocal _password_| engt h);

SHAl1Updat e( &halct x, (void *)&Cai[0], SHA1_LEN);
SHA1Fi nal ((void *)shal_digest, &shalctx);
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5409
5410
5411
5412
5413
5414
5415
5416
5417
5418
5419

5421

5424
5425
5426
5427
5428
5429
5430
5431
5432
5433
5434
5435
5436
5437
5438
5439
5440
5441
5442
5443
5444
5445
5446
5447
5448
5449
5450
5451
5452
5453
5454
5455

5457
5458
5459
5460
5461
5462
5463

5465
5466
5467
5468
5469
5470

5472
5473

}

* Ok kb Ok Ok Ok k% ok

| *
Bl

hash_val = (uint32_t *)kmem all oc(hash_size,
KM_NOSLEEP) ;

if (hash_val == NULL) {

return (NULL);
} else {

bcopy((void *)&shal_di gest,

(void *)hash_val, SHA1_LEN);

}

return ((uint32_t *)hash_val);

}

/* em xs_hash_rsp */

To get the augnented chall enge Cai Stored in hash_val

Cai = Hash (Cl || ((g"x mod p)*y nod p)) = Hash (Cl || (g"(x*y) nod p)
Cl: chal | enge received fromthe renpte entity (g*x nod p): dh val
received fromthe renote entity (renpte entity’s pubkey) vy:

random private key fromthe local entity Hash: hash function used in
agreenment. (g~(x*y) nmod p): shared session key (aka

shared secret) (g”y nod p): local entity' s pubkey

/

ARGSUSED */

G_ERR_CODE

em xs_i nterm hash(

em xs_port_t *port,

em xs_port_dhc_t *port_dhc,
NODELI ST *ndl p,

void *hash_val,

ui

nt32_t tran_id,

uni on chal | enge_val un_cval,

ui
ui

{

nt8_t *dhval
nt32_t *dhval | en)

em xs_node_dhc_t *node_dhc = &ndl p->node_dhc;
uint32_t dhgp_id;

uint32_t hash_id;

MD5_CTX ndct x;

SHA1_CTX shalct x;

uint8_t shal_digest[20];

uint8_t nd5_di gest[16];

ui nt32_t hash_si ze;

Bl G ERR CODE err = BI G CK;

if (ndlp->nlp_DiD == FABRIC DI D) {

hash_i d = node_dhc->hash_i d;
dhgp_i d = node_dhc->dhgp_i d;
} else {
hash_i d = node_dhc->nl p_aut h_hashi d;
dhgp_i d = node_dhc- >nl p_aut h_dhgpi d;

if (hash_id == AUTH MD5) {
bzer o( &mct x, sizeof (MD5_CTX));
hash_si ze = MD5_LEN;
MD5I1 ni t (&mdct x) ;
MD5Updat e( &ndct x,
(unsi gned char *)&un_cval . md5.val [0]), MD5_LEN);

/*
* get the pub key (g"y nod p) and session key (g"(x*y) nod
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5474
5475
5476
5477

5479
5480
5481
5482
5483
5484
5485
5486
5487
5488
5489
5490

5492

5494
5495
5496
5497

5499
5501
5503

5505
5506
5507

5509
5510
5511
5512
5513
5514
5515
5516
5517
5518
5519

5521

5523
5524
5525

5527

5529
5530
5531
5532
5533
5534
5535
5536
5537
5538
5539

* p) and stored themin the partner’s ndlp structure
&/

err = emnl xs_BI GNUM get _pubkey(port, port_dhc, ndlp,
dhval , dhvall en, hash_size, dhgp_id);

if (err 1= BIGOK {

return (err);

}
if (ndlp->nlp_DID == FABRIC DD ({
MD5Updat e( &rdct x,
(unsi gned char *)&node_dhc->ses_key[ 0],
node_dhc- >seskey_| en);
} else {
MD5Updat e( &dct x,
(unsi gned char *)&node_dhc->nl p_aut h_mi sc. ses_key[ 0],
node_dhc->nl p_aut h_m sc. seskey_I en);

MD5Fi nal ((uint8_t *)nd5_di gest, &mdctx);

bcopy((void *)&nd5_di gest, (void *)hash_val, MD5_LEN);

}
if (hash_id == AUTH SHAl)
bzero(&shalct x, sizeof (SHAL1_CTX));

hash_si ze = SHA1_LEN;
SHALI ni t (&halctx);

SHAlUpdat e( &halct x, (void *)&un_cval.shal.val[0]), SHA1_LEN);

/* get the pub key and session key */
err = em xs_BlI GNUM _get _pubkey(port, port_dhc, ndlp,
dhval , dhvall en, hash_size, dhgp_id);

if (err 1= BIG_
return (err);

}
if (ndlp->nlp_DID == FABR C DI D)

SHA1Updat e( &halct x, (void *)&node_dhc->ses_key[ 0],

node_dhc- >seskey_| en);
} else {
SHAl1Updat e( &halct x,
(void *)&node_dhc->nl p_auth_m sc. ses_key[ 0],
node_dhc- >nl p_aut h_m sc. seskey_Il en);

}
SHA1Fi nal ((voi d *)shal_di gest, &shalctx);
bcopy((void *)&shal_di gest, (void *)hash_val, SHA1_LEN);
%eturn (err);
} /* em xs_intermhash */

/*
* This routine get the pubkey and session key. these pubkey and session
*/key are stored in the partner’s ndlp structure.
*
/* ARGSUSED */
Bl G ERR_CODE
em xs_BlI GNUM_get _pubkey (
em xs_port_t *port,
em xs_port_dhc_t *port_dhc,
NODELI ST *ndl p,
uint8_t *dhval,
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5540 uint32_t *dhvall en, 5606 } else {
5541 ui nt32_t hash_si ze, 5607 (voi d) random get _pseudo_byt es(random nunber, hash_si ze);
5542 uint32_t dhgp_i d) 5608 }
5543 {
5544 eml xs_hba_t *hba = HBA; 5610 /* e: */
5611 byt estri ng2bi gnum(&e, (unsigned char *)random nunber, hash_si ze);
5546 BIGNUM a, e, n, result;
5547 uint32_t plen; 5613 #endif /* RAND */
5548 ui nt8_t random nunber|[ 20];
5549 unsi gned char *tnp = NULL; 5615 #ifdef MYRAND
5550 Bl GNUM g, resultl; 5616 byt est ri ng2bi gnum(&e, (unsigned char *)nyrand, hash_size);
5552 #ifdef Bl GNUM CHUNK . 32 5618 pr| ntf( "nyr and random nunber as Y ================\n");
5553 uint8_t gen[] = {0x00, 0x00, 0x00, 0x02}; 5619 =0; i < 5 i ++)
5554 #el se 5620 for (j = O j < 4; j+4)
5555 uint8_t gen[] = {0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x02}; 5621 printf("°/o<", nyrand[ (i * 4) +j]);
5556 #endif /* Bl GNUM CHUNK 32 */ 5622
5623 printf("\n");
5558 em xs_node_dhc_t *node_dhc = &ndl p->node_dhc; 5624 }
5559 Bl G ERR CODE err = Bl G K; 5625 #endif /* MYRAND */
5561 l* 5627 switch (dhgp id) {
5562 * conpute a“e nod n assune a < n, n odd, result->value at |east as 5628 case CROUP_1024:
5563 * long as n->val ue. 5629 plen = 128;
5564 ki 5630 tnp = dhgpl_pVaI ;
5565 * ais the public key received fromresponder. e is the private key 5631 br eak;
5566 * generated by ne. n is the well known nodul us.
5567 */ 5633 case GROUP_1280:
5634 plen = 160;
5569 ENLXS ,_MSGF( EMLXS_CONTEXT, &eml xs_fcsp_detail _nsg, 5635 tmp = dhgp2_pVal ;
5570 "em xs_BlI GNUM get _pubkey: Ox% Ox% Ox% Ox%" 5636 br eak;
5571 ndl p->nl p_DI D, *dhval |l en, hash_si ze, dhgp_id);
5638 case CGROUP_1536:
5573 /* size should be in the unit of (BIG CHUNK TYPE) words */ 5639 plen = 192;
5574 if (big_init(&, CHARLEN2BI GNUMLEN(*dhvallen)) != BIG OK) { 5640 tnp = dhgp3_pVal ;
5575 EMLXS_MSGF( EMLXS_CONTEXT, &em xs_fcsp_error_nsg, 5641 br eak;
5576 "em xs_BlI GNUM get pubkey big init failed. a size=%",
5577 CHARLEN2BI GNUMLEN( *dhval | en)); 5643 case GROUP_2048:
5644 pl en = 256;
5579 err = Bl G.NO MEM 5645 tnp = dhgp4_pVal ;
5580 return (err); 5646 br eak;
5581 } 5647 }
5582 /* a: (g"x nmod p) */
5583 /* 5649 if (big init(&n, CHARLEN2BI GNUMLEN(plen)) != BI G OK) {
5584 * dhval is in big-endian format. This call converts from 5650 EM_LXS_MSGF( EMLXS_CONTEXT, &emnl xs_fcsp_error_nsg,
5585 * byte-big-endian format to big nunber format (words in little 5651 "enl xs_BlI GNUM get _pubkey: big_init failed. n size=%l",
5586 * endi an order, but bytes within the words big endian) 5652 CHARLEN2BI GNUMLEN( pl en) ) ;
5587 */ 5653 err = Bl G.NO_ MVEM
5588 byt est ri ng2bi gnum( &, (unsigned char *)dhval, *dhvallen); gggé ) goto ret2;
5590 if (big_init(&, CHARLEN2BI GNUMLEN( hash_size)) != BI G OK) { 5656 byt estring2bi gnum( &1, (unsigned char *)tnp, plen);
5591 NLXS , MSGF( EMLXS_CONTEXT, &eml xs. _fcsp_error_nsg,
5592 "en xs_Bl GNUM get pubkey big_init failed. e size=%", 5658 if (big_init(&esult, CHARLEN2BI GNUMLEN(512)) != BI G OK) {
5593 CHARLEN2BI GNUMLEN( hash_si ze) ) ; 5659 EMLXS_MSGF( EMLXS_CONTEXT, &eml xs_fcsp_error_nsg,
5660 "enl xs_BlI GNUM get _pubkey: big_init failed. result size=%",
5595 err = BI G NO MEM 5661 CHARLENZBI GNUMLEN( 512) )
5596 goto ret1;
5597 } 5663 err = Bl G.NO_MEM
5598 #ifdef RAND 5664 goto ret3;
5665 }
5600 bzer o( & andom nunber, hash_si ze); 5666 if (big_cnp_abs(&, &n) > 0) {
5667 EM_XS_MSGF( EMLXS_CONTEXT, &emnl xs_fcsp_error_nsg,
5602 /* to get random private key: y */ 5668 "enl xs_BlI GNUM get _pubkey: big_cnp_abs error.");
5603 /* remenber y is short lived private key */ 5669 err = Bl G_GENERAL_ERR;
5604 if (hba->rdn_flag == 1) { 5670 goto ret4;
5605 e xs_get _random byt es(ndl p, random nunber, 20); 5671 }
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5672 /* perform corrput ation on big nunbers to get seskey */ 5738 /* convert big nunber pub_key to bytestring */
5673 /* a”e nod n */ 5739 if (ndlp->nlp_DID==FABRICDD {
5674 /* i.e., (g"x nod p)?y mod p */
5741 bi gnunRbyt est ri ng(node_dhc- >pub key, &resultl,
5676 if (big_ m)dexp(&r esult, &, &e, &n, NULL) != BIG OK) { 5742 si zeof (BI G CHUNK TYPE) * (resultl. len));
5677 X , MBGH( EM_XS CONTEXT, genl xs _fcsp_error_nsg, 5743 node_dhc->pubkey | en = (resultl.len) * si zeof (Bl G_CHUNK_TYPE) ;
5678 "en xs_Bl GNUM get pubkey bi g_rmodexp result error");
5679 err = Bl G NO_ MEM 5745 /* save another copy in ndlp */
5680 goto ret4; 5746 bi gnunRbyt est ri ng(node_dhc->nl p_aut h_mi sc. pub_key, &resultl,
5681 } 5747 sizeof (BIG CHUNK TYPE) * (resultl.len));
5682 /* convert big nurrber ses_key to bytestring */ 5748 node_dhc->nl p_aut h_mi sc. pubkey | en =
5683 if (ndlp->nlp_DID == FABRIC DID { 5749 (resultl.Ten) * sizeof (Bl G_CHUNK_TYPE);
5684 /*
5685 * This call converts from big nunber format to 5751 } else {
5686 * byte-big-endian format. big nunber format is words in 5752 /* for end-to-end auth */
5687 * little endian order, but bytes within words in native byte 5753 bi gnunRbyt est ri ng(node_dhc->nl p_aut h_mi sc. pub_key, &resultl,
5688 * order 5754 si zeof (BIG_CHUNK TYPE) * (resultl.len));
5689 */ 5755 node_dhc->nl p_aut h_ni sc. pubkey | en =
5690 bi gnunkbyt estri ng(node_dhc->ses_key, &result, 5756 (result1.Ten) * sizeof (BIG CHUNK TYPE);
5691 si zeof (BIG CHUNK_TYPE) * (result.len)); 5757 }
5692 node_dhc- >seskey_| en = sizeof (BI G CHUNK TYPE) * (result.len);
5759 EM_XS > MSGF( EMLXS_CONTEXT, &emnl xs_fcsp_detai | _Isg,
5694 /* we can store another copy in ndlp */ 5760 "enm xs_BlI GNUM get pubkey after pubkey cal: Ox% Ox% Ox%",
5695 bi gnunRbyt est ri ng(node_dhc->nl p_aut h_mi sc. ses_key, &result, 5761 node_dhc->nl p_auth_mi sc. pubkey_len, resultl.size, resultl.len);
5696 si zeof (BIG_CHUNK_TYPE) * (result.len));
5697 node_dhc->nl p_aut h_ni sc. seskey_|l en =
5698 sizeof (BIG CHUNK_TYPE) * (result.len); 5764 ret6:
5699 } else { 5765 bi g_fini sh(& esultl);
5700 /* for end-to-end auth */ 5766 retb5:
5701 bi gnunRbyt est ri ng(node_dhc->nl p_aut h_mi sc. ses_key, &result, 5767 bi g_finish(&g);
5702 si zeof (BI G_CHUNK_TYPE) * (result len)); 5768 ret4:
5703 node_dhc->nl p_aut h_mi sc. seskey_len = 5769 big_finish(&esult);
5704 si zeof (BI'G_CHUNK_TYPE) * (result.len); 5770 ret3:
5705 } 5771 bi g_fini sh(&n);
5772 ret2:
5707 EMLXS_MSGF( EMLXS_CONTEXT, &eml xs_fcsp_detail _nsg, 5773 bi g_finish(&e);
5708 "enl xs_BlI GNUM get pubkey after seskey cal: Ox% Ox% Ox%", 5774 ret1:
5709 node_dhc->nl p_auth_ni sc. seskey_l en, result.size, result.len); 5775 bi g_finish(&a);
5777 return (err);
5712 /* to get pub_key: gy nod p, gis 2 */
5779 } /* enl xs_BI GNUM get _pubkey */
5714 if (big_init(&y, 1) !'= BIG K {
5715 EMLXS_MSGF( EMLXS_CONTEXT, &em xs_fcsp_error_nsg,
5716 "em xs_BlI GNUM get pubkey big init failed. g size=1"); 5782 | *
5783 * g”x mod p x is the priv_key g and p are wel | know based on dhgp_id
5718 err = Bl G.NO_MEM 5784 */
5719 goto ret4; 5785 /* ARGSUSED */
5720 1 5786 static Bl G ERR CODE
5721 if (big_init(&esultl, CHARLEN2BI GNUMLEN(512)) != BI G OK) { 5787 em xs_BI GNUM get _dhval (
5722 NLXS _MBGF( EMLXS_CONTEXT, &eml xs_fcsp_error_msg, 5788 em xs_port_t *port,
5723 "em xs_BlI GNUM get _pubkey: big_ init failed. resultl size=%l", 5789 enl xs_port _dhc_t *port _dhc,
5724 CHARLEN2BI GNUMLEN(512) ) ; 5790 NODELI ST *ndl p,
5725 err = Bl G.NO_ MEM 5791 uint8_t *dhval,
5726 goto ret5; 5792 uint32_t *dhval _len,
5727 } 5793 uint32_t dhgp id,
5794 uint8_t *priv key,
5729 byt est ri ng2bi gnun( &g, 5795 uint32_t privkey_len)
5730 (unsi gned char *)&gen, sizeof (Bl G CHUNK TYPE)); 5796 {
5797 em xs_node_dhc_t *node_dhc = &ndl p->node_dhc;
5732 if (big_nodexp(&esultl, &3, &, &n, NULL) != BIG OK) { 5798 BIGNUM g, e, n, resultl;
5733 EM_LXS_MSGF( EMLXS_CONTEXT, &emnl xs_fcsp_error_nsg, 5799 uint32_t plen;
5734 "enl xs_Bl GNUM get _pubkey: bi g_nodexp resultl error"); 5800 unsi gned char *tnp = NULL;
5735 err = BIG | NO ) MEM
5736 goto ret6; 5802 #ifdef Bl GNUM CHUNK 32
5737 } 5803 uint8_t gen[] = {0x00, 0x00, O0x00, 0x02};
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5804 t#el se

5805
5806

5808

5810
5811
5812

5814
5815
5816
5817

5819
5820
5821
5822
5823
5824

5826
5827
5828
5829
5830

5832
5833
5834
5835

5837
5838
5839
5840
5841

5843
5844
5845
5846
5847

5849
5850
5851
5852

5854
5855
5856
5857

5859
5860
5861
5862
5863

5865
5866
5867
5868

uint8_t gen[] —{OxOO 0x00, 0x00, 0x00, O0x00, 0x00, 0x00, 0x02};
*/

#endi f /* Bl GNUM_CHUNK_32

Bl G ERR_CODE err = Bl G OK;

EMLXS _MSGF( EMLXS_CONTEXT, &eml xs_fcsp_detail _nsg,
"enl xs_Bl GNUM get _dhval : di d=0x%_pri vkey_| en=0x% dhgp_i d=0x%",
ndl p->nl p_DI D, privkey_|en, dhgp_id);

if (big_ init(&esultl, CHARLEN2BI GNUMLEN(512)) != BIG OK) {
EMLXS_MSGF( EMLXS_CONTEXT, &em xs_fcsp_error_nsg,
"enl xs_Bl GNUM get _dhval : big_init failed. resultl size=%l",
CHARLENZ2BI GNUMLEN(512) ) ;

err = Bl G.NO_MEM
return (err);

}
if (big_init(&y, 1) !'= BIG K {
EMLXS_MSGF( EMLXS_CONTEXT, &em xs_fcsp_error_nsg
"enl xs_BlI GNUM get _dhval : big_init failed. g size=1");

err = Bl G_.NO_ MEM
goto ret1;

/* get g */
byt est ri ng2bi gnun( &g, (unsigned char *)gen, sizeof (Bl G CHUNK TYPE));

if (big_ | n| t (&e CHARLEN2BI GNUMLEN( pri vkey_len)) !'= BIG OK) {
S _MSGF( EMLXS_CONTEXT, &eml xs_fcsp_error_nsg,
"em xs_BlI GNUM get _dhval : big_init failed. e size=%",
CHARLEN2BI GNUMLEN( pri vkey_l en));

err = Bl G_NO_MEM
gotoretz

}
/* get x */
byt estring2bi gnunm(&e, (unsigned char *)priv_key, privkey_|en);

switch (dhgp |d) {

case CGROUP_1
pl en = 128
tnmp = dhgpl_pVal ;
br eak;

case GROUP_1280:
plen = 160;
tnp = dhgp2_pVal ;
br eak;

case CROUP_1536:
plen = 192;
tmp = dhgp3_pVal ;
br eak;

case GROUP_2048:
pl en = 256;
tmp = dhgp4_pVal
br eak;

}

if (big_init(&, CHARLEN2BI GNUMLEN(plen)) != BIG OK) {
EM_XS ,_MSGF( EMLXS_CONTEXT, &emnl xs_fcsp_error_nsg,
"enl xs_BlI GNUM get _dhval: big_init failed. n size=%d",
CHARLENZBI GNUMLEN{ pl en) ) ;
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5870
5871
5872
5873
5874

5876
5877
5878
5879

5881
5882
5883
5884
5885
5886
5887
5888
5889

5891
5892
5893
5894

5896
5897
5898
5899
5900
5901
5902
5903
5904

5907
5908
5909
5910
5911
5912
5913
5914

5916

5919
5920
5921
5922
5923
5924
5925
5926

5928
5930
5933

5934
5935

reta:
reta3:
ret2:

retl:

err = Bl G.NO_MEM
goto ret3;

}
/* get p */
byt estring2bi gnum( &1, (unsigned char *)tnp, plen);

/* to cal: (g"x nod p) */
if (big_nodexp(&esultl, &g, &, &n, NULL) != BIG OK) {
EM_XS ,_MBSGF( EMLXS CO\ITEXT &en xs _fcsp_error_nsg,
"em xs_BlI GNUM get _dhval : bi g_nodexp resultl error");

err = Bl G_GENERAL_ERR
goto ret4;

/* convert big nunber pub_key to bytestring */
if (ndlp->nlp DID == FABRIC DID) {
bi gnunRbyt estri ng(node_dhc- >hrsp_pub_key, &resultl1,
si zeof (BI G CHUNK_TYPE) * (resultl.len));
node_dhc->hrsp_pubkey | en =
(resultl.len) * sizeof (BIG CHUNK TYPE);

/* save another copy in partner’s ndlp */

bi gnunbyt estri ng(node_dhc->nl p_aut h_mi sc. hr sp_pub_key,
&esultl,
si zeof (BIG CHUNK_TYPE) * (resultl.len));

node_dhc->nl p_aut h_m sc. hr sp_pubkey_l en =
(resultl.len) * sizeof (BIG CHUNK TYPE);
} else {

bi gnunbyt est ri ng( node_dhc->nl p_aut h_m sc. hr sp_pub_key,
&resultl,
si zeof (BI G CHUNK _TYPE) * (resultl.]| en));
node_dhc->nl p_ auth m sc. hrsp_pubkey_l en =
(resultl.Ten) * sizeof (Bl G CHUNK TYPE);

if (ndlp->nlp_DID==FABRIC DD {
bcopy((voi d *)node_dhc->hrsp_pub_key, (void *)dhval,
node_dhc- >hr sp_pubkey_I en);
} else {
bcopy((void *)node_dhc->nl p_aut h_m sc. hrsp_pub_key,
(void *)dhval,
node_dhc- >nl p_aut h_m sc. hr sp_pubkey_I| en);

}
*(uint32_t *)dhval _len = (resultl.len) * sizeof (Bl G CHUNK_TYPE);

bi g_finish(&esultl);
bi g_finish(&e);
bi g_fi ni sh(&n);
bi g_finish(&g);

return (err);

} /* enml xs_BI GNUM get _dhval */

/*

* to get ((g"y nod p)~x nod p) a’e nod n

*/
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5936 BI G_ERR_CODE 6002 "enl xs_BlI GNUM pubkey: big_init failed. n size=%",
5937 enl xs_BI GNUM pubkey ( 6003 CHARLEN2BI GNUMLEN( pl en) ) ;
5938 em xs_port_t *port,
5939 voi d *pubkey, 6005 err = Bl G.NO_MEM
5940 uint8_t *dhval, /* g™y mod p */ 6006 goto ret2;
5941 ui nt 32_t dhval |l en, 6007
5942 uint8_t *key, [* x */ 6008 byt estring2bi gnum( &1, (unsigned char *)tnp, plen);
5943 uint32_t key_si ze,
5944 ui nt32_t dhgp_id, 6010 if (big_init(&esult, CHARLEN2BI GNUMLEN(512)) != BI G OK) {
5945 ui nt 32_t *pubkeyl en) 6011 M_X  MBGH( EM_XS CONTEXT, &em xs_fcsp_error_nsg,
5946 { 6012 "em xs_BlI GNUM pubkey: big_ init failed. result size=%l",
5947 BIGNUM a, e, n, result; 6013 CHARLEN2BI GNUMLEN( 512) ) ;
5948 uint32_t plen;
5949 unsi gned char *tnp = NULL; 6015 err = Bl G.NO_MEM
5950 Bl G ERR CODE err = BI G OK; 6016 goto ret3;
6017 }
5952 ENLXS > MBGF( EMLXS_CONTEXT, &eml xs_fcsp_detail _nsg, 6018 if (big_ cnp abs(&a &n) > 0) {
5953 "em xs_BlI GNUM pubkey: dhval | en=0x% dhgp_i d=0x%" 6019 S_MSGF( EMLXS_CONTEXT, &enl xs_fcsp_error_nsg,
5954 dhval | en, dhgp_id); 6020 "em xs_BlI GNUM pubkey: big_cnp_abs error™);
5956 if (big_init(&, CHARLEN2BI GNUMLEN(dhvallen)) != BIG OK) { 6022 err = Bl G GENERAL_ERR
5957 EMLXS_MSGF( EMLXS_CONTEXT, &eml xs_fcsp_error_nsg, 6023 goto ret4;
5958 "em xs_BlI GNUM pubkey: big_init failed. a size=%", 6024 }
5959 CHARLEN2BI GNUMLEN( dhval I en) ) ; 6025 if (big_nodexp(&esult, &, &e, &1, NULL) != BIG OK) {
6026 ENLXS , MBGH( ENLXS CONTEXT, genl xs _fcsp_error_nsg,
5961 err = Bl G_.NO_MEM 6027 "enl xs_Bl GNUM pubkey: big_nodexp result error");
5962 return (err);
5963 } 6029 err = Bl G_.NO_MEM
5964 /* get g*y nod p */ 6030 goto ret4;
5965 byt estring2bi gnum( &, (unsigned char *)dhval, dhvallen); 6031
6032 bi gnunbyt est ri ng( pubkey, &result,
5967 if (big_ init(&, CHARLEN2BI GNUMLEN(key size)) != BIG OK) { 6033 sizeof (Bl G CHUNK TYPE) * (result.len));
5968 EMLXS_MSGF( EMLXS_CONTEXT, &enl xs_fcsp_error_nsg, 6034 *pubkeyl en = sizeof (Bl G CHUNK_TYPE) * (result I en);
5969 "enl xs_Bl GNUM pubkey: big_ init failed. e size=%",
5970 CHARLEN2BI GNUMLEN( key_si ze) ) ; 6036 /* This pubkey is actually session key */
5972 err = Bl G_NO_ MEM 6038 ret4:
5973 goto retl; 6039 bi g_finish(&esult);
5974 } 6040 ret3:
5975 /* get x */ 6041 bi g_finish(&n);
5976 byt est ri ng2bi gnum( &, (unsigned char *)key, key_size); 6042 ret2:
6043 bi g_fini sh(&e);
5978 switch (dhgp id) { 6044 retl:
5979 case GROUP_1 4 6045 bi g_finish(&a);
5980 plen = 128;
5981 tmp = dhgpl_pVaI ; 6047 return (err);
5982 br eak;
6049 } /* enl xs_BI GNUM pubkey */
5984 case GROUP_1280:
5985 plen = 160;
5986 tnp = dhgp2_pVal ; 6052 /*
5987 br eak; 6053 * key: x dhval: (g”y nod p) tran_id: Ti bi_cval: C2 hash_id: H dhgp_id: p/g
6054 *
5989 case G?CUP_1536: 6055 * Cai = H(C2 || ((g*y nod p)~x nmod p) )
5990 plen = 192; 6056 *
5991 tnp dhgp3_pVaI ; 6057 */
5992 br eak; 6058 /* ARGSUSED */
6059 BI G_ERR_CODE
5994 case GROUP_2048: 6060 em xs_hash_Cai (
5995 pl en = 256; 6061 em xs_port _t *port,
5996 tnp = dhgp4_pVal ; 6062 em xs_port_dhc_t *port_dhc,
5997 br eak; 6063 NODELT ST *ndl p,
5998 } 6064 voi d *Cai,
6065 ui nt 32_t hash id,
6000 if (big_ init(&n, CHARLEN2BI GNUMLEN(plen)) != BI G OK) { 6066 ui nt32_t dhgp_id,

6001 EM_LXS_MSGF( EMLXS_CONTEXT, &emnl xs_fcsp_error_nsg, 6067 uint32_t tran_id,
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6068
6069
6070
6071
6072
6073
6074
6075
6076
6077
6078
6079
6080
6081
6082

6084
6085
6086
6087

6089
6090
6091
6092

6094
6095
6096
6097
6098
6099

6101
6102
6103
6104

6106
6107
6108
6109
6110
6111

6113
6114
6115
6116
6117
6118
6119

6121
6122
6123
6124
6125

6127
6128
6129
6130
6131
6132

uint8_t *cval,
uint32_t cval _len,
uint8_t *key,
uint8_t *dhval,

ui nt32_t dhval |l en)

em xs_node_dhc_t *node_dhc = &ndl p- >node_dhc;
MD5_CTX nudct x;

SHAL_CTX shalct x;

uint8_t shal_digest[20];

uint8_t nd5_di gest[16];

uint8_t pubkey[512];

uint32_t pubkey_len = 0;

uint32_t key_si ze;

Bl G ERR CODE err = BI G OK;

key_size = cval _l en;
ENLXS > MBGF( EMLXS_ CO\ITEXT &em xs_fcsp_det ai | _Isg,
"em xs_hash_Cai: Ox% Ox% Ox% Ox% Ox%"
ndl p->nl p_DID, hash_id, dhgp_id, tran_id, dhval | en);

if (hash_id == AUTH MD5) {
bzero( &rdct x, sizeof (MDX5_CTX));
MD5I ni t (&rdct x) ;
MD5Updat e( &mdct x, (unsi gned char *)cval, cval _len);

/* this pubkey obtained is actually the session key */
* pubkey: ((g”y nod p)~x mod p)
*/

err = emnl xs_BlI GNUM pubkey(port, pubkey, dhval, dhvallen,
key, key size, dhgp_id, &pubkey I en);

if (err 1= BIGOK) {
EIVLXS , MBGF( EMLXS_CONTEXT, &eml xs_fcsp_error_nsg,
"em xs_hash_Cai: MD5 Bl GNUM pubkey error: Ox%",
err);

err = Bl G_GENERAL_ERR;
return (err);

}
i f (pubkey len == 0) {
XS , MBGF( EMLXS_CONTEXT, &eml xs_fcsp_error_nsg,

"em xs_hash_Cai: MD5 Bl GNUM pubkey error: [en=0");

err = Bl G GENERAL_ERR;
return (err);

}
if (ndlp->nlp DID == FABRIC DI D) {
bcopy((voi d *)pubkey,
(void *)node_dhc->hrsp_ses_key, pubkey_len);
node_dhc- >hr sp_seskey_| en = pubkey_| en;

/* store extra copy */

bcopy((voi d *)pubkey,
(void *)node_dhc->nl p_aut h_m sc. hrsp_ses_key,
pubkey_I en);

node_dhc->nl p_aut h_m sc. hrsp_seskey_| en = pubkey_| en;

} else {
bcopy((voi d *) pubkey,
(void *)node_dhc->nl p_aut h_mi sc. hrsp_ses_key,
pubkey_I en);
node_dhc- >nl p_aut h_m sc. hrsp_seskey_| en = pubkey_| en;
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6134
6135
6136
6137
6138
6139
6140

6142

6144
6145

6147
6148
6149
6150

6152
6153
6154
6155
6156
6157

6159
6160
6161
6162
6163
6164
6165
6166

6168
6169
6170
6171
6172

6174
6175
6176
6177
6178
6179

6181
6182
6183
6184
6185

6187

6190
6191
6192
6193
6194
6195
6196
6197
6198
6199

MD5Updat e( &mdct x, (unsi gned char *)pubkey, pubkey_len);
MD5Fi nal ((uint8_t *)nd5_di gest, &mdctx);
bcopy((void *)&md5_di gest, (v0| d *)Cai, MX5_LEN);

}

if (hash_id == AUTH SHA1) {
bzero(&shalctx, sizeof (SHA1_CTX));
SHALI ni t (&halctx);

SHAlUpdat e( &halct x, (void *)cval, cval _len);

err = emnl xs_BI GNUM pubkey(port, pubkey, dhval, dhvallen,
key, key_size, dhgp_id, &pubkey |en);

if (err 1= BIGOK {
EMLXS_MSGF( EMLXS_CONTEXT, &enl xs_fcsp_error_nsg,
"em xs_hash_Cai : SHA1 BI GNUM pubkey error: Ox%",
err);

err = Bl G_GENERAL_ERR,
return (err);

}
1 f (pubkey_len == 0) {
EML XS , MBGF( EMLXS_CONTEXT, &emnl xs_fcsp_error_nsg,
"em xs_hash_Cai: SA1 BUM pubkey error: key_l en=0");

err = Bl G_GENERAL_ERR;
return (err);

}
if (ndlp->nlp_DID==FABRIC DD ({
bcopy((voi d *)pubkey,
(void *)node_dhc->hrsp_ses_key,
pubkey_I en);
node_dhc->hrsp_seskey_| en = pubkey_I en;

/* store extra copy */

bcopy((v0| d *) pubkey,
(void *)node_| dhc->nl p_aut h_ni sc. hrsp_ses_key,
pubkey I en);

node_dhc- >nl p_aut h_m sc. hrsp_seskey_| en = pubkey_| en;

} else {
bcopy((voi d *)pubkey,
(void *)node_dhc->nl p_aut h_m sc. hrsp_ses_key,
pubkey_I en);
node_dhc->nl p_ auth m sc. hrsp_seskey_| en = pubkey_| en;

}

SHA1Updat e( &halct x, (void *)pubkey, pubkey_Ien);
SHA1Fi nal ((voi d *)shal_di gest, &shalctx);
bcopy((void *)&shal_di gest, (void *)Cai, SHA1_LEN);

}
return (err);

} /* em xs_hash_Cai */

* Ok kR % Rk Ok Ok 3k

This routine is to verify the DHCHAP_Reply frominitiator by the host
as the responder.

flag: 1: if host is the responder 0: if host is the initiator
if bi_cval !'= NULL, this routine is used to calculate the response based

on the challenge frominitiator as part of
DHCHAP_Reply for bi-dirctional authentication.

94



new usr/src/uts/comon/iol fibre-channel/fcalem xs/ em xs_dhchap. ¢

6200

6201 /*

ARGSUSED */

6202 static uint32_t *
6203 em xs_hash_veri fication(

6204
6205
6206
6207
6208
6209
6210
6211
6212
6213
6214
6215
6216
6217
6218
6219
6220
6221
6222
6223
6224
6225
6226
6227
6228
6229

6231
6232

6234
6235
6236
6237
6238
6239
6240
6241
6242
6243

6245
6246
6247
6248
6249
6250
6251

6253
6254
6255

6257
6258
6259
6260
6261
6262

6264

em xs_port_t *port,

em xs_port_dhc_t *port_dhc,

NODELT ST *ndl p,

uint32_t tran_id,

uint8_t *dhval,

uint32_t dhval _I en,

uint32_t flag, /* always 1 for now */
uint8_t *bi_cval)

/* always 0 for now */
em xs_node_dhc_t *node_dhc = &ndl p->node_dhc;
uint32_t dhgp_id;
uint32_t hash_i d;
ui nt 32_t *hash_val = NULL;
ui nt 32_t hash_si ze;

MD5_CTX ndct x;

SHA1_CTX shalct x;

uint8_t shal_digest[20];
uint8_t nmd5_digest[16];
uint8_t Cai[20];

/* union chall enge_val un_cval ; */
uint8_t key[ 20];

uint8_t cval[20];

uint32_t cval _l en;

uint8_t nytran_id = 0x00;
char *renote_key;

Bl G ERR CODE err = Bl G CK;

tran_id = (AUTH TRAN_I D MASK & tran_id);
mytran_id = (uint8_t)(LE SWAP32(tran_ |d))

if (ndlp->nlp_DID==FABRIC DD {
renot e_key = (char *)node_dhc->aut h_key. renot e_password;
} else {

in case of end-to-end auth, this renote password shoul d be
the password associated with the renote entity. (i.e.,)
for nowit is actually |ocal_password
*/
renot e_key = (char *)node_dhc->aut h_key. renot e_password;

}
if (flag == 0) {
dhgp_l d = node_dhc- >dhgp_i d;
hash_i d = node_dhc->hash_i d;
} else {
dhgp_i d = node_dhc->nl p_aut h_dhgpi d;
hash_i d = node_dhc- >nl p_aut h_hashi d;
}

ENLXS > MBGF( EMLXS_CONTEXT, &eml xs_fcsp_detail _nsg,
"em xs_hash_verification: Ox% O0x% hash_i d=0x% dhgp_i d=0x%",
ndl p->nl p_DID, nytran_id, hash_id, dhgp_id);

if (dhval _len == 0) {
/* NULL DHCHAP group */
if (hash_id == AUTH_MD5) {
bzero(&ndctx si zeof (MD5_CTX));
hash_si ze = MD5_LEN;
MD5I i t (&ndct x) ;

MD5Updat e( &rdct x, (unsi gned char *)&nmytran_id, 1);
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6266 if (ndlp->nlp_DID == FABRIC DID) {

6267 MD5Updat e( &rdct x,

6268 (unsi gned char *)renote_key,

6269 node_dhc- >aut h_key. renpt e_password_| engt h) ;
6270 } else {

6271 MD5Updat e( &rdct x,

6272 (unsi gned char *)renote_key,

6273 node_dhc- >aut h_key. renpt e_password_| engt h) ;
6274 }

6276 if (ndlp->nlp DID == FABRIC DI D) {

6277 MD5Updat e( &dct x,

6278 (unsi gned char *)&node_dhc->hrsp_cval [ 0],
6279 MD5_LEN) ;

6280 } else {

6281 MD5Updat e( &dct x,

6282 (un5| gned char *) &ode_dhc->nl p_aut h_mi sc. hrsp_cval [ 0],
6283 MD5 ;

6284 }

6286 MD5Fi nal ((uint8_t *)nd5_di gest, &ndctx);

6288 hash_val = (uint32_t *)kmem all oc(hash_size,

6289 KM I\KBLEEP)

6290 if (hash_val == NULL) {

6291 EM_XS > MSGF( EMLXS_CONTEXT, &eml xs_fcsp_error_nsg,
6292 "enm xs_hash verlflcatlon alToc failed");
6294 return (NULL);

6295 } else {

6296 bcopy((void *)nmd5_di gest,

6297 (void *)hash_val, MD5_LEN);

6298 }

6299 }

6300 if (hash_id == AUTH_SHA1)

6301 bzer o(&shalct X, sizeof (SHA1_CTX));

6302 hash_si ze = SHAl_LEN;

6303 SHALT ni t (&shalctx) ;

6304 SHAlUpdat e( &halct x, (void *)&nytran_id, 1);

6306 if (ndlp->nlp_DID==FABRIC DD {

6307 SHAlUpdat e( &halct x, (void *)renote_key,

6308 node_dhc- >aut h_key. renot e_passwor d_| engt h) ;
6309 } else {

6310 SHA1Updat e( &halct x, (void *)renote_key,

6311 node_dhc- >aut h_key. renot e_password_| engt h) ;
6312 }

6314 if (ndlp->nlp DID == FABRIC DID) {

6315 SHAlUpdat e( &shalct x,

6316 (void *)&node_dhc->hrsp_cval [0],

6317 SHAL_LEN) ;

6318 } else {

6319 SHAlUpdat e( &halct x,

6320 (void *)&node_dhc->nl p_aut h_m sc. hrsp_cval [0],

6321 SHA1_LEN) ;

6322

6324 SHALFi nal ((void *)shal_digest, &shalctx);

6325 hash_val = (uint32_t *)kmem zal |l oc(hash_si ze,

6326 KM NCBLEEP)

6327 i f (hash_val == NULL) {

6328 ENLXS NSGF( EMLXS_CONTEXT, &eml xs_fcsp_error_nsg,
6329 "em xs_hash_verification: alloc failed");
6331 return (NULL);
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6332
6333
6334
6335
6336
6337
6338
6339

6341
6342

6344
6345
6346
6347
6348
6349
6350
6351
6352
6353
6354
6355
6356
6357
6358
6359
6360
6361
6362
6363
6364
6365
6366
6367
6368
6369
6370
6371
6372
6373
6374
6375
6376
6377
6378
6379
6380
6381
6382
6383

6385
6386
6387

6389
6390
6391
6392

6394
6395
6396
6397

} else {

} else {
bcopy((void *)shal_di gest,
(void *)hash_val, SHAl _LEN);
}

EMLXS_MSGF( EMLXS_CONTEXT, &eml xs_fcsp_detail _nsg,
"enm xs_hash_verification: hash_val =0x%",
*(uint32_t *)hash_val);

return ((uint32_t *)hash_val);

DHCHAP group 1,2,3,4 */

host received (g"x nmod p) as dhval host has its own
private key y as node_dhc->hrsp_priv_key[] host has its
original challenge c as node_dhc->hrsp_cval[]

H(c || (g"x mod p)*y mod p) = Cai H(Ti || Km|| Cai) =
obt ai ned above.

(hash_id == AUTH MD5) {
if (ndlp->nlp DD == FABRIC DID) {
bcopy((v0|d *)node dhc->hrsp_priv_key,
(void *)key, MD5_LEN);

} else {

bcopy(
(void *)node_dhc->nl p_aut h_m sc. hrsp_priv_key,
(void *)key, MX5_LEN);

}
i1f (hash_id == AUTH SHA1) {
if (ndlp->nlp_DID==FABRICDID) {
bcopy((voi d *)node_dhc->hrsp_priv_key,
(void *)key, SHA1_LEN);
} else {
bcopy (
(void *)node_dhc->nl p_auth_mi sc. hrsp_priv_key,
(void *)key, SHAL_LEN);

}
if (ndlp->nlp_DID == FABRI C DI D)
bcopy((v0| d *)node_dhc->hrsp_cval
(void *)cval, node_dhc->hrsp_ cval _len);
cval _l en = node_ dhc- >hrsp_cval _| en;
} else {
bcopy((void *)node_dhc->nl p_aut h_mi sc. hrsp_cval,
(void *)cval,
node_dhc->nl p_aut h_m sc. hrsp_cval _| en);
cval _| en = node_dhc->nl p_auth_m sc. hrsp_cval _| en;

}

EMLXS_MSGF( EMLXS_CONTEXT, &eml xs_fcsp_detail _nsg,
"enm xs_hash_verification: N-Null gp. Ox% Ox%",
ndl p->nl p_DI D, cval _len);

err = em xs_hash_Cai (port, port_dhc, ndlp, (void *)Cai,
hash_i d, dhgp_i d,
tran_id, cval, cval _len,
key, dhval, dhval _Il en);

if (err '= BIGOK) {
EIVLXS , MBGF( EMLXS_CONTEXT, &eml xs_fcsp_error_nsg,
"em xs_hash verlflcatlon Cai error. ret=0x%",
err);

hash_val returned. Ti : tran_id, Km: shared secret, Cai:
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6399 return (NULL);

6400 }

6401 if (hash_id == AUTH MDX5) {

6402 bzero(&ndctx si zeof (MD5_CTX));

6403 hash_si ze = MD5_LEN;

6405 MD5I ni t (&dct x) ;

6406 MD5Updat e( &mdct x, (unsigned char *)&mytran_id, 1);
6408 if (ndlp->nlp DID == FABRIC DI D) {

6409 MD5Updat e( &dct x,

6410 (unsi gned char *)renote_key,

6411 node_dhc- >aut h_key. renot e_passwor d_| engt h) ;
6412 } else {

6413 MD5Updat e( &dct x,

6414 (unsi gned char *)renote_key,

6415 node_dhc- >aut h_key. renot e_passwor d_| engt h) ;
6416 }

6418 MD5Updat e( &mdct x, (unsi gned char *)Cai, MD5_LEN);

6419 MD5FI nal ((uint8_t *)nd5_di gest, &nmdctx);

6421 hash_val = (uint32_t *)kmem zal |l oc(hash_si ze,

6422 KM_NGCSLEEP) ;

6423 if (hash_val == NULL) {

6424 ENLXS > MSGF( EMLXS_CONTEXT, &em xs_fcsp_error _Isg,
6425 "enm xs_hash_vf: alloc failed(Non-NULL dh)");
6427 return (NULL);

6428 } else {

6429 bcopy((void *)&rd5_di gest,

6430 (void *)hash_val, MD5_LEN);

6431 }

6432 }

6433 if (hash_id == AUTH SHA1) {

6434 bzero(&shalctx si zeof (SHA1_CTX));

6435 hash_si ze SHA1_LEN;

6437 SHALI ni t (&shalct x)

6438 SHA1Updat e( &halct x, (void *)&ytran_id, 1);

6440 if (ndlp->nlp DD == FABRIC DI D) {

6441 SHA1Updat e( &halct x, (void *)renote_key

6442 node_dhc- >aut h_key. renot e password Iengt h);
6443 } else {

6444 SHAlUpdat e( &halct x, (void *)renote_key,

6445 node_dhc- >aut h_key. renot e_passwor d_| engt h) ;
6446 }

6448 SHAlUpdat e( &halct x, (void *)Cai, SHA1_LEN);

6449 SHA1FI nal ((void *)shal_di gest, &shalctx);

6451 hash_val = (uint32_t *)kmem zal | oc(hash_si ze,

6452 KM_NGCSLEEP) ;

6453 if (hash_val == NULL) {

6454 EI\/LXS , MBGF( EMLXS_CONTEXT, &emnl xs_fcsp_error_nsg,

6455 "enl xs_hash_vf: val alloc failed (Non- NULL dh)");
6457 return (NULL);

6458 } else {

6459 bcopy((voi d *)&shal_di gest,

6460 (void *)hash_val, SHAL1_LEN);

6461 }

6462

6463 EM_LXS_MSGF( EMLXS_CONTEXT, &eml xs_f csp_detail _nsg,
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6464
6465

6467
6468

6470

6474
6475
6476
6477
6478
6479
6480
6481
6482
6483
6484
6485
6486
6487
6488
6489
6490
6491
6492
6493
6494
6495
6496
6497
6498
6499
6500
6501
6502
6503
6504
6505
6506
6507

6509
6510
6511
6512
6513
6514
6515
6516
6517
6518
6519
6520
6521

6523
6524

6526
6527
6528
6529

"enml xs_hash_verification: hash_val =0x%",
*(uint32_t *)hash_val);

) return ((uint32_t *)hash_val);

} /* enml xs_hash_verification */

/*

* When DHCHAP_Success nsg was sent from responder to the initiator,

* with bi-directional authentication requested, the

* DHCHAP_Success contains the response R2 to the challenge C2 received.
*

* DHCHAP response R2: The value of R2 is conputed using the hash function
* H() selected by the HashlD paraneter of the

* DHCHAP_Chal | enge nsg, and the augnmented chal | enge Ca2.

*

* NULL DH group: Ca2 = C2 Non NULL DH group: Ca2 = H(C2 |

* (g"y nmod p)*x nod p)) x is selected by the authentication responder
* which is the node_dhc->hrsp_priv_key[] (g”y nod p) is dhval received
* from authentication initiator.

*

* R = H(Ti || Km]|| Ca2) Ti is the least significant byte of the

* transaction id. Kmis the secret associated with the

* aut hentication responder.

*

* enl xs_hash_get _R2 and enl xs_hash_verification could be nergerd into one
* function |ater.

*

*/

static uint32_t *
em xs_hash_get _R2(
em xs_port_t *port,
em xs_port_dhc_t *port_dhc,
NODELI ST *ndl p,
uint32_t tran_id,
uint8_t *dhval,
uint32_t dhval _I en,
uint32_t flag, /* flag 1 rsponder or O initiator */
uint8_t *bi_cval)

em xs_node_dhc_t *node_dhc = &ndl p->node_dhc;

uint32_t dhgp_id;

uint32_t hash_id;

uint32_t *hash_val = NULL;
ui nt 32_t hash_si ze;
MD5_CTX nudct x;

SHA1_CTX shalct x;

uint8_t shal_di gest[20];
uint8_t nd5_di gest[16];

ui nt 8_t Cai [ 20] ;

/* union chaIIenge val un_cval; */
uint8_t key[20];

uint32_t cval _len;

uint8_t nytran_id = 0x00;

char *nykey;
Bl G ERR CODE err = BI G K;

if (ndlp->nlp_DID == FABRIC DI D) {
dhgp_i d = node_dhc->nl p_aut h_dhgpi d;
hash_i d = node_dhc->nl p_aut h_hashi d

new usr/src/uts/comon/iol fibre-channel/fcalem xs/ em xs_dhchap. ¢

6530
6531
6532
6533
6534
6535
6536
6537

6539
6540

6542
6543
6544

6546
6547

6549
6550
6551
6552

6554
6555
6556
6557
6558
6559

6561

6563
6564
6565
6566
6567
6568
6569

6571
6573

6575
6576
6577
6578
6579
6580
6581
6582
6583
6584
6585
6586
6587
6588

6590
6591
6592
6593
6594
6595

if (flag = 0) {

gp 1d = node_dhc->dhgp_i d;
hash_i d = node_dhc- >hash_i d;
} else {
dhgp_i d = node_dhc- >nl p_aut h_dhgpi d;
hash_i d = node_dhc->nl p_aut h_hashi d;
}

}

tran_id (AUTH TRAN_I D _MASK & tran_id);
nmytran_ |d = (uint8_t)(LE_SWAP32(tran_ |d))

ENLXS > MSGF( EMLXS_CONTEXT, &eml xs_fcsp_detail _nsg,
"em xs_hash_get R2: Ox% O0x% dhgp_i d=0x% nytran_i d=0x%"
ndl p->nl p_DID, hash_id, dhgp_id, nytran_id);

if (ndlp- >n|p DID == FABRIC DID) {
nykey = (char *)node_dhc->aut h_key. | ocal _password;

} else {
/* in case of end-to-end nykey should be renpte_password */
nykey = (char *)node_dhc->aut h_key. renot e_password;

}

if (dhval _len == 0) {
/* NULL DHCHAP group */
if (hash_id == AUTH_MD5) {
bzero(&mictx si zeof (MD5_CTX));
hash_si ze = MD5_LEN;
MD5I i t (&ndct x) ;

MD5Updat e( &rdct x, (unsi gned char *)&nmytran_id, 1);

if (ndlp->nlp_DID==FABRIC D D) {
MD5Updat e( &rdct x, (unsi gned char *)nykey,
node_dhc- >aut h_key. | ocal _password_| engt h) ;
} else {
MD5Updat e( &rdct x, (unsigned char *)nykey,
node_dhc- >aut h_key. renot e_passwor d_| engt h) ;

}
MD5Updat e( &rdct x, (unsi gned char *)bi _cval, MD5_LEN);
MD5Fi nal ((uint8_t *)nd5_di gest, &nmdctx);

hash_val = (uint32_t *)kmemall oc(hash_si ze,
KM_NGCSLEEP) ;

if (hash_val == NULL) {

return (NULL);
} else {

bcopy((void *)nd5_di gest,

(void *)hash_val, MD5_LEN);

}

}
if (hash_id == AUTH_SHA1)
bzero(&shalctx si zeof (SHA1_CTX));
hash_si ze = SHA1_LEN;
SHALT ni t (&shalctx);
SHAlUpdat e( &halctx, (void *)&nmytran_id, 1);

if (ndlp->nlp_DID==FABRICDID {
SHAlUpdat e( &halct x, (void *)nykey,
node_dhc- >aut h_key. | ocal _passwor d_| engt h);
} else {
SHA1Updat e( &shalct x, (void *)nykey,
node_dhc- >aut h_key. renot e_passwor d_| engt h) ;

100
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6596

6598
6599
6600
6601
6602
6603
6604
6605
6606
6607
6608
6609
6610
6611
6612
6613
6614
6615
6616
6617
6618
6619
6620
6621
6622
6623
6624
6625
6626
6627
6628
6629
6630
6631
6632
6633

6635
6636
6637
6638
6639
6640
6641
6642
6643
6644
6645
6646

6648
6649
6650
6651

6653
6654
6655
6656
6657

6659
6660

}

SHAlUpdat e( &halctx, (void *)bi_cval, SHA1_LEN);
SHALFi nal ((void *)shal_di gest, &shalctx);
hash_val = (uint32_t *)kmemall oc(hash_si ze,
KM NCISLEEP)

i f (hash_val == NULL) {

return (NULL);
} else {

bcopy((void *)shal_di gest,

(void *)hash_val, SHAL _LEN);

/* NON- NULL DHCHAP */
if (ndlp >n|p DD == FABRIC > DID) {
f (hash_id == AUTH_MD5) {
bcopy((voi d *)node_dhc->hrsp_priv_key,
(void *)key, MD5_LEN);

}
if (hash_id == AUTH SHA1) {
bcopy((vmd *)node_dhc->hrsp_priv_key,
(void *)key, SHA1_LEN);

}
cval _I en = node_dhc->hrsp_cval _| en;
} else {
if (hash_id == AUTH M%) {
bcopy (
(void *)node_dhc->nl p_aut h_m sc. hrsp_priv_key,
(void *)key, MX5_LEN);

if (hash_id == AUTH SHA1l) {

bcopy(
(void *)node_dhc->nl p_aut h_mi sc. hrsp_priv_key,
(void *)key, SHA1_LEN);

}
cval _l en = node_dhc->nl p_auth_m sc. hrsp_cval _I en;

}

/: use bi_cval here */

/* key: x dhval: (g"y mod p) tran_id: Ti bi_cval: C2 hash_id:
: H dhgp_id: p/g
© Cai =H(C || ((g"y nod p)"x mod p) )
: R =H(Ti || Km|| Cai)

err = enl xs_hash_Cai (port, port_dhc, ndlp, (void *)Cai,
hash_id, dhgp_id, tran_id, bi_cval, cval_len,
key, dhval, dhval _| en);

if (err 1= BIG K {
EMLXS_MSGF( EMLXS_CONTEXT, &enl xs_fcsp_error_nsg,
"em xs_hash_get _R2: eml xs_hash_Cai error. ret=0x%",
err);

return (NULL);

}

1f (hash_id == AUTH_MD5) ({
bzero(&ndctx si zeof (MD5_CTX));
hash_si ze = MD5_LEN;

MD5I ni t (&mdct x) ;
MD5Updat e( &mdct x, (unsigned char *) &mytran_id, 1);
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6662 /*

6663 * Here we use the sane key: nykey, note: this nykey
6664 * should be the key associated with the

6665 * aut hentication responder i.e. the renote key.

6666 *

6667 if (ndlp->nlp DD == FABRI C DI D)

6668 MD5Updat e( &rdct x, (unsigned char *)nykey,
6669 node_dhc- >aut h_key. | ocal _passwor d_| engt h) ;
6670 el se

6671 MD5Updat e( &rdct x, (unsi gned char *)nykey,
6672 node_dhc- >aut h_key. renot e_password_I engt h) ;
6674 MD5Updat e( &mdct x, (unsi gned char *)Cai, MDX5_LEN);
6675 MD5FI nal ((uint8_t *)nd5_di gest, &nmdctx);

6677 hash_val = (uint32_t *)kmem all oc(hash_si ze,

6678 KM_NGCSLEEP) ;

6679 if (hash_val == NULL) {

6680 EMLXS_MSGF( EMLXS_CONTEXT, &enl xs_fcsp_error_nsg,

6681 "enm xs_hash_get _R2: hash val M5 alloc faiied.");
6683 return (NULL);

6684 } else {

6685 bcopy((vm d *)nd5_di gest,

6686 (void *)hash_val, IVDS LEN) ;

6687 }

6688 }

6689 if (hash_id == AUTH SHA1) {

6690 bzero(&shalctx si zeof (SHA1_CTX));

6691 hash_si ze = SHA1_LEN,

6693 SHALI ni t (&shalct x) ;

6694 SHAlUpdat e( &halctx, (void *)&nytran_id, 1);

6696 if (ndlp->nlp_DID==FABRIC DD ({

6697 SHA1Updat e( &halct x, (void *)ny

6698 node_dhc- >aut h_key. | ocal password I ength);
6699 } else {

6700 SHA1Updat e( &shalct x, (void *)nykey,

6701 node_dhc- >aut h_key. renot e_password_| engt h) ;
6702 }

6704 SHAl1Updat e( &halct x, (void *)Cai, SHA1_LEN);

6705 SHA1Fi nal ((void *)shal_di gest, &shalctx);

6707 hash_val = (uint32_t *)kmemall oc(hash_si ze,

6708 KM_NOSLEEP) ;

6709 if (hash_val == NULL) {

6710 ENLXS , MBG-( EMLXS_CONTEXT, &eml xs_fcsp_error_nsg,

6711 "em xs_hash_get _R2: hash_val SHAl alloc failed.");
6713 return (NULL);

6714 } else {

6715 bcopy((void *)shal_di gest,

6716 (void *)hash_val, SHAL1_LEN);

6717 }

6718 }

6719 }

6721 return ((uint32_t *)hash_val);

6723 } /* enl xs_hash_get _R2 */

6727 | *
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6728

6729 static void

6730 em xs_| og_aut h_event (

6731
6732
6733
6734
6735
6736
6737
6738
6739
6740
6741

6743
6744
6745
6746
6747
6748

6750

6752
6753
6754
6755
6756
6757
6758
6759
6760

6762
6763
6764
6765
6766

6768
6769

6771

6773
6774
6775
6776
6777
6778
6779
6780
6781

6783
6784
6785
6786
6787
6788
6789
6790
6791
6792
6793

enml xs_port_t *port,
NODELI ST *ndl p
char *;:ubcl ass,

*hba = HBA;

em xs_node_dhc_t *node_dhc = &ndl p- >node_dhc;
i *attr_list = NULL;

*di p = hba->di p;

enl xs_auth_cfg_t *auth_cfg

No_nor e_| oggi ng_i nf ormati on_avai | abl e";

wan[ 8] ;

- rvwm[ 8];

char *lwwn_tnp = NULL;

char *rwwn_tnp = NULL;

char *nytnp_|l wwn, *nyt np_rwan;

= &(node_dhc->aut h_cfg);

NULL) {

info = tnp;

}
bcopy((voi d *) &aut h_cfg->local _entity, (void *)lww, 8);
| _t = (char *)k;regn zal 1 oc(32, KM _NOSLEEP);

return;

= | wwn_t np;

i < 8 i+4)

wwn_tnp = (char *)sprintf((char *)lwwm_tnp, "%02X"', lwwn[i]);
Immn _tnp += 2

Lytnp_l\/\mm[le] ='\0";

bcopy((void *)&auth_cfg->remote_entity, (void *)rww, 8);
rwwn_tnp = (char *)knem zal |l oc(32, KM NOSLEEP);

nyt mp_rwan = rwan_t np;
if (rwwn_tnmp == NULL) {

kmem free(nyt mp_I wn, 32);
return;

i < 8; i+4)

{
rwwn_tnmp = (char *)sprintf((char *)rwwn_tnp, "%02X", rwwn[i]);
rwwn_tnmp += 2;

}
nytmp_rwwn[16] = '\0’;
if (nvliist_alloc(&ttr_list, NV_UN QUE_NAME_TYPE, KM NOSLEEP)

SUCCESS) {

if ((nvlist_add_uint32(attr_list, "instance",

ddi _get_i nstance(dip)) == DDl 7SUCCESS) &&
(nvlist_add_string(attr_list, "Iwwn"

(char *)nytnp_|l wawn) == DDI SUCCESS) 8&
(nvlist_add_string(attr_list, "rwwn"

(char *)nytmp_rwawn) == DDI SUOCESS) 8&
(nvllst add _string(attr_list, "Info"

info) == DDI_SUCCESS) &&
(nvlist_add_string(attr_list, "dass",
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6794
6795
6796

6798
6799
6800
6801
6802
6803
6804
6805
6806
6807
6808
6809
6810

6812
6814

6817

6819
6820
6821
6822
6823
6824
6825
6826
6827
6828
6829
6830
6831
6832
6833

6835
6836

6838
6839

6841
6842
6843
6844
6845

6847

6849
6850
6851
6852
6853
6854

6856

6858
6859

en x") == DDI _SUCCESS) &&

(nvI i st_add_string(attr_|list, "Subd ass"

subcl ass) == DDl _SUCCESS)) {
(voi d) ddi_l og_sysevent (dip,
DDl _VENDOR_EMLX,
EC_EMLXS,
subcl ass,
attr_list,
DDI N(BLEEP)

}
nvlist_free(attr_list);
attr_list = NULL;

}
kmem free(nmyt np_| wwn, 32)
kmem free(myt np_rwan, 32);

return;

} /* em xs_l og_auth_event ()

[* kxkkkkkkkkkkkkkkkkkkkkkxkxkkkkx AUTH DHC | NTERFACE *****kxkkkkkkkkkkkkkkk k%% % [

extern int

em xs_dhc_aut h_start (
em xs_port_t *port,
enl xs_node_t *ndl p,
uint8_t *deferred_shp,
uint8_t *deferred_ubp)

em xs_hba_t *hba = HBA;

em xs_config_t *cfg = &CFG

em xs_node_dhc_t *node_dhc = &ndl p->node_dhc;
em xs_auth_cfg_t *auth_cfg;

em xs_aut h_key_t *aut h_key;

uint32_t i;

uint32_t fabric;

uint32_t fabric_swtch;

/* The ubp represents an unsolicted PLOG */
/* The sbp represents a solicted PLOG */

fabric = ((ndip->nip DID & FABR C DID NASK) == FABRIC DID MASK) ? 1 : O;
0);

fabric_switch = ((ndlp->nlp_DID == FABRIC_DID) ? 1 :

/* Return is authentication is not enabled */
if (cfg[ CFG_AUTH ENABLE].current == 0)
EMLXS_MSGF( EMLXS_CONTEXT,
&em xs_fcsp_start_msg,
"Not started. Auth disabled. di d=0x%"

ndl p->nl p_DI D) ;

em xs_dhc_state(port, ndlp, NODE_STATE_AUTH DI SABLED, 0, 0);

return (1);

}
if (port->vpi != 0 && cfg[ CFG AUTH NPI V] . current
EMLXS_MSGF( EMLXS_CONTEXT,
&em xs_fcsp_start_ns

9,
"Not started. NPIV auth disabled. di d=0x%"

ndl p->nl p_DI D) ;

enm xs_dhc_state(port, ndlp, NODE_STATE_AUTH DI SABLED, 0, 0);

return (1);
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6860
6861
6862
6863

6865

6867
6868
6869
6870
6871
6872
6873

6875

6877
6878
6879
6880
6881
6882
6883
6884

6886
6887
6888

6890
6891
6892
6893
6894
6895
6896
6897
6898
6899
6900
6901

6903
6904

6906
6907
6908
6909

6911

6913
6914
6915
6916
6917
6918
6919
6920

6922
6923

6925

if (!fabric_switch & fabric) {
EMLXS_MSGF( EMLXS_CONTEXT,
&m xs_fcsp_start_nsg,

"Not started. FS auth disabled. did=0x%", ndlp->nlp_DID);
em xs_dhc_state(port, ndlp, NODE_STATE_AUTH DI SABLED, 0, 0);

return (1);

/* Return if fcsp support to this node is not enabled */
if (!fabric_switch & cfg[ CFG AUTH E2E].current == 0) {
EMLXS_MSGF( EMLXS_CONTEXT,
&em xs_fcsp_start _ms

g9,
"Not started. E2E auth disabled. di d=0x%", ndlp->nlp_DID);
em xs_dhc_state(port, ndlp, NODE_STATE_AUTH DI SABLED, 0, 0);

return (1);

}
if ((deferred_sbp && node_dhc->deferred_sbp) ||
(def erred_ubp && node_dhc->deferred_ubp)) {
/* Clear previous authentication */
em xs_dhc_aut h_stop(port, ndlp);

}
nmut ex_ent er (&hba- >aut h_| ock) ;
/* Intialize node */

node_dhc->parent _auth_cfg
node_dhc- >par ent _aut h_key

NULL;
NULL;

/* Acquire auth configuration */
if (fabric_swtch) {
auth_cfg = em xs_auth_cfg_find(port,
(uint8_t *)em xs_fabric_wan);
aut h_key = emnl xs_aut h_key_find(port,
(uint8_t *)emn xs_fabric_wan);
} else {
auth_cfg = em xs_aut h_cfg_find(port,
(uint8_t *)&ndl p->nl p_portnane);
aut h_key = enl xs_aut h_key_find(port,
) (uint8_t *)&ndl p->nl p_portnane);

if (lauth_cfg) {
mut ex_exi t (&ba- >aut h_| ock) ;

EMLXS_MSGF( EMLXS_CONTEXT,
&em xs_fcsp_start_nsg,
"Not started. No auth cfg entry found. di d=0x%"
ndl p->nl p_DI D);

em xs_dhc_state(port, ndlp, NODE_STATE_AUTH DI SABLED, 0, 0);

return (1);

}

if (fabric_swtch) {
aut h_cf g- >node = NULL;

} else {
node_dhc- >parent _auth_cfg = auth_cfg;
aut h_cf g- >node = ndl p;

}

if (lauth_key) {
mut ex_exi t (&ba- >aut h_| ock) ;

EMLXS_MBGF( EMLXS_CONTEXT,
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6926
6927
6928

6930

6932
6933
6934
6935
6936
6937
6938
6939

6941
6942
6943
6944
6945

6947
6948
6949
6950

6952
6953
6954

6956
6957

6959
6960
6961
6962

6964
6965
6966
6967
6968
6969

6971

6973
6974
6975

6977
6978
6979
6980

6982
6983
6984
6985
6986
6987
6988
6989
6990
6991

&em xs_fcsp_start_msg,
"Not started. No auth key entry found. di d=0x%"
ndl p->nl p_DI D);

enm xs_dhc_state(port, ndlp, NODE_STATE_AUTH DI SABLED, O,
return (1);

}

if (fabric_switch) {
aut h_key->node = NULL;

} else {
node_dhc- >parent aut h_key = aut h_key;
aut h_key- >node = ndl p;

}

/* Renpbte port does not support fcsp */
if (ndl p->sparmcm. fcsp_support == 0)
switch (auth_cfg->aut hentication_node) {
case AUTH MODE PASSI VE:
mut ex_exi t (&ba- >aut h_| ock) ;

EMLXS_MSGF( EMLXS_CONTEXT,
&em xs_fcsp_start _nsg,
"Not started. Auth unsupported. di d=0x%",
ndl p->nl p_DID);

em xs_dhc_state(port, ndlp,
NODE_STATE_AUTH_DI SABLED, 0, 0);
return (1);

case AUTH_MODE_ACTI VE:
mut ex_exi t (&ba- >aut h_| ock) ;

EMLXS_MSGF( EMLXS_CONTEXT,
&em xs_fcsp_start_msg,
"Fail ed. Auth unsupported. di d=0x%"
ndl p->nl p_DI D);

/*

* Save packet for deferred conpletion until
* authentication is conplete

*/

ndl p- >node_dhc. def erred_sbp = deferred_sbp;
ndl p- >node_dhc. def erred_ubp = def erred_ubp;

goto failed;

case AUTH _MODE_DI SABLED:
defaul t:
nut ex_exi t (&hba- >aut h_| ock) ;

EMLXS_MBGF( EMLXS_CONTEXT,
&em xs_fcsp_start _nsg,
"Not started. Auth nopde=di sabl ed. di d=0x%",
ndl p->nl p_DI D);

em xs_dhc_state(port, ndlp,
NCDE_STATE_AUTH_ DISABLED 0, 0);
return (1);

}

} else { /* Renpte port supports fcsp */
swi tch (auth_cfg->authentication_npde) {
case AUTH MODE_PASSI VE:
case AUTH_MODE_ACTI VE:

/* start auth */
br eak;
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6993
6994
6995

6997
6998
6999
7000

7002
7003
7004
7005
7006
7007

7009
7010
7011

7013

7015
7016
7017
7018
7019
7020

7022
7023

7025
7026
7027
7028
7029

7031
7032
7033
7034

7036
7037
7038
7039
7040
7041
7042
7043
7044

7046
7047

7049
7050
7051
7052
7053
7054

7056
7057

case AUTH_MODE_DI SABLED:
defaul t:
nut ex_exi t (&hba- >aut h_| ock) ;

EMLXS_MSGF( EMLXS_CONTEXT,
&em xs_fcsp_start _nsg,
"Fail ed. Auth node=di sabl ed. di d=0x%",
ndl p->nl p_DI D);

/*

* Save packet for deferred conpletion until
* authentication is conplete

*/

ndl p- >node_dhc. def erred_sbp
ndl p- >node_dhc. def erred_ubp

= deferred_sbp;
= deferred_ubp;

goto failed;
}

/* We have a GO for authentication */

| *

* Save pointers for deferred conpletion until authentication is

* conpl ete

&/

node_dhc- >def erred_sbp = deferred_sbp;
node_dhc->def erred_ubp = deferred_ubp;

bzer o( &ode_dhc- >aut h_cf g, sizeof (node_dhc->auth_cfg));
bzer o( &ode_dhc- >aut h_key, sizeof (node_dhc->auth_key));

/* Program node’s auth cfg */
bcopy((uint8_t *)&port->wmpn

(uint8_t *)&node_dhc- >aut h _cfg.local _entity, 8);
bcopy((ui nt8_t *)&ndl p->nl p_port nane,

(uint8_t *)&node_dhc->auth_cfg.renote_entity, 8);

node_dhc- >aut h_cf g. aut henti cati on_ti neout =
aut h_cf g- >aut henti cati on_ti neout ;

node_dhc->aut h_cf g. aut henti cati on_node =
aut h_cf g- >aut hent i cat i on_node;

*
* |f renote password type is "ignore", then only unidirectional
* is allowed
*
if (auth_key->renote_password_type == 3) {
node_dhc->aut h_cfg. bidirectional = 0;
} else {
node_dhc- >aut h_cf g. bi di recti onal = auth_cfg->bidirectional;
}

node_dhc->aut h_cf g. reauthenticate_tinme_interval =
aut h_cf g->reaut henticate_tine_interval;

(i =0; i < 4; i++)
sw tch (auth cfg->authentication_type_priority[i]) {
case ELX DHCHAP:

node_dhc- >aut h cfg aut hentication_type_priority[i]

AUTH_DHCHAP;
br eak;

case ELX_FCAP:

node_dhc- >aut h_cf g. aut henti cati on_type_priority[i]
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7058
7059

7061
7062
7063
7064

7066
7067
7068
7069

7071
7072
7073
7074
7075

7077
7078
7079
7080

7082
7083
7084

7086
7087
7088
7089
7090

7092
7093
7094
7095
7096

7098
7099
7100

7102
7103
7104

7106
7107
7108

7110
7111
7112

7114
7115
7116
7117
7118

7120
7121
7122
7123

AUTH_FCAP;
break;

case ELX_FCPAP:
node_dhc->aut h_cf g. aut henti cati on_type_priority[i]
AUTH_FCPAP;
br eak;

case ELX KERBERCS:
node_dhc->aut h_cfg. aut henti cation_type priority[i]
AUTH_KERBERCS;
br eak;

defaul t:
node_dhc- >aut h_cf g. aut henti cati on_type_priority[i] =

0;
br eak;

}

switch (auth_cfg->hash_priority[i]) {
case ELX SHA1L:
node_dhc- >aut h_cfg. hash_priority[i] = AUTH SHAL,

br eak;
case ELX_ MD5:
node_dhc->aut h_cf g. hash_priority[i] = AUTH_MD5;
break;
defaul t:
node_dhc->aut h_cfg. hash_priority[i] = 0;
break;
}

}

for (i =0; i <8; i++)
sw tch (auth cfg- >dh _group_priority[i]) {
case ELX_GROUP_NULL
node_dhc- >aut h _cfg.dh_group_priority[i] = GROUP_NULL;
br eak;

case ELX_GROUP_1024:
node_dhc->aut h_cfg. dh_group_priority[i] = GROUP_1024;
br eak;

case ELX_GROUP_1280:
node_dhc->aut h_cfg. dh_group_priority[i] = GROUP_1280;
br eak;

case ELX_GROUP_1536:
node_dhc->aut h_cfg. dh_group_priority[i] = GROUP_1536;
br eak;

case ELX_GROUP_2048:
node_dhc->aut h_cfg. dh_group_priority[i] = GROUP_2048;

br eak;

defaul t:
node_dhc->aut h_cfg. dh_group_priority[i] = OxF;
br eak;

}

}

/* Programthe node’s key */
if (auth_key) {
bcopy((uint8_t *)auth_key,
(uint8_t *)&node_dhc->aut h_key,
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7124
7125
7126

7128
7129
7130
7131
7132
7133
7134

7136
7137

7139
7140

7142
7143
7144
7145
7146
7147
7148
7149
7150

7152
7153
7154
7155
7156

7158
7159
7160
7161

7163
7164
7165
7166

7168
7169
7170
7171

7173
7174
7175
7176
7178
7179
7180
7182
7184
7186

7188
7189

failed:

si zeof (em xs_auth key t));
node_dhc->aut h_key. next = ULL,
node_dhc- >aut h_key. prev = NULL;

bcopy((uint8_t *)&port->wapn,
(uint8_t *)&node_dhc- >aut h _key. | ocal
bcopy((w nt8_t *)&ndlp->nl p_port nane,
(ljll nt8_t *)&node_dhc->aut h_key.remote_entity,
8);

_entity, 8);

mut ex_exi t (&hba- >aut h_| ock) ;

node_dhc->nl p_auth_limt = 2;
node_dhc->nl p_f b_vendor = 1;

node_dhc- >nl p_aut hrsp_t mocnt = 0;
node_dhc->nl p_authrsp_tm = 0;

if (deferred_ubp)

/* Acknow edge the unsolicited PLO@ */

/* This should trigger the other port to start authentication */

if (em xs_ub_send_| ogi n_acc(port,

(fc_unsol _buf _t *)deferred_ ubp) I = FC_SUCCESS) {
EMLXS_MSGF( EMLXS_CONTEXT,

&em xs_f csp_st art_n'sg
"Not started. Unable to send PLOE@ ACC. di d=0x%",
ndl p->nl p_DI D) ;

goto failed;

/* Start the auth rsp tiner */
node_dhc->nl p_authrsp_tno = DRV_TI ME +
node_dhc->aut h_cfg. aut henti cation_ti neout ;

EMLXS_MSGF( EMLXS_CONTEXT,
&em xs_fcsp_start _msg,
"Authrsp tinmer activated. di d=0x%",
ndl p->nl p_DI D);

/* The next state should be em xs_rcv_auth_nmsg_unmapped_node */
em xs_dhc_state(port, ndl p, NODE_STATE_AUTH SUCCESS, 0, 0);
} else {
node_dhc->nl p_auth_flag = 1; /* host is the initiator */
EMLXS_MSGF( EMLXS_CONTEXT,
&er’d xs_fcsp_start_msg,
"Auth initiated. did=0x% |imt=%l sbp=%",
ndl p->nl p_DI D, node_dhc->nlp_auth_limt, deferred _sbp);
if (em xs_issue_auth_negotiate(port, ndlp, 0)) {
ENLXS ,_MBGF( EMLXS_CONTEXT, &en xs _fcsp_start rmg
"Failed. Auth initiation failed. di d=0x%"
ndl p->nl p_DI D) ;

goto failed;

}

return (0);

em xs_dhc_state(port, ndlp, NODE_STATE _AUTH FAILED, 0, 0);
/* Conpl ete authentication with failed status */

em xs_dhc_aut h_conpl ete(port, ndlp, 1);
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7197
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return (0);

} /* em xs_dhc_auth_start()

/* This is called to indicate the driver has |ost connection with this node */
extern void
em xs_dhc_aut h_st op(

em xs_port _t *port,
enl xs_node_t *ndl p)
{
em xs_port_dhc_t *port_dhc = &port->port_dhc;
em xs_node_dhc_t *node_dhc;
uint32_t i;
if (port_dhc->state == ELX_FABRI C_STATE_UNKNOWN) {
/* Nothing to stop */
return;
}
i1f (ndlp) {
node_dhc = &ndl p- >node_dhc;
if (node_dhc->state == NODE_STATE_UNKNOMW) {
/* Nothing to stop */
return;
}
if (ndlp->nlp_DID!= FABRIC DID) {
enl xs_dhc_state(port, ndlp, NODE_STATE UNKNOWN, 0, 0);
}
em xs_dhc_aut h_conpl ete(port, ndlp, 2);
} else { /¥ Lost connection to all nodes for this port */
rw_ent er (&port->node_rw ock, RW READER);
for (i = 0; i < EMXS_NUM | HASH 1 QUES; i++) {
ndl p = port->node_table[i];
if (!ndlp) {
conti nue;
}
node_dhc = &ndl p- >node_dhc;
i f (node_dhc->state == NODE_STATE_UNKNOM) {
conti nue;
}
if (ndlp->nlp_DID!= FABRIC DID) {
em xs_dhc_state(port, ndlp,
NODE_STATE_UNKNOWN, 0, 0);
}
em xs_dhc_aut h_conpl ete(port, ndlp, 2);
}
rw_exit (&port->node_rw ock);
}
return;
} /* enml xs_dhc_auth_stop */

/* state = 0 - Successful conpletion. Continue connection to node */

/* state = 1 - Failed conpletion. Do not continue with connection to node */
/* state = 2 - Stopped conpletion. Do not continue with connection to node */
static void

em xs_dhc_aut h_conpl et e(
em xs_port_t *port,
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7256 em xs_node_t *ndl p, 7322 } /* enl xs_dhc_attach() */
7257 uint32_t status)
7258 {
7259 enl xs_node_dhc_t *node_dhc = &ndl p- >node_dhc; 7325 extern void
7260 uint32_t fabric; 7326 em xs_dhc_det ach(enl xs_hba_t *hba)
7261 uint32_t fabric_switch; 7327 {
7328 em xs_aut h_cf g_fini (hba);
7263 fabric = ((ndlip->nlp DD & FABRIC DI D MASK) == FABRIC DID_MASK) ? 1 : 0
7264 fabric_switch = ((ndl p->nlp_DI D == FABRI C_DI D) ?21: 0); 7330 em xs_aut h_key_fi ni (hba);
7266 EMLXS_MSGF( EMLXS_CONTEXT, 7332 mut ex_dest r oy( &ba- >dhc_| ock) ;
7267 &enm xs_fcsp_conpl et e_nsg, 7333 mut ex_dest r oy( &ba- >aut h_| ock) ;
7268 "di d=0x% status=%l sbp=% ubp=%",
7269 ndl p->nl p_DI D, status, node_dhc->deferred_sbp, 7335 return;
7270 node_dhc- >deferr ed_ubp)
7337 } /* enl xs_dhc_detach() */
7272 if (status == 1) {
7273 if (fabric_switch) {
7274 /* Virtual link down */ 7340 extern void
7275 (void) enml xs_port_offline(port, Oxfeffffff); 7341 em xs_dhc_init_sp(enm xs_port_t *port, uint32_t did, SERV_PARM *sp, char **msg)
7276 } elseif (!fabric) { 7342 {
7277 /* Port offline */ 7343 em xs_hba_t *hba = HBA;
7278 (v0| d) em xs_port_of fline(port, ndlp->nlp_DiD); 7344 em xs_config_t *cfg = &CFG
7279 } 7345 uint32_t fabric;
7280 } 7346 uint32_t fabric_swtch;
7281 /* Send a LORO if authentication was not successful */ 7347 enl xs_auth_cfg_t *auth_cfg = NULL;
7282 if (status == 1) { 7348 em xs_auth_key_t *auth_key = NULL;
7283 EMLXS_MSGF( EMLXS_CONTEXT,
7284 &enl xs_fcsp_conpl et e_nsg, 7350 fabric = ((did & FABRIC_DI D_MASK) == FABRI CDDMSK) ?1: O
7285 "Sending LOGO to di d=0x%...", 7351 fabric_switch = ((did == FABRI C_DI D) ? 0);
7286 ndl p->nl p_DI D) ;
7287 em xs_send_l ogo(port, ndlp->nlp_DID); 7353 /* Return is authentication is not enabled */
7288 } 7354 if (cfg[ CFG_ AUTH _ENABLE]. current == 0)
7355 sp->cm. f csp_support = 0;
7290 /* Process deferred cnpl now */ 7356 bcopy("fcsp: Disabled (0)", (void *) &nmsg[O0],
7291 em xs_nb_deferred_cnpl (port, status, 7357 si zeof ("fcsp:Disabled (0)"));
7292 (em xs_buf _t *)node_dhc- >def erred_sbp, 7358 return;
7293 (fc_unsol _buf_t *)node_dhc->def erred_ubp, 0); 7359 }
7295 node_dhc- >def erred_sbhp = 0; 7361 if (port->vpi =0 && cfg[CFG AUTH NPI V] . current == 0) {
7296 node_dhc- >def erred_ubp = 0; 7362 sp->cm. f csp_support = O;
7363 bcopy("fcsp: Di sabl ed (npl v)", (void *) &mrsg[O],
7298 return; 7364 si zeof ("fcsp: Di sabl ed (npi v)"));
7365 return;
7300 } /* enml xs_dhc_aut h_conplete */ 7366 }
7367 if (!fabric_switch & fabric) {
7368 sp->cm. f csp_support = O;
7303 extern void 7369 bcopy("fcsp: Di sabled (fs)" (v0| d *) &msg[O0],
7304 enl xs_dhc_attach(enml xs_hba_t *hba) 7370 si zeof ("fcsp: Di sabl ed (fs)")):
7305 { 7371 return;
7306 char buf[32]; 7372 }
7373 /* Return if fcsp support to this node is not enabled */
7308 (void) sprintf(buf, "%_auth_l ock nutex", DRI VER NAME); 7374 if (!fabric_switch & cf g[ CFG_AUTH_E2E] . current == 0)
7309 mut ex_i ni t (&ba- >aut h_l ock, buf, MJTEX_ DRI VER, NULL); 7375 sp->cm. f csp_support = 0;
7376 bcopy("fcsp: Di sabl ed (e2e)" (v0| d *) &msg[O0],
7311 (void) sprintf(buf, "%_dhc_| ock nutex", DRI VER NAME); 7377 si zeof ("fcsp: Di sabl ed (eZe) ));
7312 mut ex_i ni t (&hba->dhc_| ock, buf, MJITEX_ DRI VER, NULL); 7378 return;
7379 }
7314 em xs_aut h_cfg_init(hba);
7381 mut ex_ent er (&hba- >aut h_| ock) ;
7316 em xs_aut h_key_i ni t (hba); 7382 if (fabric_sw tch)
7383 auth_cfg = en xs_auth_cfg_find(port,
7318 hba->rdn_flag = 1; 7384 (uint8_t *)enm xs_fabric_wan);
7385 auth_key = enl xs_auth_key find(port,
7320 return; 7386 (uint8_t *)em xs_fabric_wwn);

7387 if ((tauth_cfg) || (Tauth_key)) {
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7389
7390
7391
7392
7393
7394
7395

7397
7399
7401

7404
7405
7406
7407
7408
7409
7410
7411
7412

7414
7415

7417
7418
7419
7420
7421
7422
7423
7424
7425
7426
7427
7428
7429
7430
7431
7432
7433
7434
7435
7436
7437
7438
7439
7440
7441
7442
7443
7444

7446
7447
7448
7450

7452
7453

sp->cm. f csp_support = 0;

bcopy("fcsp: D sabl ed (1) (v0|d *) &nsg[ 0],
si zeof ("fcsp: Disabl ed (1"

nut ex_exi t (&hba- >aut h_| ock);

return;

}
Emt ex_exi t (&hba- >aut h_| ock);
sp->cm. f csp_support = 1;
return;

} /* eml xs_dhc_init_sp() */

extern uint32_t
em xs_dhc_verify_l ogi n(em xs_port _t *port,
{
em xs_hba_t *hba = HBA;
em xs_config_t *cfg = &CFG
em xs_auth_cfg_t *auth_cfg;
em xs_aut h_key_t *aut h_key;
uint32_t fabric;
uint32_t fabric_swtch;

fabric = ((sid & FABRIC DID MASK) == FABRIC DID MASK) ? 1 : O;
fabric_switch = ((sid == FABRICDID) ? 1 : 0);

if (port->port_dhc.state == ELX_FABRI C_AUTH_FAI LED) {
/* Reject login */
return (1);

* Renpote host supports FCSP */
if (sp->cmm.fcsp_support) {

/* Continue |ogin */
return (0);

* Auth disabled in host */

f (cfg[ CFG_AUTH ENABLE] . current == 0) {
/* Continue login */
return (0);

* Auth disabled for npiv */

if (port->vpi != 0 && cfg[ CFG AUTH NPIV].current == 0) {
/* Continue login */

return (0);

}

if (Ifabric_switch & fabric) {
/* Continue login */
return (0);

* Auth di sabled for p2p *

if (!fabric_switch & cfg[ CFG AUTH E2E].current == 0) {
/* Continue |login */

return (0);

* Renpte port does NOT support FCSP */
* Host has FCSP enabl ed */
*

}
/
/
/
nmut ex_ent er (&hba- >aut h_| ock);

/* Acquire auth configuration */
if (fabric_switch) {

uint32_t sid, SERV_PARM *sp)

Now check to make sure auth node for this port is also enabled
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7455
7456
7457
7458
7459
7460
7461
7462
7463

7465
7466
7467

7469
7470
7471
7472

7474
7476

7479
7480
7481
7482
7483
7484
7485
7486
7487
7488
7489
7490
7491
7492
7493
7494
7495
7496
7497
7498
7499
7500
7501
7502
7503
7504
7505
7506
7507
7508
7509
7510
7511

7513
7514
7515
7516
7517

7519

auth_cfg = em xs_auth_cfg_find(port,
(uint8_t *)em xs_fabric_wwn);
auth_key = em xs_auth_key find(port,
(uint8_t *)em xs_fabric_wan);
} else {
auth_cfg = enl xs_auth_cfg_find(port,
(uint8_t *)&sp->portNane);
aut h_key = eml xs_aut h_key_find(port,
(uint8_t *)&sp->portNane);
}

if (auth_key && auth_cfg &&
(aut h_cf g->aut henti cati on_npbde == AUTH MODE_ACTI VE)) {
mut ex_exi t (&hba- >aut h_| ock) ;

/* Reject login */
return (1);

mut ex_exi t (&hba- >aut h_| ock) ;
return (0);

} /* em xs_dhc_verify_login() */

! em xs_dhc_reaut h_ti meout

is to be authenticated. \return void

\'b Description:

Ti meout handl er for reauthentication heartbeat.

the first authentication success. reauth_intval is

configurable. if reauth_intval is set to zero, it means no reauth
beat anynore.

heart beat will go through the authentication process

be triggered after authentication success.

HBAnywar e or other utility.

® Ok Sk ok b ok O 3 Ok R b SRk Sk Ok R % bk b % o
-~

/* ARGSUSED */

extern void

em xs_dhc_reaut h_ti meout (
em xs_port _t *port,

void *argl,
voi d *arg2)
{
em xs_port_dhc_t *port_dhc = &port->port_dhc;
NODELT ST *ndl p = ( NODELI ST *) arg2;
el xs_node_dhc_t *node_dhc = &ndl p- >node_dhc;
if (node_dhc->auth_cfg.reauthenticate_tine_interval == 0) {
EM_LXS_MSGF( EMLXS_CONTEXT,
&em xs _fcsp_debug_nsg,
"Reauth tineout. Reauth no |onger enabl ed. Ox%
ndl p->nl p_DI D, node_dhc->state);
em xs_dhc_set _reauth_ti me(port, ndlp, DI SABLE);

reauth heart beat will be triggered by IOCTL call from user space.

\pre \post \param phba \param argl: \paramarg2: ndlp to which the host

The reauthentication heart beat will be triggered 1 min by default after

heart

Reaut h

all over again w thout causing IO traffic disruption. Initially it should

Subsequent |y di sabl e/ enabl e reauth heart beat will be perfornmed by

K"
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7522
7523
7524
7525
7526
7527
7528

7530

7532
7533
7534
7535
7536
7537
7538

7540
7541
7542
7543
7544
7545
7546
7547
7548
7549
7550
7551
7552
7553

7555
7556
7557
7558
7559
7560
7561
7562
7563
7564
7565

7567
7568
7569
7570
7571
7572

7574
7575

7577
7578
7579
7580
7581
7582

7584
7585

return;

-~

* This should not happen!! */

if (port_dhc->state == ELX FABRI C_| N_AUTH) {

EM_XS_MSGF( EM_LXS_CONTEXT,
&em xs_fcsp_error_nsg,
"Reauth tinmeout. Fabric in auth. Qiting. Ox% %",
ndl p->nl p_DI D, node_dhc->state);

em xs_dhc_set _reauth_time(port, ndlp, DI SABLE);
return;
}
if (node_dhc->state != NODE_STATE_AUTH_SUCCESS) {
EMLXS_MSGF( EMLXS_CONTEXT,
&enl xs_f csp_debug_nsg,
"Reauth timeout. Auth not done. Restarting. Ox% %",
ndl p->nl p_DI D, node_dhc->state);

goto restart;

——

*
* This m ght happen, the ndlp is doing reauthencation. nmeaning ndlp
* is being re-authenticated to the host. Thus not necessary to have
* host re-authenticated to the ndlp at this point because ndl p m ght
* support bi-directional auth. we can just sinply donothing and
* restart the tiner.
*
if (port_dhc->state == ELX FABRI C_| N_REAUTH) {
EM_XS_MSGF( EMLXS_CONTEXT,
&enl xs_f csp_debug_nsg,
"Reauth tineout. Fabric in reauth. Restarting. Ox¥% %",
ndl p->nl p_DI D, node_dhc->state);

goto restart;
}
/*
* node’s reauth heart beat is running already, cancel it first and
* then restart
*

if (node_dhc->nl p_reauth_status == NLP_HOST_REAUTH_| N_PROGRESS) {
EMLXS_MSGF( EMLXS_CONTEXT,
&eml xs_f csp_debug_nsg,
"Reauth timeout. Fabric in reauth. Restarting. Ox% %",
ndl p->nl p_DI D, node_dhc->state);

goto restart;

}

EMLXS_MSGF( EMLXS_CONTEXT,
&em xs_f csp_debug_nsg,
"Reauth tinmeout. Auth initiated. did=0x%",
ndl p->nl p_DID);

em xs_dhc_set _reauth_tine(port, ndlp, ENABLE);
node_dhc->nl p_reaut h_status = NLP_HOST_REAUTH | N_PROGRESS;

/* Attenpt to restart authentication */
if (emxs_dhc_auth_start(port, ndlp, NULL, NULL) != 0) {
EMLXS_MSGF( EMLXS_CONTEXT,
&enl xs_f csp_debug_nsg,
"Reauth tineout. Auth initiation failed. Ox% %",
ndl p->nl p_DI D, node_dhc->state);

return;
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7588
7590
7592
7594

7597
7598
7599
7600
7601
7602
7603
7604
7605
7606
7607
7608

26

7610

7612
7613

7615
7616
7617

7619
7620
7621
7622
7623
7624
7625
7626

7628
7629

7631
7632
7633
7634
7635
7636
7637
7638

7640
7641

7643
7644
7645
7646
7647
7648

7650

return;

restart:
em xs_dhc_set _reauth_tine(port, ndlp, ENABLE);
return;

} /* enml xs_dhc_reaut h_tineout */

static void

em xs_dhc_set _reaut h_ti me(
em xs_port _t *port,
em xs_node_t *ndl p,
uint32_t status)

em xs_port_dhc_t *port_dhc = &port->port_dhc;
em xs_node_dhc_t *node_dhc = &ndl p->node_dhc;
uint32_t drv_tine;

uint32_t timeout;

uint32_t reauth_tno;

uint32_t last_auth_tine;

time_t last_auth_ting;

node_dhc->fl ag & ~NLP_SET_REAUTH_TI ME;

if ((status == ENABLE) &&
node_dhc->aut h_cfg. reauthenticate_tinme_interval) {

tinmeout =

(60 * node_dhc->auth_cfg.reauthenticate_tine_interval);

drv_time = DRV_TI ME

/* Cet last successful auth tine */
if (ndlp->nlp_DID == FABRI C_DI D)

last _auth_time = port_dhc->auth_tine;
} else if (node_dhc->parent_auth_cfg) {

| ast _auth_time = node_dhc->parent_auth_cfg->auth_tine;

} else {
last_auth_time = 0;
}

if (last_auth_tinme) {
reauth_tnmo = last_auth_time + tineout;

/* Validate reauth_tno */
if ((reauth_tmo < drv_tine) |
(reauth_tnmo > drv_tine +
reauth_tnmo = drv_tine

} else {
reauth_tno = drv_tinme + tineout;
}

node_dhc->nl p_reauth_tno = reaut h_t no;
node_dhc->nl p_reaut h_status = NLP_HOST_REAUTH ENABLED;

EMLXS_MSGF( EMLXS_CONTEXT
&em xs_f csp_debug_nsg,
"Reaut h enabl ed. di d=0x% st ate=% t np=%l, %d",
ndl p->nl p_DI D, node_dhc- >st ate,
node_dhc->aut h_cfg. reauthenticate_tinme_interval,
(reauth_tmo - drv_tine));

} else {
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7652

7654
7655
7656
7657
7658

7660

node_dhc->nl p_reauth_tno = 0;
node_dhc->nl p_reaut h_stat us = NLP_HOST_REAUTH DI SABLED;

EMLXS_MSGF( EMLXS_CONTEXT,
&em xs_fcsp_debug_nsg,
"Reaut h di sabl ed. di d=0x% st at e=%",
ndl p->nl p_DI D, node_dhc->state);
}

return;

7662 } /* enml xs_dhc_set_reauth_time */

_unchanged_portion_onitted_

9651 /* Provides DFC support for eml xs_dfc_get_auth_status() */
9652 extern uint32_t
9653 enl xs_dhc_get _aut h_status(em xs_hba_t *hba, dfc_auth_status_t *fcsp_status)

9654 {
9655
9656
9657
9658
9659
9660
9661
9662
9663
2081
9664

9666
9667
9668
9669

9671
9672
9673

9675
9676

9678
9679
9680
9681
9682

9684

9686
9687
9688
9689
9690
9691
9692
9693
9694
9695
9696
9697

9699

em xs_port _t *port = &PPORT;
em xs_config_t *cfg = &CFG
char s_| wwpn[ 64];

char s_rwapn[ 64];

em xs_auth_cfg_t *auth_cfg;
df c_aut h_status_t *auth_stat us;
NODELI ST *ndl p;

uint32_t rc;

uint32_t auth_tine;

tinme_t auth_tine;

ui nt32_t update;

/* Return is authentication is not enabl ed */
if (cfg[ CFG AUTH ENABLE].current == 0) {
EM_XS , MSGF( EMLXS_CONTEXT, &enl xs_f csp_debug_ nsg,
"em xs_dhc_get _auth_status. Auth disabled.™);

return (DFC_AUTH_AUTHENTI CATI ON_DI SABLED) ;
mut ex_ent er (&hba- >aut h_| ock) ;

auth_cfg = enl xs_auth_cfg_get (hba, (uint8_t *)&fcsp_status-> wpn,
(uint8_t *)&f csp_status->rwpn);

if (lauth_cfg) {
EM_LXS_MSGF( EMLXS_CONTEXT, &eml xs_df c_error_mnsg,
"enm xs_dhc_get _auth_status: entry not found. %: %",
em xs_wwn_xl ate(s_l wwpn, (uint8_t *)&f csp_status->l wapn),

em xs_wwn_xl ate(s_rwapn, (uint8_t *)&f csp_status->rwapn));

mut ex_exi t (&ba- >aut h_| ock) ;
return (DFC_AUTH_NOT_CONFI GURED) ;

}
if (berp((uint8_t *)&fcsp_status->rwapn,
(uint8_t *)em xs_fabri c_wwn, 8) ==0
aut h_st at us = &port->port_dhc. aut h_st at us;
auth_time = port >port_dhc. auth_time;
ndl p = enl xs_node_find_di d(port, FABRI CDD;
} else {
aut h_st at us = &aut h_cf g- >aut h_st at us;
auth_time = auth _cfg->auth_tinme;
) ndl p = aut h_cf g->node;

update = 0;
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9702
9703
9704
9705
9706
9707

9710
9711
9712
9713
9714
9715
9716
9717
9718
9719
9720

9722
9723
9724
9725
9727

9729

/* Check if node is still available */

if (ndlp & ndl p->nlp_active) {
em xs_dhc_status(port, ndlp, 0, 0);
update = 1;

} else {
rc = DFC_AUTH_WAN_NOT_FOUND;

}

if (update) {
fcsp_status->auth_state = auth_status->auth_state;

fcsp_status->aut h_fail Reason = aut h_stat us->aut h_f ai | Reason;

fcsp_status->type_priority = auth_status->type_priority;
fcsp_status->group_priority = auth_status->group_priority;
fcsp_status->hash_priority = auth_status->hash_priority;
fcsp_status->l ocal Auth = aut h_stat us- >l ocal Aut h;
fcsp_status->renpt eAuth = aut h_st at us- >r enot eAut h;
fcsp_status->tine_fromlast_auth = DRV_TIME - auth_time;
fcsp_status->tine_until_next_auth =

aut h_status->tine_until _next_auth;

rc = 0;

} else {
rc
}

mut ex_exi t (&hba- >aut h_| ock) ;

DFC_AUTH_WAN_NOT_FOUND;

return (rc);

9731 } /* enl xs_dhc_get _auth_status() *

_unchanged_portion_onitted_
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1/*
2 * CDDL HEADER START
3 *
4 * The contents of this file are subject to the terms of the
5 * Common Devel opnent and Distribution License (the "License").
6 * You may not use this file except in conpliance with the License.
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
*
*
*

CDDL HEADER END
/

23 * Copyright 2010 Enmulex. Al rights reserved.
24 * Use is subject to |license terns
25 * Copyright (c) 2011 Bayard G Bell. Al rights reserved.
26 * Copyright 2014 Nexenta Systens, Inc. All rights reserved.
27 #endif /* | codereview */

*

/

31 #define DEF_I CFG 1

33 #include <enl xs. h>
34 #include <enl xs_version. h>

37 char enl xs_revision[] = EM.XS_REVI SI ON\;
38 char enl xs_version[] = EM.XS_VERSI ON;
39 char em xs_nane[] = EM.XS_NANE;

40 char em xs_l abel [] = EMLXS_LABEL;

42 |* Required for EMLXS_CONTEXT in EMLXS MSGF calls */
43 EMLXS_MSG DEF(EMLXS SOLARI S C);

45 #ifdef MENLO_SUPPORT
46 static int32_t em xs_send_nenl o(enl xs_port_t *port, enlxs_buf_t *sbp);
47 #endi f /* MENLO_SUPPORT */

49 static void enm xs_fca_attach(em xs_hba_t *hba);

50 static void en xs_f ca_detach(em xs_hba_t *hba);

51 static void em xs_drv_banner (em xs_hba_t *hba);

53 static int32_t em xs_get_props(enl xs_hba_t *hba);

54 static int32_t enl xsfsendifcpfcnﬂ(em xs_port_t *port, enlxs_buf_t *sbp,

55 uint32_t *pkt_flags);

56 static int32_t enlxs_send fct_stat us(em xs_port_t *port, enl xs_buf_t *sbp);
57 static int32_t enlxs_send _fct_abort(em xs port t *port, em xs_buf_t *sbp);
58 static int32_t enlxs_send_i p(em xs_port _t port em xs_buf _t *sbp);

59 static int32_t enlxs_send_els(em xs_port_t *port, em xs_buf_t *sbp);

60 static int32_t enlxs_send els_rsp(em xs port t *port, em xs_buf_t *sbp);
61 static int32_t enlxs_send ct(em xs_port_t *port, em xs_buf_t *sbp);
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119
120
121
122
123
124
125
126
127

stati
stati
stati
stati
stati
stati

stati
stati
stati

C
(o}
c
Cc
C
(o}

C
C
(o}

int32_t
ui nt 32_t
voi d

int

int

voi d

voi d

ui nt 32_t
ui nt 32_t

em xs_send_ct_rsp(em xs_port_t *port, em xs_buf_t *sbp);

e xs_add_i nstance(int32_t ddiinst);

enl xs_i odone(em xs_buf _t *sbp);

enl xs_pm | ower _power (dev_info_t *di p)

enl xs_pm rai se_power (dev_info_t *di

em xs_driver_renove(dev_info_t *dip, ui nt 32_t init_flag,
uint32_t failed);

em xs_i odone_server(voi d *argl, void *arg2, void *arg3);

enm xs_integrity_check(enl xs_hba_t *hba);

em xs_test(em xs_hba_t *hba, uint32_t test_code,
uint32_t args, uint32_t *arg);

#if (EMLXS_MODREV >= EMLXS_MODREV3) && (EMLXS_MODREV <= EM.XS_MODREV4)
static void

#endi

extern int
em xs_msiid_to_chan(em xs_hba_t *hba, int nsi_id);
extern int
erm xs_sel ect _nsi i d(en xs_hba_t *hba);
/*
* Driver Entry Routines.
*/
static int32_t enl xs_detach(dev_info_t *, ddi_detach_cnd_t);
static int32_t emnlxs_attach(dev_info_t *, ddi_attach_cnd_t);
static int32_t enlxs_open(dev_t *, int32_t, int32_t, cred_t *)
static int32_t enlxs_close(dev_t, int32_t, int32_t, cred_t *)
static int32_t enlxs_ioctl(dev_t, int32_t, intptr_t, int32_t,
cred_t *, int32_t *);
static int32_t emnxs_info(dev_info_t *, ddi _info_cnd_t, void *, void **);
/*
* FC_AL Transport Functions.
*/
static opaque_t enl xs_fca_bind_port(dev_info_t *, fc_fca_port_info_t *,
fc_fca bind_info t *);
static void en xs_fca_unbi nd_port (opaque_t);
static void em xs_initialize_pkt(em xs_port_t *, em xs_buf_t *);
static int32_t enlxs_fca_get_cap(opaque_t, char *, void *);
static int32_t enlxs_fca_set_cap(opaque_t, char *, void *);
static int32_t enlxs_fca_get_nmap(opaque_t, fc_lilpmap_t *);
static int32_t emxs_fca_ub_alloc(opaque_t, uint64_t *, uint32_t,
uint32 t *, uint32_t);
static int32_t enxs_fca ub_free(opaque_t, uint32_ t, uint64_t *);
static opaque_t enl xs_fca_get_device(opaque_t, fc_portid_t);
static int32_t enlxs_fca_notify(opaque_t, uint32_t);
static void em xs_ub_el s_rej ect(em xs_port_t *, fc_unsol _buf _t *);
/*
* Driver Internal Functions.
*/
static void em xs_pol | (em xs_port_t *, enlxs_buf_t *);
static int32_t enl xs_power(dev_info_t *, int32_t, int32_t);
#i fdef EMLXS_| 386
#ifdef Sl11
static int32_t enlxs_quiesce(dev_info_t *);
#endi f
#endi f
static int32_t enl xs_hba_resune(dev_info_t *);
static int32_t emnl xs_hba_suspend(dev_info_t *);

f

em xs_read_vport_prop(enl xs_hba_t *hba);
s

/* EMLXS_MODREV3 | EMLXS_MODREV4
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to*);
to*);
hba_t *);

static int32_t enl xs_hba_detach(dev_info_
static int32_t enl xs_hba_attach(dev_info
static void enl xs_| ock_dest roy(em xs
static void em xs_| ock_i nit (el xs_hba_t *);

char *em xs_pm conponents[] = {

b3
/*

*

ddi

- -

O % %k o ok ok Ok Ok Ok *
-~

ddi

bs
ddi

}s
ddi

" NAME=em xx000",
"0=Device D3 State",
"1=Devi ce DO State"

Default emMx dma limts

_dma_limt emxs_dma_lim={
(uint32_t)0,
(uint32_t)Oxffffffff,
(uint_t)Ox00ffffff,

DEFAULT_BURSTSI ZE | BURST32 |

1,
Ox00f fffff

Be careful

(al nost) the nost general case, permt

way supported by the LightPulse famly.

al i gnment specified as requiring nmenor
the Lightpul se can DVA nenory on any b

BURST64,

when using these attributes;

dlimaddr_lo */

dl i maddr_hi */
dlimecentr_max */
dl i m burstsizes */
dl i mmnxfer */

dl i m dmaspeed */

* ok % Ok F

—~——— — —

the defaults |isted below are
ting allocation in al nost any

The sol e exception is the

y allocation on a 4-byte boundary;
yt e boundary.

The LightPulse family currently is limted to 16Mtransfers;

this restriction affects the dma_attr

_dma_attr_t em xs_dma_attr = {

_count_max and dma_attr_nmaxxfer fields.

DMVA_ATTR VO, /* dnma_attr_version */
(uint64_t)o0, /* dma_attr_addr_lo */
(uint64_t)Oxfffffffffffffffef, /* dma_attr_addr_hi */
(uint64_t)oxo0ffffff, /* dma_attr_count _max */
1, /* dnme_attr_align */
DEFAULT_BURSTSI ZE | BURST32 | BURST64, /* dma_attr_burstsizes */
, /* dma_attr_m nxfer */
(uint64_t)Oox00ffffff, /* dma_attr_maxxfer */
(uint64_t)oxffffffff, /* dma_attr_seg */
EMLXS_SGLLEN, /* dma_attr_sgilen */
, /* dma_attr_granul ar */
0 /* dma_attr_flags */
_dma_attr_t enlxs_dnma_attr_ro = {
DVA_ATTR VO, /* dma_attr_version */
(uint64_t)o0, /* dnme_attr_addr_|lo */
(uint64_t)Oxffffffffffffffff, /* dma_attr_addr_hi */
(uint64_t)Ox00ffffff, /* dma_attr_count _nmax */
1, /* dma_attr_align */
DEFAULT_BURSTSI ZE | BURST32 | BURST64, /* dne_attr_burstsizes */
1, /* dme_attr_m nxfer */
(uint64_t)0x00ffffff, /* dma_attr_maxxfer */
(uinte4_t)Oxffffffff, /* dma_attr_seg */
EMLXS_SGLLEN, /* dnme_attr_sgllen */
1, /* dme_attr_granul ar */
DDl _DVA RELAXED ORDERI NG /* dma_attr_flags */

_dma_attr_t em xs_dma_attr
“DMA_ATTR VO,

_1sg = {

/* dma_attr_version */
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194
195
196
197
198
199
200
201
202
203
204
205

207
208
209
210
211
212
213
214
215
216
217
218
219
220
221
222

224
225
226
227
228
229
230
231
232

234
235
236
237
238
239
240
241
242

244
245
246
247
248
249
250
251
252
253
254
255
256
257
258
259

(uint64_t)O0, /* dma_attr_addr_lo */
(uint64_t)Oxffffffffffffffff, /* dma_attr_addr_hi */
(uint64_t)Ox00ffffff, /* dma_attr_count_nmax */
1, /* dma_attr_align */
DEFAULT_BURSTSI ZE | BURST32 | BURST64, /* dma_attr_burstsizes */
1, /* dma_attr_m nxfer */
(uint64_t)Ox00ffffff, /* dma_attr_nmaxxfer */
(uint64_t)Ooxffffffff, /* dma_attr_seg */
1, /* dma_attr_sgilen */
1, /* dma_attr_granul ar */
0 /* dma_attr_flags */
e
#if (EMLXS_MODREV >= EM_.XS_MODREV3)
ddi _dma_attr_t enml xs_dnme_attr_fcip_rsp = {
“DVA_ATTR VO, /* dma_attr_version */
(uint64_t)0, /* dma_attr_addr_|lo */
(uint64_t)Oxffffffffffffffff, /* dma_attr_addr_hi */
(UI nt64_t)0x00ffffff, /* dma_attr_count _max */
/* dme_attr_align */
DEFAULT_BURSTSI ZE | BURST32 | BURST64, /* dma_attr_burstsizes */
1, /* dme_attr_m nxfer */
(uint64_t)Oox00ffffff, /* dme_attr_maxxfer */
(uinte4_t)Oxffffffff, /* dma_attr_seg */
EMLXS_SGLLEN, /* dma_attr_sgilen */
1, /* dma_attr_granul ar */
0 /* dma_attr_flags */
b3
#endi f /* >= EM.XS_MODREV3 */
/*
* DDl access attributes for device
*
ddi _device_acc_attr_t enlxs_dev_acc_attr = {
DDI_DEVI CE_ATTR V1, “/* devacc_attr_version */
DDl _STRUCTURE_LE . A(I: /* PCl is Little Endian */
DDI _STRI CTORDER_ACC, /* devacc_attr_dat aor der */
DDl _DEFAULT_ACC /* devacc_attr_access @
b
/*
* DDl access attributes for data
*
/
ddi _device_acc_attr_t enl xs_data_acc_attr = {
DDI_DEVI CE_ATTR V1, /* devacc_attr_version */
DDI _NEVERSWAP_ACC, /* don't swap for Data */
DDI _STRI CTORDER_ACC, /* devacc_attr_dat aorder */
DDl _DEFAULT_ACC /* devacc_attr_access */
e
/*
* Fill in the FC Transport structure,
* as defined in the Fibre Channel Transport Progranmmm ng Cui de.
*/
#if (EMLXS_MODREV == EM.XS_MODREV5)

static fc_fca_tran_t
FCTL_FCA MODREV_5,

MAX_VPORTS, /* fca
sizeof (em xs_buf t), /* fca
2048, /* fca
&em xs_dma_l i m /* fca
0, /* fca
&enm xs_dma_attr, /* fca
&em xs_dme_attr_1sg, /* fca
&em xs_dma_attr_1sg, /* fca
&em xs_dma_attr_ro, /* fca

em xs_fca_tran = {
/* fca_version,

with SUN NPIV support
nunerb of ports */
pkt size */

cmd max */

dma limts */

i bl ock,

*/

to be filled in later */
dma attributes */

dma fcp cnd attributes */
dma fcp rsp attributes */
dma fcp data attributes */
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260 &em xs_dma_attr_1sg,
261 &em xs_dma_attr_fcip_rsp,
262 &em xs_dma_attr_1sg,
263 &em xs_dma_attr,

264 &em xs_data_acc_attr,
265

266 {0, o, o, 0, 0, O, 0, 0O},
267 em xs_f ca_bi nd_port,
268 em xs_f ca_unbi nd_port,
269 em xs_fca_pkt_init,

270 em xs_f ca_pkt _uni n|t
271 em xs_fca_transport,
272 enl xs_f ca_get _cap,
273 em xs_fca_set _cap,

274 em xs_f ca_get _map,
275 em xs_fca_transport,
276 em xs_fca_ub_al |l oc,
277 enl xs_fca_ub_free,

278 em xs_fca_ub_rel ease,
279 em xs_f ca_pkt _abort,
280 em xs_fca_reset,

281 enl xs_fca_port_nanage,
282 em xs_fca_get _devi ce,
283 enl xs_fca_notify

284 };

285 #endif /* EMLXS_MODREV5 */
288 #if (EMXS_MODREV == EM.XS_MODREV4)
289 static fc_fca_tran t em xs_fca_tran = {
290 FCTL_FCA MODREV_4,

291 MAX_VPORTS,

292 si zeof (em xs_buf_t),
293 2048,

294 &em xs_dma_l i m

295 0,

296 &em xs_dma_attr,

297 &em xs_dma_attr_1sg,
298 &em xs_dma_attr_1sg,
299 &m xs_dma_attr_ro,
300 &em xs_dma_at tr lsg,
301 &em xs_dma_attr_fcip_rsp,
302 &em xs_dma_attr _1sg,
303 &em xs_dma_attr,

304 &enl xs_data_acc_attr,
305 enl xs_fca_bind_port,
306 eml xs_f ca_unbi nd_port ,
307 em xs_fca_pkt_init,

308 enl xs_f ca_pkt _uni n|t
309 enl xs_fca_transport,
310 enl xs_fca_get _cap,

311 em xs_f ca_set _cap,

312 em xs_f ca_get _nap,

313 em xs_fca_transport,
314 em xs_fca_ub_al |l oc,
315 em xs_fca_ub_free,

316 em xs_fca_ub_rel ease,
317 enl xs_f ca_pkt _abort,
318 em xs_fca_reset,

319 em xs_f ca_port _nanage,
320 em xs_fca_get _devi ce,
321 enl xs_fca_notify

322 }

323 #endif /* EM.XS_MODEREV4 */

—~————— — —

— e —

* ok Ok ok % ok ¥

I T T

fca
fca
fca
fca
fca
fca

Physi cal

fca_

fca
fca
fca
fca
fca
fca
fca
fca
fca
fca
fca
fca
fca
fca

attributes */
attributes */
dma fcsmend attributes */
dma fcsmrsp attributes */
access atributes */

num npi vports */

port WAPN */

dma fcip cnd
dma fcip rsp

version */

nunmerb of ports */

pkt size */

cmd max */

dma limits */

iblock, to be filled in later */
dma attributes */

fcp cnd attributes */
fcp rsp attributes */
fcp data attributes */
fcip cnd attributes */
fcip rsp attributes */
fcsmend attributes */
fcsmrsp attributes */
access atributes */
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326 #if (EMLXS_MODREV == EM_LXS_MODREV3)
327 static fc_fca_tran t em xs_fca_tran

328 FCTL_FCA MODREV_3,
329 MAX_VPORTS,

330 si zeof (em xs_buf_t),
331 2048,

332 &em xs_dma_l i m

333 0,

334 &en xs_dma attr,

335 &em xs_dma_attr_1sg,
336 &em xs_dma_attr_1sg,
337 &em xs_dma_attr_ro,
338 &em xs_dma_attr lsg,
339 &em xs_dma_attr_fcip_rsp,
340 &em xs_dma_attr_1sg,
341 &em xs_dma_attr,

342 &em xs_data_acc_attr,
343 enl xs_fca_bind_port,
344 em xs_f ca_unbi nd_port,
345 enl xs_fca_pkt_init,
346 em xs_f ca_pkt _uni ni t ,
347 em xs_fca_transport,
348 em xs_f ca_get _cap,
349 em xs_fca_set _cap,
350 enml xs_f ca_get _map,
351 enl xs_fca_transport,
352 em xs_fca_ub_all oc,
353 em xs_fca_ub_free,
354 eml xs_fca_ub_rel ease,
355 enl xs_f ca_pkt_abort,
356 em xs_fca_reset,

357 em xs_fca_port_rranage,
358 em xs_f ca_get _devi ce,
359 em xs_fca_notify

360 };

361 #endif [/* EMLXS_MODREV3 */
364 #if (EMLXS_MODREV == EM.XS_MODREV2)
365 static fc_fca_tran t em xs_fca_tran
366 FCTL_FCA_ MODREV_2

367 MAX_VPORTS,

368 sizeof (em xs_buf t),
369 2048,

370 &em xs_dma_lim

371 0,

372 &em xs_dma_attr,

373 &enl xs_data_acc_attr,
374 enl xs_fca_bind_port,
375 enl xs_f ca_unbi nd_port,
376 enl xs_fca_pkt_init,
377 em xs_f ca_pkt _uni nit ,
378 em xs_fca_transport,
379 em xs_f ca_get _cap,
380 enm xs_f ca_set _cap,
381 em xs_f ca_get _nap,
382 em xs_fca_transport,
383 enl xs_fca_ub_al | oc,
384 em xs_fca_ub_free,
385 em xs_fca_ub_rel ease,
386 em xs_f ca_pkt _abort,
387 enl xs_fca_reset,

388 em xs_fca_port_manage,
389 em xs_f ca_get _devi ce,
390 em xs_fca_notify

391 }:

{

{

— e e —

—~————————

N

* ok Ok ok k ok k%

fca_version */

fca nunerb of ports */

fca pkt size */

fca cnd max */

fcadma limts */

fca iblock, to be filled in later */
fca dna attributes */

fca dma fcp cnd attributes */
fca dnma fcp rsp attributes */
fca dma fcp data attributes */
fca dnma fcip cnd attributes */
fca dma fcip rsp attributes */
fca dma fcsmend attributes */
fca dnma fcsmrsp attributes */
fca access atributes */

fca_version */

nunber of ports */

pkt size */

max cmds */

DMA limts */

iblock, to be filled in later */
dma attributes */

access atributes */
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392 #endif /* EMLXS_MODREV2 */ 458 &em xs_cb_ops, /* devo_cb_ops */
459 NULL, /* devo_bus_ops */
394 /* 460 em xs_power, /* power ops */
395 * state pointer which the inplenentation uses as a place to 461 #ifdef EMLXS_| 386
396 * hang a set of per-driver structures; 462 #ifdef Sl1
397 * 463 em xs_qui esce, /* quiesce */
398 */ 464 #endi f
399 void *em xs_soft_state = NULL; 465 #endi f
466 };
401 /*
402 * Driver d obal variables. 468 #i ncl ude <sys/nodctl. h>
403 */ 469 extern struct nod_ops nod_driverops;
404 int32_t enl xs_scsi _reset_delay = 3000; /* milliseconds */
471 #ifdef SAN DI AG_SUPPORT
406 enl xs_device_t enl xs_devi ce; 472 extern knutex_t sd_bucket _nut ex;
473 extern sd_bucket _info_t sd_bucket;
408 ui nt 32_t enl xs_i nst ance[ MAX_FC BRDS] ; /* uses enl xs_device. |l ock */ 474 #endif /* SAN_DI AG_SUPPORT */
409 ui nt 32_t em xs_i nstance_count = 0 /* uses enl xs_device. | ock */
410 uint32_t enl xs_instance_flag = /* uses enl xs_device.lock */ 476 | *
411 #define EMLXS_FW SHOW 0x00000001 477 * Modul e I'inkage i nformation for the kernel.
478 */
479 static struct nodldrv em xs_nodl drv = {
414 | * 480 &rod_driverops, /* nodule type - driver */
415 * Single private "global" |ock used to gain access to 481 enl xs_nane, /* nodul e nane */
416 * the hba_list and/or any other case where we want need to be 482 &en xs_ops, /* driver ops */
417 * single-threaded. 483 };
418 */
419 uint32_t enm xs_di ag_st ate;
486 [ *
421 | * 487 * Driver nodul e |inkage structure
422 * CB ops vector. Used for adm nistration only. 488 */
423 */ 489 static struct nodlinkage enl xs_nodl i nkage = {
424 static struct cb_ops em xs_cb_ops = { 490 MODREV_1, /* m _rev - nust be MODREV_1 */
425 enl xs_open, /* cb_open */ 491 &enm xs_m:)dl drv, /* m_linkage */
426 em xs_cl ose, /* cb_cl ose */ 492 NULL /* end of driver |inkage */
427 nodev, /* cb_strategy */ 493 };
428 nodev, /* cb_print */
429 nodev, /* cb_dunmp */
430 nodev, /* cb_read */ 496 /* W only need to add entries for non-default return codes. */
431 nodev, /* cb_wite &7/ 497 /* Entries do not need to be in order. */
432 en xs_i oct |, /* ch_ioctl */ 498 /* Default: FC_PKT_TRAN_ERROR, FC_REASON_ABORTED, */
433 nodev, /* cb_devmap */ 499 [ * FC_EXPLN_NONE, FC_ACTI ON_RETRYABLE */
434 nodev, /* cb_mmap (]
435 nodev, /* cb_segnmap */ 501 em xs_xlat_err_t em xs_iostat_tbhl[] = {
436 nochpol |, /* cb_chpol | */ 502 /* {f/w code, pkt_state, pkt_reason, */
437 ddi _prop_op, /* cb_prop_op */ 503 /* pkt _expl n, pkt_action} */
438 0, /* cb_stream &/
439 #ifdef _LP64 505 /* 0x00 - Do not rempve */
440 D 64BI T | D HOTPLUG | D MP | D _NEW /* cb_flag */ 506 {1 OSTAT_SUCCESS, FC_PKT_SUCCESS, FC_REASON_NONE,
441 #el se 507 FC_EXPLN_NONE, FC_ACTI ON_RETRYABLE},
442 D HOTPLUG | D_MP | D _NEW /* cb_flag */
443 #endi f 509 /* 0x01 - Do not renove */
444 CB_REV, /* rev */ 510 {1 OSTAT_FCP_RSP_ERROR, FC_PKT_SUCCESS, FC_REASON_NONE,
445 nodev, /* cb_aread */ 511 FC_EXPLN_NONE, FC_ACTI ON_RETRYABLE},
446 nodev /* cb_awite */
447 }; 513 /* 0x02 */
514 {1 OSTAT_REMOTE_STOP, FC_PKT_REMOTE _STOP, FC_REASON_ABTS,
449 static struct dev_ops em xs_ops = { 515 FC_EXPLN_NONE, FC_ACTI ON_NON RETRYABLE}
450 DEVO_REV, /* rev */
451 0, [* refcnt */ 517 /*
452 en xs info, /* getinfo */ 518 * This is a default entry.
453 nul | dev, /* identify */ 519 * The real codes are witten dynamically in enlxs_els.c
454 nul | dev, /* probe */ 520 */
455 em xs_at tach, /* attach B 521 /* 0x09 */
456 em xs_det ach, /* detach */ 522 {1 OSTAT_LS RJT, FC PKT_LS RJT, FC_REASON CMD_UNABLE,
457 nodev, /* reset */ 523 FC_EXPLN_NONE, “ FC_ACTI ON_RETRYABLE} ,
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525
526
527
528

530
531
532
533

535
536
537
538

540
541
542
543

545
546
547
548

550
551
552
553
554

556

559
560
561
562

564
565
566

568
569
570

572
573
574

576
577
578

580
581
582

584
585
586

588
589

/* Special error code */

/* 0x10 */

{| OSTAT_DATA_OVERRUN, FC_PKT_TRAN ERROR, FC_REASON OVERRUN,
FC_EXPLN_NONE, FC_ACTI ON_RETRYABLE},

/* Special error code */

/* 0x11 */

{1 OSTAT_DATA UNDERRUN, FC PKT_TRAN ERROR, FC_REASON ABORTED,
FC_EXPLN_NONE, FC_ACTI ON_RETRYABLE},

/* CLASS 2 only */

/* 0x04 */

{1 GSTAT_NPORT_RJT, FC_PKT_NPORT_RJT, FC REASON PROTOCOL_ERROR,
FC_EXPLN_NONE, FC_ACTI ON_RETRYABLE},

/* CLASS 2 only */

/* 0x05 */

{1 OSTAT_FABRI C_ RJT, FC PKT_FABRI C_RJT, FC_REASON PROTOCOL_ERROR,
FC_EXPLN_NONE, FC_ACTI ON RETRYABLE}

/* CLASS 2 only */

/* 0x06 */

{1 OSTAT_NPORT_BSY, FC_PKT_NPORT_BSY, FC_REASON_PHYSI CAL_BUSY,
FC_EXPLN_NONE, FC_ACTI ON_SEQ TERM RETRY},

/* CLASS 2 only */
/* 0x07 */
{| OSTAT_FABRI C_BSY, FC _PKT_FABRI C_BSY, FC_REASON_FABRI C_BSY,
FC_EXPLN_NONE, FC_ACTI ON_SEQ TERM RETRY},
e

#def i ne | OSTAT_MAX (si zeof (em xs_iostat_tbl)/sizeof (em xs_xlat_err_t))

/* W only need to add entries for non-default return codes. */
/* Entries do not need to be in order. */
/* Defaul t: FC_PKT_TRAN_ERROCR, FC_REASON_ABORTED, */
[* FC_EXPLN_NONE, FC_ACTI ON_RETRYABLE}
em xs_xlat_err_t em xs_ioerr_thl[] = {
/* {f/w code, pkt_state, pkt_reason, */
/* pkt _expl n, pkt_action} */

/* 0x01 */

{1 OERR_M SSI NG_CONTI NUE, FC PKT_TRAN ERROR, FC_REASON_OVERRUN,
FC_EXPLN_NONE, FC_ACTI ON_RETRYABLE},

/* 0x02 */
{1 OERR_SEQUENCE_TI MEQUT, FC _PKT_TI MEQUT, FC _REASON_SEQ TI MEQUT,
FC_EXPLN_NONE, FC_ACTI ON_RETRYABLE},

/* 0x04 */
{I CERR_INVALI D_RPI, FC _PKT_PORT_OFFLI NE, FC_REASON_CFFLI NE,
FC_EXPLN_ NCNE FC_ACTI ON RETRYABLE}

/* 0x05 */
{I CERR_NO_XRI, FC PKT_LOCAL_RJT, FC_REASON XCHG_DROPPED,
FC_ EXPLN NONE, FC_ACTI ON_RETRYABLET,

/* 0x06 */

{I CERR_I| LLEGAL_COMVAND, FC PKT_LOCAL_RJT, FC REASON | LLEGAL_REQ
FC_EXPLN_NONE, FC ACTI ON_RETRYABLE},

/* 0x07 */

{ | CERR_XCHG_DROPPED, FC_PKT_LOCAL_RJT, FC_REASON_XCHG_DROPPED,
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590 FC_EXPLN_NONE, FC_ACTI ON_RETRYABLE},

592 /* 0x08 */

593 {I OERR_| LLEGAL_FI ELD, FC_PKT_LOCAL_RJT, FC_REASON | LLEGAL_REQ
594 FC_EXPLN_NONE, FC_ACTI ON_RETRYABLE},

596 /* 0Ox0B */

597 {1 CERR_RCV_BUFFER WAI TI NG, FC_PKT_LOCAL_RJT, FC_REASON_NOVEM
598 FC_EXPLN_NONE, FC_ACTI ON_RETRYABLE},

600 /* 0x0D */

601 {1 OERR_TX_DVMA FAI LED, FC PKT_LOCAL_RJT, FC_REASON DVA ERROR,

602 FC_EXPLN_NONE, FC_ACTI ON_RETRYABLE},

604 /* OxOE */

605 {1 OERR_RX_DNMA FAI LED, FC PKT_LOCAL_RJT, FC_REASON DVA_ ERROR,

606 FC_EXPLN_NONE, FC_ACTI ON_RETRYABLE},

608 /* OxOF */

609 {1 OERR_| LLEGAL_FRAME, FC PKT_LOCAL_RJT, FC_REASON | LLEGAL_FRAME,
610 FC_EXPLN_NONE, FC_ACTI ON_RETRYABLE},

612 /* 0x11 */

613 {| OERR_NO_RESOURCES, FC PKT_LOCAL_RJT, FC_REASON_NOVEM

614 FC_EXPLN_NONE, FC_ACTI ON_RETRYABLE},

616 /* 0x13 */

617 {1 CERR_| LLEGAL_LENGTH, FC PKT_LOCAL_RJT, FC_REASON |LLEGAL_LENGTH,
618 FC_EXPLN_NONE, FC_ACTI ON_RETRYABLE},

620 [* 0x14 */

621 {1 OERR_UNSUPPORTED FEATURE, FC PKT_LOCAL_RJT, FC_REASON_UNSUPPORTED,
622 FC_EXPLN_NONE, FC_ACTION RETRYABLE}

624 /* 0x15 */

625 {1 OERR_ABORT_| N_PROGRESS, FC PKT_LOCAL_RJT, FC_REASON_ABORTED,
626 FC_EXPLN_NONE, FC ACTI ON_ RETRYABLE}

628 /* 0x16 */

629 {1 OERR_ABORT_REQUESTED, FC _PKT_LOCAL_RJT, FC_REASON_ABORTED,

630 FC_EXPLN_NONE, FC ACTION RETRYABLE}

632 [* 0x17 */

633 {1 OERR_RCV_BUFFER _TI MEQUT, FC PKT_LOCAL_RJT, FC_REASON_RX_BUF_TI MEQUT,
634 FC_EXPLN_NONE, FC_ACTI ON_RETRYABLE},

636 /* 0x18 */

637 {1 OERR_LOOP_OPEN_FAI LURE, FC PKT_LOCAL_RJT, FC_REASON FCAL_OPN _FAIL,
638 FC_EXPLN_NONE, FC_ACTI ON_ RETRYABLE}

640 /* Ox1A */

641 {1 CERR_LI NK_DOWN, FC_PKT_PORT_OFFLI NE, FC_REASON_OFFLI NE,

642 FC_EXPLN_NONE, FC_ACTTON RETRYABLE}

644 /* 0x21 */

645 {1 OERR_BAD_HOST_ADDRESS, FC PKT_LOCAL_RJT, FC_REASON BAD_SI D,
646 FC_EXPLN_NONE, FC_ACTI ON RETRYABLE}

648 /* Cccurs at |ink down */

649 /* 0x28 */

650 {1 CERR_BUFFER_SHORTAGE, FC PKT_PORT_OFFLI NE, FC_REASON_OFFLI NE,
651 FC_EXPLN_NONE, FC ACTI ON_RETRYABLE},

653 /* OxFO */

654 {1 OERR_ABORT_TI MEQUT, FC_PKT_TI MEQUT, FC_REASON_SEQ TI MEQUT,

655 FC_EXPLN_NONE, FC_ACTI ON RETRYABLE}
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656 };

658 #define | OERR_MAX (sizeof (em xs_ioerr_tbl)/sizeof (enlxs_xlat

662 eml xs_table_t enl xs_error_t able[] ={

663 | CERR_SUCCESS, "No error."},

664 | OERR_M SSI NG_CONTI NUE, "M ssing continue."},

665 | OERR_SEQUENCE _TI NEO.JT "Sequence timeout."},

666 | CERR | NTERNAL_ERROR, "Internal error."},

667 | CERR_| NVALI D RPI, "Invalld RPI. "},

668 | OERR_NO XRI, "No XRI. }

669 | CERR_| LLEGAL COVNAND "I'l'l egal command. "},

670 | OERR_XCHG _DROPPED, "Exchange dropped."},

671 | OERR | LLEGAL_FIELD, "Illegal field."},

672 | OERR_RCV_BUFFER_WAI TI NG "RX buffer waiting."},

673 | CERR_TX_DMA FAILED, "TX DMA failed."},

674 | OERR_RX_DVA_FAI LED, "RXDNAfaiIed."},

675 | CERR_| LLEGAL_FRAME, "I egal frama. "},

676 | OERR_NO_RESOURCES, No resources. "},

677 | CERR_| LLEGAL_LENGTH, "111 egal length."},

678 | OERR_UNSUPPORTED _ FEATURE "Unsupported feature "},
679 | OERR_ABORT_| N_PROGRESS, "Abort in progess."},

680 | OERR_ABORT_REQUESTED, "Abort requested. "},

681 | OERR_RCV_BUFFER _TI MEQUT, "RX buffer ti neout . "},
682 | CERR_LOCP_OPEN FAI LURE, "Loop open failed."},

683 | OERR_RI NG_RESET, "Ring reset "},

684 | OERR_LI NK_DOMN, "Link down. "

685 | OERR_CORRUPTED_DATA, " Cor r upt ed data "}

686 | OERR_CORRUPTED RPI, "Corrupted RPI.

687 | OERR_OUT_OF ORDER | DATA " Qut - of - or der data."},
688 | OERR_OUT_OF_ O?DER ACK, "CQut-of-order ack."},

689 | CERR_DUP_FRAME, "Duplicate frame."},

690 | CERR LI NK_CO\ITRO__FRAIVE, "Link control frame."},
691 | CERR_BAD HOST_ADDRESS, "Bad host address."},

692 | OERR_RCV_HDRBUF_WAI TI NG, "RX header buffer waiti ng. "},
693 | CERR_M SSI NG_HDR_BUFFER, M ssing header buffer. }
694 | CERR_MSEQ CHAI N_CORRUPTED, "MSEQ chain corrupted.™},
695 | OERR_ABORTMULT_REQUESTED, "Abort multi pI e requested. "},
696 | CERR_BUFFER_SHORTAGE, "Buffer shortage."},

697 | OERR_XRI BUF_WAI TING, " XRl buffer shortage"},

698 IOERR XRI BUF_M SSI NG, "“XRl buffer m ssi ng"},

699 | OERR_ROFFSET | NVAL, "Rel ative offset invalid."},
700 | OERR_ROFFSET_M SSI NG "Rel ative offset m ssing."},
701 | OERR_| NSUF_| BUFFER "Buffer too snall."},

702 | CERR_M SSING SI, "ELS frane missing SI"},

703 | CERR_M SSI NG _ ES Exhausted bur st \M’thout ES"},
704 | CERR_| NCOVP_XFER, Tr ansfer inconpl ete "},

705 | OERR_ABORT_TI MEQUT, "Abort timeout."}

707 }; /* em xs_error_table */

710 em xs_table_t em xs_stat e_t able[] = {

711 | OSTAT_SUCCESS, Success "},

712 | OSTAT_FCP_RSP_ERROR, "FCP response error."},
713 | OSTAT_REMOTE_STOP, "Renote stop. "}

714 | OSTAT_LOCAL REJECT "Local reject."},

715 | OSTAT_NPORT_RJT, "NPort reject."},

716 | OSTAT_FABRI C RJT, "Fabric reject."},

717 | OSTAT_NPORT_BSY, "Nport busy."},

718 | OSTAT_FABRI C_BSY, "Fabric busy."},

719 | OSTAT_| NTERVED_RSP, "I nternedi ate response. "},
720 | OSTAT_LS RIT, "LS reject."},

721 | OSTAT_CMVD_REJECT, “Cnd reject."},

_err_t))
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722 {1 OSTAT_FCP_TGT_LENCHK, "TGT | ength check."},
723 {1 OSTAT_NEED BUFF_| ENTRY "Need buffer entry."},
724 {1 OSTAT_DATA_UNDERRUN, "Data underrun."},

725 {| OSTAT_DATA_OVERRUN, "Data overrun."},

727 }; /* em xs_state_table */

730 #ifdef MENLO SUPPORT
731 enixs_table t em xs_nenlo_cnd_table[] = {

732 MENLO_CMD_T NI Tl ALI ZE, "MENLO INIT"},

733 MENLO_CVD_FW DOWNLOAD, "MENLO_FW DOANLOAD' },
734 MENLO_CVD_READ_MENMORY, "MENLO_READ MEM'},

735 MENLO _CVMD_W\RI TE_MEMORY, "MENLO WRI TE_MEM'},

736 MENLO _CMD_FTE_| NSERT, "MENLO_FTE_| NSERT" },
737 MENLO _CMD_FTE_DELETE, "MENLO_FTE_DELETE"},
739 MENLO CVD_GET_I NI T, "MENLO GET_INIT"},

740 MENLO_CMVD_GET_CONFI G, "MENLO_GET_CONFI G'},
741 MENLO_CVD_GET_PORT_STATS, "MENLO_GET_PORT STATS"}
742 MENLO CVD_GET_LI F_STATS, "MENLO _GET_LI F_STATS'},
743 MENLO CVD_GET_ASI C_STATS, "MENLO_GET_ASI C_STATS"},
744 MENLO_CVD_GET_LOG CONFI G, "MENLO GET_LOG CFG'},
745 MENLO _CVD_GET_LOG DATA, " MENLO_GET_LOG DATA"},
746 MENLO CVMD_GET_PANI C_LOG, "MENLO_GET_PANI C_LOG' }
747 MENLO_CVD_GET_LB_MODE, "MENLO GET_LB_MODE"},
749 MENLO_CMD_SET_PAUSE, "MENLO_SET_PAUSE"},
750 MENLO_CMD_SET_FCOE_CCS, "MENLO_SET_FCOE_COS'},
751 MENLO_CVD_SET_Ul F_PORT_TYPE, "MENLO_SET_UI F_TYPE"},
753 { MENLO_CVD_DI AGNCST!I CS, "MENLO_DI AGNCSTI CS"},
754 { MENLO_CVD_LOOPBACK, " MENLO_LOOPBACK"},

756 { MENLO CMD_RESET, "MENLO RESET"},

757 {MENLO_CMD_SET_MODE, " MENLO_SET_MODE"}

759 }; /* em xs_nenl o_cnd_t able */

761 em xs_table_t enl xs_nenlo_rsp_table[] = {

762 MENLO_RSP_SUCCESS, " SUCCESS"},

763 MENLO_ERR_FAI LED, "FAI LED'},

764 lvENLO ERR I NVALI D_CMD, "I NVALI D_CVD'},

765 MENLO_ERR_| NVALI D_CREDI T, "| NVALI D_CREDI T"},

766 MENLO_ERR_| NVALI D_SI ZE, "I NVALI D_SI ZE"},

767 MENLO_ERR_| NVALI D_ADDRESS, "I NVALI D_ADDRESS"},
768 MENLO _ERR | NVALI D_CONTEXT, "1 NVALI D_CONTEXT"},

769 MENLO_ERR_| NVALI D_LENGTH, "I NVALI D_LENGTH'},

770 MENLO_ERR_| NVALI D_TYPE, "I NVALI D_TYPE"},

771 MENLO_ERR_| NVALI D_DATA, "I NVALI D_DATA"},

772 MENLO | ERR I NVALI D VALUEL, "1 NVALI D_VALUE1"},

773 MENLO_ERR_| NVALI D_VALUE2, "I NVALI D_VALUE2"},

774 MENLO_ERR_| NVALI D_MASK, "I NVALI D_MASK"},

775 MENLO_ERR_CHECKSUM " CHECKSUM_ERROR" },

776 MENLO_ERR_UNKNOMN_FCI D, " UNKNOWN_FCI D'},

777 MENLO_ERR_UNKNOWN_ WA, " UNKNOWN_ VWA }

778 MENLO_ERR_BUSY, "BUSY"},

780 }; /* em xs_menl o_rsp_table */

782 #endi f /* MENLO_SUPPORT */

785 em xs_table_t enl xs_nscnd_table[] = {
786 {SLT _CT_RESPONSE_FS_ACC, "CT_ACC'},
787 {SLI _CT_RESPONSE_FS_RJT, "CT_RIT"},
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788 MS_GTIN, "MS_GTIN'},
789 MS_G EL, "MS_G EL"},
790 M5 G ET, "M5 G ET"},
791 M5 _GDID, "M5_GDID'},
792 MS_ GM D, "M5_ GM D'},
793 MS_GFN, "MS_GFN'},

794 M5_G ELN, "Ms_d ELN'},
795 MS_GMVAL, "MS_GVAL"},
796 MS_ G EIL, "M5S_ GEIL"},
797 MS_GPL, "MS_GPL"},

798 MS_GPT, "MS_GPT"},

799 MS_GPPN, "Ms_GPPN'},
800 MS_GAPNL, "MS_GAPNL"},
801 MS_GPS, "MsS_GPS'},

802 MS_GPSC, "MS_GPSC'}
803 MS_GATIN, "MS_GATIN'},
804 MS_GSES, "Ms_GSES'},
805 MS_GPLNL, "MS_GPLNL"},
806 MS_GPLT, "MS_GPLT"},
807 M5 _GPLM., "MS_GPLM."},
808 MS_GPAB, "MS_GPAB'},
809 MS_GNPL, "MS_GNPL"},
810 MS_GPNL, "MS_GPNL"},
811 MS_GPFCP, "Ms_GPFCP"},
812 MS_GPLI, "MS _GPLI"},
813 MS_GNID, "M5_GNID'},
814 MS_RI ELN, "MS_RIELN'},
815 MS_RPL, "MS_RPL"},

816 MS_RPLN, "MS_RPLN'},
817 MS_RPLT, "MS_RPLT"},
818 MS_RPLM "MS_RPLM'},
819 MS_RPAB, "MS_RPAB"},
820 M5_RPFCP, "MS_RPFCP"},
821 MS_RPLI, "MS_RPLI"},
822 MS_DPL, "MsS_DPL"},

823 MS_DPLN, "MS_DPLN'},
824 M5_DPLM "Ms_DPLM'},
825 MS_DPLM., "MS_DPLM."},
826 MS_DPLI, "MS_DPLI"},
827 MS_DPAB, "MS_DPAB"},
828 MS_DPALL, "Ms_DPALL"}
830 }; /* em xs_nscnd_t abl e */

833 em xs_table_t em xs_ctcnd_table[] =
834 SLI_CT_RESPONSE_FS_ACC, "CT

ACC'},

835 SLI CT_RESPONSE_FS_RJT, "CT_RIT"},
836 SLI _CTNS_GA_NXT, "GA NXT"},

837 SLI_CTNS_GPN_ID, "GPN D'},

838 SLI_CTNS_GNN_ID, "GNNI D'},

839 SLI_CTNS_GCS_ID, "GCS_ID'},

840 SLI_CTNS_GFT_ID, "GFT_ID'},

841 SLI _CTNS_GSPN I D, "GSPN ID'},

842 SLI_CTNS_GPT_ID, "GPT_ID'},

843 SLI_CTNS G D PN, "G D PN'},

844 SLI_CTNS G D NN, "GID NN'},

845 SLI_CTNS_ G P_NN, "G P_NN'},

846 SLI_CTNS_GI PA_NN, "G PA_NN'},

847 SLI _CTNS_GSNN_NN, " GSNN_NN'1,

848 SLI_CTNS_GNN TP, "GNN | P'},

849 SLI_CTNS G PA IP, "G PA IP'},

850 SLI_CTNS_ G D FT, "G D FT'},

851 SLI_CTNS_G D PT, "GID PT"},

852 SLI _CTNS_RPN_ID, "RPN_ID'},

853 SLI _CTNS_RNN_ID, "RNN_ID'},
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854 {SLI _CTNS_RCS_ID, "RCS ID'},
855 {SLI_CTNS_RFT_ID, "RFT_ID'},
856 {SLI_CTNS_RSPN_I D, "RSPN | D'},
857 {SLI_CTNS_RPT_ID, "RPT_ID'},

858 {SLI_CTNS_RI P_NN, "RIP_NN'},

859 {SLI _CTNS_RI PA_NN, "RI PA_NN'},
860 {SLI _CTNS_RSNN_NN, "RSNN_NN'},
861 {SLI_CINS_DA ID, "DA_ID'},
862 {SLI _CT_LOOPBACK, "LOOPBACK"'} /* Driver special */
864 }; /* em xs_ctcnd_table */

868 em xs_table_t enl xs_rnctnd_table[] = {
869 SLI _CT_RESPONSE_FS_ACC, "CT_ACC'},
870 SLI _CT_RESPONSE_FS_RJT, "CT_RJT"},
871 CT_OP_GSAT, "RM GSAT"},

872 CT_OP_GHAT, "RM GHAT"},

873 CT_OP_GPAT, "RM GPAT"},

874 CT_OP_GDAT, "RM GDAT"},

875 CT_OP_GPST, "RM GPST"},

876 CT_OP_GDP, "RM GDP"},

877 CT_OP_GDPG, "RM GDPG'},

878 CT_OP_GEPS, "RM GEPS"},

879 CT_OP_GLAT, "RM GLAT"},

880 CT_OP_SSAT, "RM SSAT"},

881 CT_OP_SHAT, "RM SHAT"},

882 CT_OP_SPAT, "RM SPAT"},

883 CT_OP_SDAT, "RM SDAT"},

884 CT_OP_SDP, "RM SDP"},

885 CT_OP_SBBS, "RM SBBS"},

886 CT_OP_RPST, "RM RPST"},

887 CT_OP_VFW "RM VFW},

888 CT_OP_DFW "RM DFW},

889 CT_OP_RES, "RM RES'},

890 CT_OP_RHD, "RM RHD'},

891 CT_OP_UFW "RM UFW },

892 CT_OP_RDP, "RM RDP"},

893 CT_OP_GHDR, "RM GHDR'},

894 CT_OP_CHD, "RM CHD'},

895 CT_OP_SSR, "RM SSR'},

896 CT_OP_RSAT, "RM RSAT"},

897 CT_OP_WBAT, "RM WBAT"},

898 CT_OP_RSAH, "RM RSAH'},

899 CT_OP_WSAH, "RM WSAH'},

900 CT_OP_RACT, "RM RACT"},

901 CT_OP_WACT, "RM WACT"},

902 CT_OP_RKT, "RM RKT"},

903 CT_OP_VKT, "RM WKT"},

904 CT_OP_SSC, "RM SSC'},

905 CT_OP_QHBA, "RM QHBA"},

906 CT_OP_GST, "RM GST"},

907 CT_OP_G-TM "RM GFTM'},

908 CT_OP_SRL, "RM SRL"},

909 CT_OP_SI, "RMSI"},

910 CT_OP_SRC, "RM SRC'},

911 CT_OP_GPB, "RM GPB"},

912 CT_OP_SPB, "RM SPB"},

913 CT_OP_RPB, "RM RPB"},

914 CT_OP_RAPB, "RM RAPB"},

915 CT_OP_GBC, "RM GBC'},

916 CT_OP_GBS, "RM GBS'},

917 CT_OP_SBS, "RM SBS'},

918 CT_OP_GANI, "RM GANl "},

919 CT_OP_&RV, "RMGRV'},
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920 CT_OP_GAPBS, "RM GAPBS'},
921 CT_OP_APBC, "RM APBC'},
922 CT_OP_GDT, "RM GDT"},

923 CT_OP_GDLM, "RM GDLM "},
924 CT_OP_GANA, "RM GANA"},
925 CT_OP_GDLV, "RM GDLV'},
926 CT_OP_GWJP, "RM GAUP'},
927 CT_OP_GLM "RM G.M},

928 CT_OP_GABS, "RM GABS"},
929 CT_OP_SABS, "RM SABS"'},
930 CT_OP_RPR, "RM RPR'},

931 SLT_CT_LOOPBACK, " LCIPBACK"} /* Driver special */
933 }; /* em xs_rncnd_t abl e */

936 em xs_table_t em xs_el scrrd _table[] ={
" ACC

937 ELS_CVD _ACC,

938 ELS CMD_LS RIT, LS RIT"},
939 ELS CMD PLOG, "PLOG "},
940 ELS CMD FLOG, "FLOG "}
941 ELS_CMD LOGO, " LOGO"

942 ELS_CMD_ABTX, "ABTX'}.
943 ELS_CMD _RCS, "RCS'},

944 ELS_CMD _RES, "RES'},

945 ELS CMD_RSS, "RSS'}

946 ELS_CMD_RSI, "RSI"}

947 ELS CVMD_ESTS, "ESTS'},
948 ELS_CMD ESTC, "ESTC'},
949 ELS CMD_ADVC, "ADVC'}.
950 ELS_CMD_RTV, “RTV'}

951 ELS_CMD_RLS, "RLS'}

952 ELS_CMD_ECHO, "ECHO'},
953 ELS_CMD TEST, "TEST"},
954 ELS_ CMD RRQ "RRQ'},

955 ELS CMD_REC, "REC'},

956 ELS CVMD PRLI, "PRLI"},
957 ELS CVD_ PRLO "PRLO'},
958 ELS OMD SCN, "SON'},

959 ELS_CMD_TPLS, "TPLS'},
960 ELS_CMD_GPRLO, "GPRLO'},
961 ELS CMD GAID, "GAID'},
962 ELS_OMD_FACT, "FACT"}
963 ELS_OMD_FDACT, "FDACT'},
964 ELS CVMD_NACT, "NACT"},
965 ELS_CNMD_NDACT, " NDACT"},
966 ELS OVD QSR " QuSR'},
967 ELS_CMD_RVCS, CS"},
968 ELS CVD _PDI SC, "PDI SC'},
969 ELS_CMD FDI SC, "FDI SC'},
970 ELS CMD_ADI SC, "ADI SC'} .
971 ELS_CVD_FARP, "FARP"}
972 ELS_CMD_FARPR, "FARPR'}
973 ELS_CMD _FAN, "FAN'},

974 ELS_CMD_RSCN, "RSCN'},
975 ELS_CMD_SCR, "SCR'}

976 ELS CMD LINIT, "LINIT"},
977 ELS CMD RNID, "RNID'},
978 ELS_CVD_AUTH, "AUTH'}
980 }; /* eml xs_el scmd_table */
983 /*

984 *

985 * Device Driver Entry Routines
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986
987 */

989 #ifdef MODSYM_SUPPORT

990 static void enl xs_fca_nodcl ose();
991 static int enlxs_fca_nodopen();
992 emnl xs_nodsym t emnl xs_nodsym /* uses enl xs_device.lock */
994 static int

995 enl xs_f ca_nodopen()

996 {

997 int err;

999 if (em xs_nmodsym nmod_fctl) {

1000 return (0);

1001 }

1003 /* Leadville (fctl) */

1004 err = 0;

1005 em xs_nodsym nod_fctl =

1006 ddi _nodopen("m sc/fctl", KRTLD MODE_FIRST, &err);

1007 if (!em xs_nmodsym nod_fctl) {

1008 cmm_err (CE_WARN,

1009 "?%: msc/fctl: ddi _nodopen misc/fctl failed: error=%",
1010 DRI VER_NAME, err);

1012 goto failed;

1013 }

1015 err = 0;

1016 /* Check if the fctl fc fca attach is present */

1017 enl xs rmdsymfc fca_attach =

1018 (| nt ( ) ())ddi _nodsyn(enl xs_nmodsym nod_fctl, "fc_fca_attach",
1019

1020 if ((v0| d *)enm xs_nodsym fc_fca_attach == NULL) {

1021 cmm_err ( CE_WARN,

1022 "?%: msc/fctl: fc_fca_attach not present”, DRI VER NAME);
1023 goto failed;

1024 }

1026 err = 0;

1027 /* Check if the fctl fc_fca_detach is present */

1028 enl xs m)dsymfc _fca_detach =

1029 (| nt ( ) ())ddi _nodsyn{enl xs_nodsym nod_fctl, "fc_fca_detach",
1030 &er

1031 if ((v0| d *)em xs_nmodsym fc_fca_detach == NULL) {

1032 cm err(CE WARN,

1033 29 misc/fctl: fc_fca_detach not present”, DRI VER NAME);
1034 goto failed;

1035 }

1037 err = 0;

1038 /* Check if the fctl fc_fca_init is present */

1039 eml xs_nmodsym fc_fca_init =

1040 (int (*)())ddi _nodsyn({em xs_nodsym nod_fctl, “"fc_fca_init", &err);
1041 if ((void *)em xs_nodsym fc_fca_init == NULL) {

1042 cmm_er r ( CE_WARN,

1043 "?%: msc/fctl: fc_fca_init not present", DRI VER NAME);
1044 goto failed;

1045 }

1047 return (0);

1049 fail ed:

1051 em xs_f ca_nodcl ose();
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1053 return (1); 1118 return (ret);
1119 }

1056 } /* em xs_fca_nodopen() */ 1121 #ifdef MODSYM SUPPORT
1122 /* Open SFS */
1123 (voi d) enl xs_fca_npdopen();

1059 static void 1124 #endif /* MODSYM SUPPORT */

1060 em xs_f ca_nodcl ose()

1061 { 1126 /* Setup devops for SFS */

1062 if (em xs_modsym nod_fctl) { 1127 MODSYM fc_fca_init) (&m xs_ops);

1063 (voi d) ddi _nodcl ose(enm xs_nmodsym nod_fctl);

1064 enm xs_modsym nod_fctl = O; 1129 if ((ret = nod_install (&m xs_nodlinkage)) != 0) {

1065 } 1130 (void) ddi_soft_state_fini(&nlxs_soft_state);
1131 #i f def MODSYM_SUPPORT

1067 em xs_nodsym fc_fca_attach = NULL; 1132 /* O ose SFS */

1068 em xs_nodsym fc_fca_detach = NULL; 1133 enl xs_f ca_nodcl ose();

1069 em xs_nmodsym fc_fca_init = NULL; 1134 #endif /* MODSYM SUPPORT */

1071 return; 1136 return (ret);
1137 }

1073 } /* em xs_fca_nodcl ose() */
1139 #ifdef SAN_DI AG SUPPORT

1075 #endif /* MODSYM SUPPORT */ 1140 (void) sprintf(buf, "%_sd_bucket nutex", DRI VER NAME);
1141 mut ex_i ni t (&sd_bucket _nut ex, buf, MJTEX DRI VER, NULL);
1142 #endif /* SAN_DI AG_SUPPORT */

1079 /* 1144 return (ret);

1080 * dobal driver initialization, called once when driver is |oaded

1081 */ 1146 } /* _init() */

1082 int ____unchanged_portion_onitted_

1083 _init(void)

1084 {

1085 int ret;

1086 char buf[64];

1088 /*

1089 * First init call for this driver,

1090 * so initialize the em xs_dev_ctl structure.

1091 */

1092 bzer o(&emn xs_devi ce, sizeof (enlxs_device));

1094 #ifdef MODSYM SUPPORT
1095 bzero(&em xs_nodsym si zeof (enlxs_nodsymt));
1096 #endif /* MODSYM SUPPORT */

1098 (void) sprintf(buf, "%_device nmutex", DRI VER NAME);
1099 mut ex_i ni t (&em xs_devi ce. | ock, buf, MJTEX_ DRI VER, NULL);
1101 (void) drv_getparnm LBOLT, &enixs_device.log_tinestanp);
1102 em xs_device.drv_tinmestanp = gethrtine();
26 em xs_device.drv_tinestanp = ddi _get_time();
1104 for (ret = 0; ret < MAX_ FC BRDS; ret++) {
1105 enml xs_instance[ret] = (uint32_t)-1;
1106 }
1108 /*
1109 * Provide for one ddiinst of the em xs_dev_ctl structure
1110 * for each possible board in the system
1111 */
1112 if ((ret = ddi_soft_state_init(&enl xs_soft_state,
1113 si zeof (em xs_hba_t), MAX_FC BRDS)) != 0) {
1114 cmm_er r (CE_WARN,
1115 "?%: _init: ddi_soft_state_init failed. rval =%",

1116 DRI VER_NAME, ret);
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1/*

2 * CDDL HEADER START

3 *

4 * The contents of this file are subject to the terms of the

5 * Common Devel opnent and Distribution License (the "License").

6 * You may not use this file except in conpliance with the License.

7 *

8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *
19 =

*

CDDL HEADER END
/

23 * Copyright 2009 Emulex. Al rights reserved.

24 * Use is subject to license terns.

25 */

26 /*

27 * Copyright 2014 Nexenta Systens, Inc. All rights reserved.
*
/

29 #endif /* ! codereview */

31 #ifndef _EM.XS_DEVI CE_H
32 #define _EM.XS_DEVI CE_H

34 #ifdef __cplusplus
35 extern "C' {
36 #endif

38 /*
39 * This is the global device driver control structure
*/

42 #ifndef EMLXS_HBA T
43 typedef struct em xs_hba enm xs_hba_t;
44 #endi f

46 /* This structure nmust match the one in ./ndb/nsgblib.c */
47 typedef struct enl xs_device
{

48

49 uint32_t hba_count;

50 enml xs_hba_t *hba[ MAX_FC_BRDS] ;

51 kmut ex_t | ock;

53 hrtime_t drv_tinestanp;

26 time_t drv_tinestanp;

54 clock_t |og_tinestanp;

55 em xs_nsg_l og_t *I og[ MAX_FC_BRDS] ;

57 #ifdef DUMP_SUPPORT

58 em xs_file_t *dunp_txtfil e[ MAX_FC BRDS] ;
59 em xs_file_t *dunp_dnpfil e[ MAX_FC BRDS] ;
60 em xs_file_t *dunp_ceefil e[l MAX_FC BRDS] ;

new usr/src/uts/comon/sys/fibre-channel/fcal em xs/ em xs_devi ce. h
61 #endi f /* DUWP_SUPPORT */

63 } enl xs_device_t;
____unchanged_portion_onitted_
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LR R R R EEEEEREREREREEEEEEEEEEEEEEEEREEEREREREEEEEEEEEESES] 62 #defl ne ELX mp 1536 OXO4
24349 Mon May 5 11:11:23 2014 63 #define ELX_GROUP_2048 0x05
new usr/src/uts/comon/sys/fibre-channel/fcal em xs/ em xs_dhchap. h
4786 em xs shoul dn’t abuse ddi _get_tine(9f)
LEEE R R R R EE SRR EEEEEEEEEEE R EREEEEEEEEEEEEEEEEEEEREREEEEEEEEESE] 66 /* ALJTH ELS Q)de */
1/* 67 #define ELS CMD_AUTH CODE 0x90
2 * CDDL HEADER START
3 * 69 /* AUTH ELS Fl ags */
4 * The contents of this file are subject to the terms of the
5 * Common Devel opnent and Distribution License (the "License"). 71 /* state ? */
6 * You may not use this file except in conpliance with the License. 72 #define AUTH_FI NI SH OxFF
7 * 73 #define AUTH_ABORT OxFE
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing. 75 /* auth_msg code for DHCHAP */
10 * See the License for the specific |anguage governi ng perm ssions 76 #define AUTH REJECT Ox0A
11 * and limtations under the License. 77 #define AUTH_NEGOTI ATE 0x0B
12 = 78 #define AUTH_DONE 0x0C
13 * When distributing Covered Code, include this CDDL HEADER in each 79 #defi ne DHCHAP_CHALLENGE 0x10
14 * file and include the License file at usr/src/OPENSOLARI S. LI CENSE. 80 #defi ne DHCHAP_REPLY 0x11
15 * |If applicable, add the followi ng below this CDDL HEADER, wth the 81 #defi ne DHCHAP_SUCCESS 0x12
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner] 83 /* BI G ENDI AN and LI TTLE ENDI AN */
18 *
19 * CDDL HEADER END 85 /* authentication protocol identifiers */
20 */ 86 #ifdef EM.XS_BI G_ENDI AN
22 | * 88 #defi ne AUTH DHCHAP 0x00000001
23 * Copyright 2010 Enulex. Al rights reserved. 89 #define AUTH FCAP 0x00000002
24 * Use is subject to |license terns. 90 #define AUTH FCPAP 0x00000003
25 */ 91 #define AUTH_KERBERCS 0x00000004
26 /*
27 * Copyright 2014 Nexenta Systens, Inc. All rights reserved. 93 #define HASH LI ST_TAG 0x0001
28 */ 94 #define DHG D_LI ST_TAG 0x0002

29 #endif /* ! codereview */
96 /* hash function identifiers */

31 #ifndef _EM.XS_DHCHAP_H 97 #define AUTH SHA1l 0x00000006
32 #define _EMLXS_DHCHAP_H 98 #define AUTH_MD5 0x00000005
34 #ifdef __cplusplus 100 /* DHCHAP group ids */
35 extern "C' { 101 #define GROUP_NULL 0x00000000
36 #endif 102 #define GROUP_1024 0x00000001
103 #define GROUP_1280 0x00000002
38 #if def DHCHAP_SUPPORT 104 #define GROUP_1536 0x00000003
39 #include <sys/random h> 105 #define GROUP_2048 0x00000004

107 /* Tran_id Mask */
42 /* em xs_auth_cfg_t */ 108 #define AUTH_TRAN_I D_MASK 0x000000FF

43 #define PASSWORD_TYPE_ASCI | 1

44 #define PASSWORD_TYPE_BI NARY 2 110 #endif /* EM.XS_BI G ENDI AN */

45 #define PASSWORD_TYPE_| GNORE 3
112 #ifdef EMLXS_LI TTLE_ENDI AN

47 #define AUTH MODE_DI SABLED 1

48 #define AUTH MODE_ACTI VE 2 114 #defi ne AUTH_DHCHAP 0x01000000

49 #define AUTH MODE_PASSI VE 3 115 #defi ne AUTH_FCAP 0x02000000
116 #define AUTH FCPAP 0x03000000

51 #defi ne ELX_DHCHAP 0x01 /* Only one currently supported */ 117 #define AUTH _KERBEROS 0x04000000

52 #define ELX FCAP 0x02

53 #define ELX_FCPAP 0x03 119 #define HASH LI ST_TAG 0x0100

54 #define ELX_KERBEROS 0x04 120 #define DHG D_LI ST_TAG 0x0200

56 #define ELX_MD5 0x01 122 /* hash function identifiers */

57 #define ELX_SHAl 0x02 123 #define AUTH SHAl 0x06000000
124 #define AUTH_MD5 0x05000000

59 #define ELX GROUP_NULL 0x01

60 #define ELX GROUP_1024 0x02 126 /* DHCHAP group ids */

61 #define ELX_GROUP_1280 0x03 127 #define GROUP_NULL 0x00000000
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128
129
130
131

133
134

136

138
139
140

142

144
145
146

148
149
150
151
152

154
155
156
157
158
159
160
161
162
163
164

166
167
168
169
170

187

189
190
191
192
193

#def i ne GROUP_1024 0x01000000
#def i ne GROUP_1280 0x02000000
#defi ne GROUP_1536 0x03000000
#def i ne GROUP_2048 0x04000000
/* Tran_id Mask */

#defi ne AUTH_TRAN_| D_MASK 0xFF000000

#endif /* EMLXS_LI TTLE_ENDI AN */

/* hash funcs hash length in byte */
#defi ne SHAL_LEN 0x00000014

#defi ne MD5_LEN 0x00000010
#def i ne HBA_SECURI TY 0x20
/* AUTH_Rej ect Reason Codes */

#defi ne AUTHRIT_FAI LURE 0x01
#define AUTHRIT_LOG C_ERR 0x02
/* LS _RIT Reason Codes for AUTH ELS */
#define LSRIT_AUTH REQUI RED 0x03
#define LSRIT_AUTH LOG CAL_BSY 0x05
#define LSRIT_AUTH ELS NOT_SUPPORTED 0x0B
#define LSRIT_AUTH NOT_LOGGED | N 0x09

/* AUTH Rej ect Reason Code Expl anations */

#def i ne AUTHEXP_MECH_UNUSABLE 0x01 /*
#def i ne AUTHEXP_DHGROUP_UNUSABLE 0x02 /*
#def i ne AUTHEXP_HASHFUNC UNUSABLE 0x03 /*
#defi ne AUTHEXP_AUTHTRAN_STARTED 0x04 /*
#def i ne AUTHEXP_AUTH_FAI LED 0x05 /*
#def i ne AUTHEXP_BAD PAYLQAD 0x06 /*
#def i ne AUTHEXP_BAD_PROTOCOL 0x07 /*
#def i ne AUTHEXP_RESTART_AUTH 0x08 /*
#def i ne AUTHEXP_CONCAT_UNSUPP 0x09 /*
#def i ne AUTHEXP_BAD_PROTOVERS OXx0A /*

/* LS_RIT Reason Code Expl anations for AUTH ELS
#def i ne LSEXP_AUTH REQUI RED 0x48
#defi ne LSEXP_AUTH_ELS NOT_SUPPORTED 0x2C
#define LSEXP_AUTH ELS_NOT_LOGGED I N Ox1E
#def i ne LSEXP_AUTH_LOG CAL_BUSY 0x00

#def i ne MAX_AUTH_MSA_SI ZE 1024
#defi ne MAX_AUTH PI D 0x4
/* parameter tag */

#defi ne HASH LI ST
#define DHG | D LI ST

0x0001
0x0002

/* nanme tag from Table 13 v1.8 pp 30 */
#i f def EMLXS_BI G_ENDI AN

#defi ne AUTH _NAME_I D 0x0001
#defi ne AUTH_NAME_LEN 0x0008
#defi ne AUTH_PROTO_NUM 0x00000001
#def i ne AUTH_NULL_PARA LEN 0x00000028
#endif /* EMLXS Bl G ENDI AN */

#i f def EMLXS_LI TTLE_ENDI AN

#defi ne AUTH _NAME | D 0x0100
#defi ne AUTH NAME_LEN 0x0800
#def i ne AUTH_PROTO_NUM 0x01000000
#defi ne AUTH_NULL_PARA _LEN 0x28000000

/* 20 bytes */
/* 16 bytes */

AUTHRIT_LOG C ERR */
AUTHRIT_LOG C_ERR */
AUTHRIT_LOG C_ERR */
AUTHRIT_LOG C_ERR */
AUTHRIT_FAI LURE */

AUTHRIT_FAI LURE */

AUTHRIT_FAI LURE */

AUTHRIT_LOG C ERR */
AUTHRIT_LOG C_ERR */
AUTHRIT_LOG C_ERR */

*/

/* Max auth proto identifier list */

new usr/src/uts/comon/sys/fibre-channel/fcal em xs/ em xs_dhchap. h

194

196
197
198

200
201
202

#endi

f

/* EMLXS_LI TTLE_ENDI AN */

/* nanme tag from Table 103 v 1.8 pp 123 */

#define AUTH_NODE_NANE
#def i ne AUTH_PORT_NANE

| *

* Sysevent support
*

[* ddi

/* Cass */
#def i ne EC_EMLXS

/* Subcl ass */

#def i
#def i

#def i
#def i

#def i
#def i
#def i
#def i

#def i
#def i

#def i
#def i
#def i
#def i
#def i

#def i
#def i

#def i
#def i
#def i
#def i
#def i
#def i

#def i
#def i

#def i
#def i

#def i
#def i

#def i
#def i

ne
ne

ne
ne

ne
ne
ne
ne

ne
ne

ne
ne
ne
ne
ne

ne
ne

ne

ne

ne

ne

ne

ne

ne
ne

ne
ne

ne
ne

ne

ne

ESC_EMLXS 01
ESC_EM.XS_02

ESC_EMLXS 03
ESC_EMLXS_04

ESC_EMLXS 05
ESC_EM_XS_06
ESC_EM_XS_07
ESC_EMLXS 08

ESC_EMLXS 09
ESC_EM.XS_10

ESC_ EMLXS 11
ESC_EM.XS_12
ESC_EMLXS 13
ESC_EMLXS 14
ESC_EMLXS 15

ESC_EM.XS_16
ESC_EM.XS_17

ESC_EMLXS 18
ESC_EM_XS 19 \

"ESC_em xs_cnpl

ESC_EMLXS 20
ESC_EMLXS 21
ESC_EM_XS 22
ESC_EMLXS 23

ESC EMLXS 24
ESC_EMLXS_25

ESC EM.XS_26
ESC_EMLXS 27

ESC_EMLXS 28
ESC_EMLXS_29

ESC_EMLXS_30
ESC EMLXS 31

0x0002
0x0003

_log_sysevent () vendors */
#def i ne DDI _VENDOR_EM_X

" EMLXS"
"EC_em xs"
"ESC_em xs_i ssue_aut h_negoti at e"

"ESC_emnl xs_cnpl _aut h_negoti ate_i ssue"

"ESC_enl xs_rcv_aut h_nsg_aut h_negoti ate_i ssue"
"ESC_em xs_cnpl _auth_nsg_aut h_negoti ate_i ssue"

"ESC_enl xs_rcv_aut h_nsg_unnapped_node"

"ESC_em xs_i ssue_dhchap_chal | enge"”

"ESC_em xs_cnpl _dhchap_chal | enge_i ssue"”

"ESC_enl xs_rcv_aut h_nsg_dhchap_chal | enge_cnpl _wai t 4next "

"ESC_em xs_rcv_aut h_nmsg_aut h_negotiate_rcv"
"ESC_em xs_cnpl _aut h_nsg_aut h_negoti ate_rcv"

"ESC_em xs_cnpl _cnpl _dhchap_reply_ | ssue"

"ESC_em xs_cnpl _dhchap_reply_i ssue"

"ESC_em xs_cnpl _aut h_nmsg_dhchap_r epl y_i ssue"

"ESC_enl xs_cnpl _aut h_nsg_aut h_negoti at e_cnpl _wai t 4next"
"ESC_em xs_i ssue_dhchap_success"

"ESC_enl xs_rcv_aut h_nsg_dhchap_chal | enge_i ssue"
"ESC_enl xs_cnpl _aut h_nsg_dhchap_chal | enge_i ssue"

"ESC_em xs_rcv_aut h_nsg_dhchap_reply_i ssue"

_aut h_nsg_dhchap_chal | enge_cnpl _wai t 4next "

"ESC_em xs_rcv_aut h_nsg_dhchap_reply_cnpl _wai t 4next "
"ESC_em xs_cnpl _dhchap_success_i ssue”
"ESC_em xs_cnpl _aut h_nsg_dhchap_success_i ssue"
"ESC_enl xs_cnpl _aut h_nsg_dhchap_repl y_cnpl _wai t 4next"

"ESC_em xs_rcv_aut h_nmsg_dhchap_success_i ssue_wai t 4next"
"ESC_em xs_cnpl _aut h_nsg_dhchap_success_i ssue_wai t 4next

"ESC_em xs_rcv_aut h_nsg_dhchap_success_cnpl _wai t 4next"
"ESC_em xs_cnpl _aut h_nsg_dhchap_success_cnpl _wai t 4next"

"ESC_em xs_i ssue_auth_reject"
"ESC_em xs_cnpl _auth_reject i ssue"

"ESC_em xs_rcv_aut h_nmsg_npr_node"

"ESC_emn xs_dhc_reaut h_ti neout"
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260 #define ESC_EMLXS_ 32 "ESC_em xs_dhc_aut hrsp_ti meout "
262 #define ESC_EMLXS 33 "ESC_em xs_i octl _aut h_setcfg"
263 #define ESC_ EMLXS 34 "ESC_em xs_i oct| _aut h_set pwd"
264 #define ESC_EMLXS 35 "ESC_em xs_i oct| _aut h_del cf g"
265 #define ESC_EMLXS_36 "ESC_em xs_i oct| _aut h_del pwd"

268 /* From HBAnyware dfc lib FC SP */
269 typedef struct enl xs_auth_cfg

270 {
271 NAVE_TYPE local _entity; /* host wwpn (NPIV support)
272 NAME_TYPE renote_entity; /* switch or target wwpn */
273 ui nt 32_t aut henti cati on_ti neout ;
274 ui nt 32_t aut hent i cati on_node;
275 ui nt 32_t bi directional :1;
276 ui nt 32_t reserved: 31;
277 ui nt 32_t aut hentication_type_priority[4];
278 ui nt 32_t hash_priority[4];
279 ui nt32_t dh_group_priority[8];
280 ui nt 32_t reauthenticate_tine_interval;
282 df c_aut h_status_t aut h_st at us;
283 ui nt32_t auth_time;
26 tinme_t aut h_ti ne;
284 struct enl xs_node *node;
286 struct eml xs_auth_cfg *prev;
287 struct em xs_auth_cfg *next ;

288 } em xs_auth_cfg_t;
__unchanged_portion_onitted_

344 | *

345 * eml xs_port_dhc struct to be used by em xs_port_t in emxs_fc.h
346 *

347 * This structure contains all the data used by DHCHAP.

348 * They are from EMLXSHBA t in enlxs driver.

349 *

350 */

351 typedef struct enlxs_port_dhc

352 {

354 int32_t state;

355 #define ELX_FABRI C_STATE_UNKNOMN 0x00

356 #define ELX_FABRI C_AUTH DI SABLED 0x01

357 #define ELX_FABRI C_AUTH FAI LED 0x02

358 #define ELX_FABRI C_AUTH_SUCCESS 0x03

359 #define ELX_FABRI C_|I N_AUTH 0x04

360 #define ELX_FABRI C_| N_REAUTH 0x05

362 df c_aut h_status_t auth_status; /* Fabric auth status */
363 ui nt 32_t aut h_ti ne;

106 tinme_t aut h_ti ne;

365 } em xs_port_dhc_t;
__unchanged_portion_onitted_

*/
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4786 em xs shoul dn’t abuse ddi

1/*
2 * CDDL HEADER START
*
30
5 * Common Devel opnent and Distribution License (the
6 * You may not use this file except
7 *
8 *
9 * or http://ww. opensol aris.org/os/licensing.
10 =
11 * and limtations under the License.
12 =
13 * When distributing Covered Code,
*
15 * |f applicable,
16 *
17 * information: Portions Copyright
18 =
19 * CDDL HEADER END
*/

22 | *
23 * Copyright 2010 Emulex. Al

file and include the License file at

*— 0

fields enclosed by brackets "[]" replaced with

[yyyy] [nane of

rights reserved.

24 * Use is subject to |license terns.

25 */

26 /*

27 * Copyright 2014 Nexenta Systens, Inc. All
28 */

29 #endif /* | codereview */

31 #ifndef _EMLXS FC H

32 #define _EMLXS_FC_H

34 #ifdef __cplusplus

35 extern "C' {

36 #endif

38 typedef struct enlxs_buf
{

40 fc_packet _t

41 struct eml xs_port
42 voi d

43

44 struct em xs_buf
45 struct enl xs_buf
46 struct eml xs_buf
47 struct enl xs_node
48 voi d

49

50 struct eml xs_buf
51 struct XRI obj

52 | OCBQ

53 kmut ex_t

54 ui nt32_t

55 ui nt 32_t

56 ui nt 32"t

57

58 ui nt 32_t

59 ui nt 32_t

60 #define EMLXS_LUN_NONE

*pkt ; /*

*port; /*

*bnp; | *
/*

*fc_fwd; /*

*f c_bkwd; ]

*next ; /*

*node;

*channel ; /*
/*

*f pkt ; /*

*Xrip; %

i ochq;

n x;

pkt _fl ags;

| ot ag; [

ticks; [
/*

abort _attenpts;

| un;

OXFFFFFFFF

a/enm xs/em xs_fc.h

kAR KK KKK KKK Kk KKk

The contents of this file are subject to the ternms of the

"Li cense").

in conpliance with the License.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
See the License for the specific | anguage governing perm ssions
include this CDDL HEADER in each
usr/src/ OPENSOLARI S. LI CENSE.

add the follow ng bel ow this CDDL HEADER, with the
your own identifying

copyri ght owner]

rights reserved.

scsi _pkt reference */
pointer to port */

Save the buffer pointer */
list for later use. */
Use it by chip_Q */

Use it by chip_Q */

Use it when the iodone */

Save channel
abort */

Fl ush pkt pointer */
Exchange resource */

and used by */

iotag for this cnmd */
save the tinmeout ticks */
for the fc_packet _t */

new usr/src/uts/comon/sys/fibre-channel/fcal/em xs/em xs_fc.h

#def i
#def i
#def i
#def i
#def i
#def i
#def i

#def i
#def i
#def i
#def i
#def i

#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i

ui nt32_t cl ass;
ui nt 32_t ucnd;
int32_t flush_count;
ui nt 32_t di d;
#i f def SFCT_SUPPORT
kmut ex_t fct_ntx;
fc_packet _t *fct_pkt;
fct_cnd_t *fct_cnd;
ui nt8_t fct_type;
ne EMLXS FCT_ELS CMD 0x01
ne EMLXS_FCT_ELS_REQ 0x02
ne EMLXS_FCT_ELS_RSP 0x04
ne EMLXS_FCT_CT_REQ 0x08
ne EMLXS_FCT_FCP_CMD 0x10
ne EMLXS_FCT_FCP_DATA 0x20
ne EMLXS_FCT_FCP_STATUS 0x40
uint8_t fct_flags;
ne EMLXS_FCT_SEND_STATUS 0x01
ne EM_LXS_FCT_ABORT_| NP 0x02
ne EMLXS_FCT_I O | NP 0x04
ne EMLXS_FCT_PLOG _RECEI VED 0x10
ne EMLXS_FCT_REG STERED 0x20
uint16_t fct_state;
ne EMLXS_FCT_FCP_CMD_RECEI VED 1
ne EMLXS_FCT_ELS_CMD_RECEI VED 2
ne EMLXS_FCT_CMD_POSTED 3
ne EMLXS_FCT_CMD_WAI TQ 4
ne ENLXS FCT SEND CMD_RSP 5
ne EMLXS_FCT_SEND ELS RSP 6
ne EMLXS_FCT_SEND ELS REQ 7
ne EMLXS_FCT_SEND CT_REQ 8
ne EMLXS_FCT_RSP_PENDI NG 9
ne EMLXS_FCT_REQ PENDI NG 10
ne EMLXS_FCT_REG _PENDI NG 11
ne EMLXS_FCT_REG COVPLETE 12
ne EM_XS FCT OANED 13
ne EMLXS_FCT_SEND FCP_DATA 14
ne EMLXS_FCT_SEND FCP_STATUS 15
ne EMLXS_FCT_DATA_PENDI NG 16
ne EMLXS_FCT_STATUS_PENDI NG 17
ne EMLXS_FCT_PKT_COWVPLETE 18
ne EM_XS_FCT_PKT_FCPRSP_COWPLETE 19
ne EM_XS_FCT_PKT_ELSRSP_COWPLETE 20
ne EMLXS_FCT_PKT_ELSCMD_COWPLETE 21
ne EMLXS_FCT_PKT_CTCVD COVPLETE 22
ne EMLXS_FCT_REQ COVPLETE 23
ne EM_XS_FCT_CLOSE_PENDI NG 24
ne EMLXS_FCT_ABORT_PENDI NG 25
ne EMLXS_FCT_ABORT_DONE 26
ne EMLXS_FCT_| O DONE 27
ne EMLXS_FCT_| OCB_I SSUED

#def i
#def i

ne

EM_XS_FCT_| OCB_COMPLETE

st nf _dat a_buf _t *fct _buf;

—_~—

—~—

* Save class and used by */

* abort */

* Unsolicted conmand that */

* this packet is responding */
* to, if any */

* Valid only in flush pkts */

* Unsolicted */
* Solicited */

Solicited */
Unsolicted */

* ok

256 /* For tracing only */
257 /* For tracing only */
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129 #endif /* SFCT_SUPPORT */

131 #ifdef SAN_DI AG_SUPPORT
132 hrtime_t

133 #endi f

134 } enl xs_buf _t;

138 #ifdef FCT_I O TRACE

sd_start_tine;

139 #define EM.XS_FCT_STATE_CHG _ fct _cnd, _cnd_sbp, _state) \
\

140 (_cnd_sbp)->fct_state = _state
141 enl xs_fct_io_trace((_cnd_sbp)- >port _fct_cnd, _state)
142 #el se

143 /* define to set fct_state */

144 #define EM.XS_FCT_STATE _CHGE _fct_cnd, _cnd_sbp, _state) \

145 (_cnd_sbp)->fct_state =
146 #endif /* FCT_| O TRACE */

149
150
151
152
153

155
156
157
158

160
161
162
163
164
165

169
170
171
172

174
175
176

178
179
180
181

183
184
185

188

191
192
193

/* pkt_flags */

#defi ne
#defi ne
#def i ne
#def i ne

#defi ne
#defi ne
#def i ne
#defi ne

PACKET_| N_COMPLETI ON
PACKET_| N_TXQ
PACKET_| N_CHI PQ
PACKET_| N_DONEQ

PACKET_FCP_RESET
PACKET_FCP_TGT_RESET
PACKET_FCP_LUN_RESET
PACKET_POLLED

#i fdef EMLXS_| 386

#def i ne
#defi ne
#defi ne
#defi ne
#endi f

#defi ne

#def i ne
#defi ne
#defi ne
#defi ne

#def i ne
#defi ne
#defi ne

#def i ne
#defi ne
#defi ne
#defi ne

#defi ne
#defi ne
#defi ne

#defi ne

/*

* Fromfc_error.h pkt_reason (except for state = NPORT_RJT, FABRI C_RIJT,

PACKET_FCP_SWAPPED
PACKET_ELS_SWAPPED
PACKET_CT_SWAPPED
PACKET_CSP_SWAPPED
/* EMLXS_| 386 */

PACKET_STALE

PACKET_| N_TI MEQUT
PACKET_| N_FLUSH
PACKET_| N_ABORT
PACKET_XRI_CLOSED

PACKET_CHI P_COVP
PACKET_COMPLETED
PACKET_ULP_OWNED

PACKET_STATE_VALI D

PACKET_FCP_RSP_VALI D
PACKET_ELS_RSP_VALI D
PACKET_CT_RSP_VALI D

PACKET_DELAY_REQUI RED

PACKET_ALLOCATED
PACKET_VALI D

STALE_PACKET

_state

0x00000001
0x00000002
0x00000004
0x00000008

0x00000030
0x00000010
0x00000020
0x00000040

0x00000100
0x00000200
0x00000400
0x00000800

0x00001000
0x00010000

0x00020000
0x00040000

0x00080000 /* An XRI abort/close was issued */

0x00100000
0x00200000
0x00400000

0x01000000
0x02000000
0x04000000
0x08000000

0x10000000

0x40000000
0x80000000

((em xs_buf _t *) OXFFFFFFFF)

* NPORT_BSY, FABRIC BSY, LS RJT, BA RJT, FS RJT)
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194

196
197 */
198 #define FC_REASON_FCA DEFINED  0x100

*
195 * FCA unique error codes can begin after FC_REASON FCA UN QUE.
* Each FCA defines its own set with values greater >= Ox7F

201 /*

202 * Device VPD save area

203 */

205 typedef struct enl xs_vpd

206 {

207 ui nt 32_t bi uRev;

208 ui nt 32_t snRev;

209 ui nt 32_t snFwRev;

210 ui nt 32_t endecRev;

211 uint16_t rBit;

212 uint8_t f cphHi gh;

213 uint8_t f cphLow;

214 ui nt8_t f eaLevel Hi gh;
215 uint8_t f ealLevel Low;

217 ui nt 32_t post Ker nRev;

218 char post Ker nNane[ 32] ;
220 ui nt 32_t opFwRev;

221 char opFwNane[ 32] ;
222 char opFwLabel [ 32] ;
224 uint 32_t sli 1FwRev;

225 char sl i 1FwNane[ 32] ;
226 char sl i 1FwLabel [ 32] ;
228 uint 32_t sl i 2FwRev;

229 char sl i 2FwNare[ 32] ;
230 char sl i 2FwLabel [ 32] ;
232 uint32_t sl i 3FwRev;

233 char sl i 3FwNane[ 32] ;
234 char sl i 3FwLabel [ 32] ;
236 uint32_t sl i 4FwRev;

237 char sl i 4FwNare[ 32] ;
238 char sl i 4FwLabel [ 32] ;
240 char fw_version[32];
241 char fw_| abel [ 32];
243 char f code_version[ 32];
244 char boot _version[ 32];
246 char serial _nunf 32];
247 char part _nuni 32] ;
248 char port_nunf 20] ;
249 char eng_change[ 32] ;
250 char manuf act urer[80] ;
251 char nodel [ 80] ;

252 char nodel _desc[ 256] ;
253 char prog_types[ 256] ;
254 char i d[ 80] ;

256 ui nt32_t port _i ndex;

257 uint16_t I'i nk_speed;

258 } em xs_vpd_t;
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261 typedef struct enl xs_queue

262 {

263 voi d *q_first; /* queue first elenent */

264 voi d *q_l ast; /* queue |ast elenent */

265 uint16_t g_cnt; /* current length of queue */

266 ui nt16_t g_nmax; /* max |ength queue can get */

267 } em xs_queue_t;

268 typedef em xs_queue_t Q

272 | *

273 * This structure is used when allocating a buffer pool.

274 * Note: this should be identical to gasket buf_info (fldl.h).

275 */

276 typedef struct em xs_buf_info

277 {

278 int32_t si ze; /* Specifies the nunber of bytes to allocate. */
279 int32_t align; /* The desired address boundary. */

281 int32_t fl ags;

283 #define FC_MBUF_DVA 0x01 /* bl ocks are for DVA */

284 #define FC_MBUF_PHYSONLY 0x02 /* For malloc - map a given virtual */
285 /* address to physical address (skip */
286 /* the nmalloc). */

287 /* For free - just unmap the given */
288 /* physical address (skip the free). */
289 #define FC_MBUF_| OCTL 0x04 /* called fromdfc_ioctl */

290 #define FC_MBUF_UNLOCK 0x08 /* called with driver unlocked */

291 #define FC_MBUF_SNGLSG 0x10 /* allocate a single contiguous */

292 /* physical nenmory */

293 #define FC_NMBUF_DVA32 0x20

295 ui nt 64_t phys; /* specifies physical buffer pointer */
296 voi d *virt; /* specifies virtual buffer pointer */
297 voi d *dat a_handl e;

298 voi d *dmea_handl e;

299 } eml xs_buf_info_t;

300 typedef em xs_buf_i nfo_t MBUF_I NFQ,

303 #define EMLXS_NMAX_HBQ 16 /* Max HBQs handl ed by firnmware */

304 #define EMLXS_ELS HBQ I D 0

305 #define EMLXS | P_HBQ I D 1

306 #define EMLXS_CT_HBQ | D 2

307 #define EMLXS_FCT HBQ I D 3

309 #ifdef SFCT_SUPPORT

310 #define EMLXS_NUM HBQ 4 /* Nunber of HBQs supported by driver */
311 #el se

312 #define EMLXS_NUM HBQ 3 /* Nunber of HBQs supported by driver */
313 #endi f /* SFCT_SUPPORT */

316 /*

317 * An 10O Channel is a object that conprises a xmt/cnpl

318 * path for 1Gs.

319 * For SLI3, an IO path naps to a ring (cmd/rsp)

320 * For SLI4, an IO path map to a queue pair (WY CQ

321 */

322 typedef struct em xs_channel

323 {

324 struct enl xs_hba *hba; /* ptr to hba for channel */
325 voi d *i opat h; /* ptr to SLI3/4 io path */
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327
328
329
330

333
334

336

338
339

341
342

344
345
346
347
348
349
350

352

kmut ex_t rsp_| ock;

1 OCBQ *rsp_head;

| OCBQ *rsp_tail;
em xs_thread_t intr_thread;
uint16_t channel no;
ui nt16_t chan_f | ag;

#def i ne EMLXS_NEEDS_TRI GGER 1

/* deferred conpl etion head */
/* deferred conpletion tail */

/* Protected by EM.XS TX_CHANNEL_LOCK */

em xs_queue_t nodeq;

kmut ex_t channel _cnd_| ock;
ui nt32_t ti meout ;

/* Channel command counters */

ui nt 32_t ul pSendCnd;

ui nt32_t ul pCnpl Cnd;

ui nt 32_t hbaSendCnd;

ui nt 32_t hbaCnpl Cnd;

ui nt 32_t hbaSendCnd_sbp;
ui nt32_t hbaCnpl Cnd_sbp;

} em xs_channel _t;

353 typedef em xs_channel _t CHANNEL;

355 /*

356 * Should be able to handl e nmax nunber of
357 * SLI4 HBA (EMLXS MAX WQS) or for a SLI3
358 */

359 #define MAX_CHANNEL EMLXS_MSI _MAX_I NTRS
362 /* Structure used to access adapter rings
363 typedef struct em xs_ring

364 {

365 voi d *fc_cndri ngaddr;
366

367 voi d *fc_rspringaddr;
368

370 voi d *f c_npon;

371

372 voi d *fc_npof f;

373

374 struct enl xs_hba *hba;

376 ui nt 8_t f c_nunCi ocb;

377

378 ui nt 8_t fc_nunRi ocb;

379

380 ui nt 8_t fc_rspidx;

381

382 uint8_t f c_cndi dx;

383

384 uint8_t fc_port_rspidx;
385 ui nt8_t fc_port _cndi dx;
386 uint8_t ri ngno;

388 uint16_t fc_m ssbufcnt;
389 CHANNEL *channel p;

/* Node service queue */

io paths for a
HBA ( MAX_RI NGS)

*/
/* virtual offset for cmd */
/* rings */
/* virtual offset for rsp */
/* rings */
/* index ptr for match */
/* structure */
/* index ptr for match */
/* structure */
/* ptr to hba for ring */
/* nunber of command iocb’s */
/* per ring */
/* nunber of response iocbh's */
/* per ring */
/* current index in response */
/* ring */
/* current index in conmand */
/* ring */

/* buf cnt we need to repost */
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392 } emxs_ring_t; 458 enl xs_node_dhc_t node_dhc;
393 typedef enlxs_ring_t RING 459 #endif /* DHCHAP_SUPPORT */
461 #ifdef SAN_DI AG_SUPPORT
396 #ifdef SAN_DI AG SUPPORT 462 sd_tinmestat _| evel O_t sd_dev_bucket [ SD_| O LATENCY_MAX_BUCKETS] ;
397 /* 463 #endi f
398 * Although right nowit's just 1 field, SAN Diag anticipates that this
399 * structure will growin the future. 465 struct RPI obj *rpip; /* SLI4 only */
400 */ 466 #define EM.XS_NODE_TO_RPI (_p, _n) \
28% t ypedef _st{uct sd_timestat_| ?vel 0 { 467 ((_n)?2((_n->rpip)?_n->rpip:emxs_rpi _find(_p, _n->nlp_Rpi)):NULL)
in count;
403 } sd_tinestat_level 0_t; 469 } enl xs_node_t;
404 #endi f 470 typedef em xs_node_t NODELI ST;
406 typedef struct enl xs_node
407 {
408 struct emnl xs_node *nlp_list_next; 474 #define NADDR _LEN /* MAC network address length */
409 struct enl xs_node *nlp_list_prev; 475 typedef struct em xs_fci p net hdr
476 {
411 NAVE_TYPE nl p_port nane; /* port nanme */ 477 NAVE_TYPE f c_dest nane; /* destination port name */
412 NAVE_TYPE nl p_nodenane; /* node nanme */ 478 NAVE_TYPE f c_srcnane; /* source port nane */
479 } em xs_fcip_nethdr_t;
414 ui nt 32_t nl p_DI D; /* fibre channel D ID */ 480 typedef enml xs_fcip_nethdr_t NETHDR
415 ui nt 32_t nl p_ol dDI D;
417 ui nt16_t nl p_Rpi ; /* login id returned by */ 483 #define MEM NLP 0 /* menory segnment to hold node list entries */
418 /* REG LOA N */ 484 #define MEM | OCB 1 /* menory segnment to hold iocb commands */
419 ui nt16_t nlp_Xri; /* login id returned by */ 485 #define MEM MBOX 2 /* menory segnent to hold nail box crmds */
420 /* REG LOA N */ 486 #defi ne MEM BPL 3 /* and to hold buffer ptr lists - SLI2 =
487 #define MEM BUF 4 /* menory segnent to hold buffer data  */
422 uint8_t nl p_fcp_info; /* Renote class info */ 488 #defi ne MEM ELSBUF 4 /* menory segnment to hold buffer data */
489 #define MEM | PBUF 5 /* menory segnment to hold IP buffer data */
424 /* nlp_fcp_info */ 490 #define MEM CTBUF 6 /* menory segnent to hold CT buffer data */
425 #define NLP_FCP_TGT_DEVI CE 0x10 /* FCP TGT device */ 491 #define MEM FCTBUF 7 /* menory segnment to hold FCT buffer data */
426 #define NLP_FCP_I NI _DEVI CE 0x20 /* FCP Initiator device */
427 #define NLP_FCP_2 DEVI CE 0x40 /* FCP-2 TGT device */ 493 #i fdef SFCT_SUPPORT
428 #define NLP_EM.X_VPORT 0x80 /* Virtual port */ 494 #defi ne FC_MAX_SEG 8
495 f#el se
430 ui nt 32_t nl p_force_rscn; 496 #define FC_MAX_SEG 7
431 ui nt 32_t nl p_tag; /* Tag used by port_offline */ 497 #endif /* SFCT_SUPPORT */
432 ui nt 32_t flag;
434 #defi ne NODE_POOL_ALLOCATED 0x00000001 500 /* A BPL entry is 12 bytes. Subtract 2 for command and response buffers */
501 #define BPL_TO SGLLEN( bpl)  (( pr/12) 2)
436 SERV_PARM sparm 502 #define MEM BPL_SI ZE 024 /* Default size */
438 /* Protected by EMLXS_TX CHANNEL_LOCK */ 504 /* A SGL entry is 16 bytes. Subtract 2 for command and response buffers */
439 ui nt 32_t nl p_active; /* Node active flag */ 505 #define SGL_TO SGLLEN(_sgl) (( sgl /16) - 2)
440 ui nt 32_t nl p_base; 506 #define MEM SGL_SI ZE 4096 /* Default size */
441 ui nt32_t nl p_flag[ MAX_CHANNEL]; /* Node |evel channel */
442 /* flags */ 508 #ifdef EMLXS_| 386
509 #define EMLXS_SGLLEN BPL_TO SGLLEN( MEM BPL_SI ZE)
444 /* nlp_flag */ 510 #else /* EM.XS_SPARC */
445 #define NLP_CLOSED Ox1 511 #define EMLXS_SG.LEN 1
446 #define NLP_OFFLI NE 0x2 512 #endif [/* EMLXS_|386 */
447 #define NLP_RPI _XRI 0x4
514 #defi ne MEM BUF_SI ZE 1024
449 ui nt32_t nl p_tics[ MAX_ CHANNEL]; /* gate tineout */ 515 #defi ne MEM BUF_COUNT 64
450 enl xs_queue_t nl p_t x[ MAX_CHANNEL] ; /* Transmt Q head */
451 em xs_queue_t nl p_pt x[ MAX CHANNEL] /* Priority transmt */ 517 #define MEM ELSBUF_SI ZE MEM BUF_SI ZE
452 /* Queue head */ 518 #defi ne MEM ELSBUF_COUNT hba- >max_nodes
453 voi d *nl p_next [ MAX_CHANNEL]; /* Service Request */ 519 #define MEM | PBUF_SI ZE 65535
454 /* Queue pointer used */ 520 #define MEM | PBUF_COUNT 60
455 /* when node needs */ 521 #define MEM CTBUF_SI ZE MAX_CT_PAYLOAD /* (1024*320) */
456 /* servicing */ 522 #define MEM CTBUF_COUNT 8

457 #ifdef DHCHAP_SUPPORT 523 #define MEM FCTBUF_SI ZE 65535
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524 #define MEM_FCTBUF_COUNT 128
526 typedef struct em xs_nmenseg
527 {
528 voi d *fc_menget _ptr;
529 voi d *f c_menget _end;
530 voi d *fc_menput _ptr;
531 voi d *f c_nmenput _end;
533 voi d *fc_menstart _virt; /* begi nni ng address */
534 /* of nmenory block */
535 ui nt64_t fc_nenstart_phys; /* begi nni ng address */
536 /* of mermory block */
537 ddi _dma_handl e_t fc_mem dma_handl e;
538 ddi _acc_handl e_t fc_nem dat _handl e;
539 ui nt 32_t fc_total _nensi ze;
540 ui nt 32_t fc_nensi ze; /* size of mem bl ks */
541 ui nt 32_t fc_nunbl ks; /* no of mem bl ks */
542 ui nt 32_t fc_nenget _cnt; /* no of mem get blks */
543 ui nt 32_t fc_nenput _cnt; /* no of mem put bl ks */
544 ui nt 32_t fc_menflag; /* em xs_buf_info_t FLAGS */
545 ui nt 32_t fc_reserved; /* used with priority flag */
546 ui nt 32_t fc_nemalign;
547 ui nt 32_t fc_ment ag;
548 char fc_label [32];
550 } em xs_nenseg_t;
551 typedef em xs_nenseg_t MEMSEG
554 /* Board stat counters */
555 typedef struct enlxs_stats
556 {
557 ui nt32_t Li nkUp;
558 ui nt 32_t Li nkDown;
559 ui nt 32_t Li nkEvent ;
560 ui nt 32_t Li nkMul ti Event ;
562 ui nt 32_t Moox| ssued;
563 ui nt 32_t MoxConpl eted; /* MoxError + MxGood */
564 ui nt 32_t MyoxGood;
565 ui nt32_t MooxEr r or ;
566 ui nt 32_t MooxBusy;
567 ui nt 32_t Moox| nval i d;
569 ui nt32_t | ocbl ssued[ MAX_CHANNEL] ;
570 ui nt32_t | ocbRecei ved[ MAX_CHANNEL] ;
571 ui nt 32_t 1 ocbTxPut [ MAX_CHANNEL] ;
572 ui nt 32_t | ocbTxGet [ MAX_CHANNEL] ;
573 ui nt32_t | ocbRi ngFul | [ MAX_CHANNEL] ;
574 ui nt32_t locbThrottl ed;
576 ui nt 32_t IntrEvent[8];
578 ui nt32_t Fcpl ssued;
579 ui nt 32_t FcpConpl et ed; /* FcpGood + FcpError */
580 ui nt 32_t FcpGood;
581 ui nt32_t FcpError;
583 ui nt 32_t FcpEvent ; /* FcpStray + FcpConpleted */
584 ui nt 32_t FcpStray;
585 #ifdef SFCT_SUPPORT

586 ui nt32_t Fct Ri ngEvent;
587 ui nt 32_t Fct Ri ngError;
588 ui nt 32_t Fct Ri ngDr opped;

589 #endif /* SFCT_SUPPORT */

655 #endif /* SFCT_SUPPORT */
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591 ui nt 32_t El sEvent ; /* ElsStray + ElsCnplt (cnd + rsp) */
592 ui nt 32_t El sStray;

594 ui nt32_t El sCdl ssued;

595 ui nt 32_t El sCmdConpl et ed; /* El sChdGood + El sCndError */
596 ui nt 32_t El sCndGood;

597 ui nt 32_t El sCndError;

599 ui nt 32_t El sRspl ssued;

600 ui nt 32_t El sRspConpl et ed;

602 ui nt32_t El sRcvEvent ; /* El sRevErr + El sRcvDrop + El sCndRev */
603 ui nt 32_t El sRcvError;

604 ui nt 32_t El sRcvDr opped;

605 ui nt 32_t El sCrdRecel ved; /* El sRscnRcv + ElsPlogi Rev + ... */
606 ui nt 32_t El sRscnRecei ved;

607 ui nt 32_t El sFl ogi Recei ved;

608 ui nt 32_t El sPl ogi Recei ved;

609 ui nt 32_t El sPrli Recei ved;

610 ui nt32_t El sPrl oRecei ved;

611 ui nt 32_t El sLogoRecei ved;

612 ui nt 32_t El sAdi scRecei ved;

613 ui nt 32_t El sAut hRecei ved;

614 ui nt 32_t El sGenRecei ved;

616 ui nt 32_t Ct Event ; /* CtStray + G Conpleted (cnd + rsp) */
617 ui nt 32_t G Stray;

619 ui nt 32_t Ct Cndl ssued;

620 ui nt 32_t C CrdConpl eted; /* CtCndGood + Ct CndError */

621 ui nt 32_t C CmdGood;

622 uint32_t C CrdError;

624 ui nt 32_t C Rspl ssued;

625 ui nt 32_t Ct RspConpl et ed;

627 ui nt32_t Ct RcvEvent ; /* CtRcvError + CtRcvDrop + CtCndRcvd */
628 ui nt 32_t Ct RcvError;

629 ui nt 32_t Ct RevDr opped;

630 ui nt 32_t Ct CrdRecel ved;

632 ui nt 32_t | pEvent ; /* IpStray + | pSeqCnpl + |pBcastCnpl */
633 ui nt 32_t | pStray;

635 ui nt32_t | pSeql ssued;

636 ui nt32_t | pSeqConpl eted; /* |pSeqGood + | pSeqError */

637 ui nt 32_t | pSeqGood;

638 ui nt 32_t | pSeqError;

640 ui nt 32_t | pBcast | ssued;

641 ui nt 32_t | pBcast Conpl et ed; /* | pBcast Good + |pBcastError */
642 ui nt 32_t | pBcast Good;

643 ui nt32_t | pBcast Error;

645 ui nt 32_t | pRcvEvent ; /* I pDrop + I pSeqRcv + |pBcastRcv */
646 ui nt 32_t | pDr opped;

647 ui nt32_t | pSegRecei ved;

648 ui nt32_t | pBcast Recei ved;

650 ui nt 32_t | pUbPost ed;

651 ui nt 32_t El sUbPost ed;

652 ui nt32_t Ct UbPost ed;

653 #ifdef SFCT_SUPPORT

654 uint32_t Fct UbPost ed;
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657 uint32_t Reset Ti ne; /* Time of |ast reset */
659 ui nt 32_t El sTest Recei ved;

660 ui nt32_t El sEst cRecei ved;

661 ui nt 32_t El sFar pr Recei ved;

662 ui nt 32_t El sEchoRecei ved;

663 ui nt 32_t El sRl sRecei ved;

664 ui nt 32_t El sRt vRecei ved;

666 } em xs_stats_t;

669 #define FC_MAX_ADPTMSG (8*28) /* nmax size of a msg from adapter */
671 #defi ne EMLXS_NUM THREADS 8

672 #define EMLXS_M N_TASKS 8

673 #define EMLXS_MAX_TASKS 8

675 #defi ne EMLXS_NUM HASH QUES 32

676 #define EM.XS_DI D_HASH( x) ((x) & (EM.XS_NUM HASH QUES - 1))
679 /* pkt_tran_flag */

680 #define FC_TRAN_COVPLETED 0x8000

683 typedef struct em xs_df c_event

684 {

685 ui nt32_t pi d;

686 ui nt 32_t event ;

687 uint 32_t last_id;

689 voi d *dat aout ;

690 ui nt 32_t si ze;

691 ui nt 32_t node;

692 } enl xs_dfc_event _t;

695 typedef struct enl xs_hba_event

696 {

697 ui nt32_t last _id;

698 ui nt 32_t new,

699 ui nt 32_t m ssed;

700 } em xs_hba_event _t;

703 #ifdef SFCT_SUPPORT

705 #define TGTPORTSTAT port->fct_stat
707 | *

708 * FctP2IOXcnt will count 1Gs by their fcpDL. Counters
709 * are for buckets of various power of 2 sizes.

710 * Bucket 0 < 512 >0

711 * Bucket 1 >= 512 < 1024

712 * Bucket 2 >= 1024 < 2048

713 * Bucket 3 >= 2048 < 4096

714 * Bucket 4 >= 4096 < 8192

715 * Bucket 5 >= 8192 < 16K

716 * Bucket 6 >= 16K < 32K

717 * Bucket 7 >= 32K < 64K

718 * Bucket 8 >= 64K < 128K

719 * Bucket 9 >= 128K < 256K

720 * Bucket 10 >= 256K < 512K

721 * Bucket 11 >= 512K < 1MB

11
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722
723
724
725
726
727

730
731
732
733
734
735
736
737

* Bucket 12 >= 1MB < 2MB
* Bucket 13 >= 2MB < 4MB
* Bucket 14 >= 4MB < 8MB
* Bucket 15 >= 8MB

*

#def i ne MAX_TGTPORT_| OCNT 16

These routines will bunp the right counter, based on
the size of the 10 inputed, with the | east nunber of
conparisions. A max of 5 conparisions is only needed
to classify the 10in one of 16 ranges. A binary search
to locate the high bit in the size is used.

* ok % b F O

*/

#defi ne EMLXS_BUWP_RDI OCTR(port, cnt) \

738 { \

739
740
741
742
743
744
745
746
747
748
749
750
751
752
753
754
755
756
757
758
759
760
761
762
763
764
765
766
767
768
769
770
771
772
773
774
775
776
777
778
779
780
781
782
783
784
785
786
787

/* Use binary search to find the first high bit */ \
if (cnt & Oxffff0000) { \
if (cnt & Oxff800000) { \
TGTPORTSTAT. Fct P21 ORent [ 15] ++; \
1A
else { \
/* 1t nmust be 0x007f0000 */ \
if (cnt & 0x00700000) { \
if (cnt & 0x00400000) { \
TGTPORTSTAT. Fct P2l ORcnt [ 14] ++; '\

P
else { \
/* it must be 0x00300000 */ \
if (cnt & 0x00200000) { \
TGTPORTSTAT. Fct P21 ORcnt [ 13] ++;

else { \
/* It nmust be 0x00100000 */ \
TGTPORTSTAT. Fct P21 ORcnt [ 12] ++;
P\
j3A
1\
else { \
/* 1t nust be 0x000f 0000 */ \
if (cnt & 0x000c0000) { \
if (cnt & 0x00080000) { \
TGTPORTSTAT. Fct P21 ORcnt [ 11] ++;

else { \
/* 1t nust be 0x00040000 */ \
TGTPORTSTAT. Fct P21 ORcnt [ 10] ++;

I

else { \
/* 1t must be 0x00030000 */ \
if (cnt & 0x00020000) { \
TGTPORTSTAT. Fct P2l ORcnt [ 9] ++;

P\
else { \
/* 1t nust be 0x00010000 */ \
TGTPORTSTAT. Fct P21 ORcnt [ 8] ++;
j IR
P\
1
1
P\
else { \

if (cnt & 0x0000fe00) { \
if (cnt & 0x0000f000) { \

12

\

\
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788
789
790
791
792
793
794
795
796
797
798
799
800
801
802
803
804
805
806
807
808
809
810
811
812
813
814
815
816
817
818
819
820
821
822
823
824
825
826
827
828
829
830

833

835
836
837
838
839
840
841
842
843
844
845
846
847
848
849
850
851
852
853

3

if (cnt & 0x0000c000) { \
if (cnt & 0x00008000) { \
TGTPORTSTAT. Fct P21 ORent [ 7] ++; \

I

else { \
/* 1t must be 0x00004000 */ \
TGTPORTSTAT. Fct P21 ORent [ 6] ++; \

P\
else { \
/* It nust be 0x00000300 */ \
if (cnt & 0x00000200) { \
TGTPORTSTAT. Fct P21 ORent [ 5] ++; \
else { \
/* It nust be 0x00000100 */ \
TGTPORTSTAT. Fct P2l ORent [ 4] ++; \
1A
P\
1\
else { \

/* 1t nmust be 0x00000e00 */ \
if (cnt & 0x00000800) { \
TGTPORTSTAT. Fct P21 ORent [ 3] ++; \

else { \
/* It must be 0x00000600 */ \
if (cnt & 0x00000400) { \
TGTPORTSTAT. Fct P21 ORent [ 2] ++; \
else { \
/* 1t nust be 0x00000200 */ \
TGTPORTSTAT. Fct P21 ORcnt [ 1] ++; '\
P\
P\
1\
P\
else { \
/* It must be 0x000001ff */ \
TGTPORTSTAT. Fct P21 ORcnt [ 0] ++; \
P\

#defi ne EMLXS_BUMP_WRI OCTR(port, cnt) \
834 { \
/* Use binary search to find the first high bit */ \

if (cnt & Oxffff0000) { \

if (cnt & Oxff800000) { \
TGTPORTSTAT. Fct P21 OAént [ 15] ++; \

1
else { \
/* It must be 0x007f 0000 */ \
if (cnt & 0x00700000) { \
if (cnt & 0x00400000) { \
TGTPORTSTAT. Fct P21 OAnt [ 14] ++; \

else { \
/* 1t must be 0x00300000 */ \
if (cnt & 0x00200000) { \
TGTPORTSTAT. Fct P21 O&nt [ 13] ++; \

1A

else { \
/* It must be 0x00100000 */ \
TGTPORTSTAT. Fct P21 O&nt [ 12] ++; \
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854
855
856
857
858
859
860
861
862
863
864
865
866
867
868
869
870
871
872
873
874
875
876
877
878
879
880
881
882
883
884
885
886
887
888
889
890
891
892
893
894
895
896
897
898
899
900
901
902
903
904
905
906
907
908
909
910
911
912
913
914
915
916
917
918
919

1\
else { \

1A
3

1A

/* It nmust be 0x000f0000 */ \

if (cnt

else { \

P

& 0x000c0000) { \
if (cnt & 0x00080000) { \
TGTPORTSTAT. Fct P21 OAént [ 11] ++;

else { \
/* it must be 0x00040000 */ \
TGTPORTSTAT. Fct P21 OAnt [ 10] ++;

/* 1t nust be 0x00030000 */ \
if (cnt & 0x00020000) { \
TGTPORTSTAT. Fct P21 OAéNt [ 9] ++;

else { \
/* It must be 0x00010000 */ \
TGTPORTSTAT. Fct P2I OAéNt [ 8] ++;

P\

if (cnt & 0x0000fe00) { \
if (cnt & 0x0000f000) { \

P\
else { \

P\

if (cnt

P\
else { \

j

& 0x0000c000) { \
if (cnt & 0x00008000) { \
TGTPORTSTAT. Fct P21 Ont [ 7] ++;

else { \
/* It must be 0x00004000 */ \
TGTPORTSTAT. Fct P21 OAnt [ 6] ++;

3

/* 1t nust be 0x00000300 */ \
if (cnt & 0x00000200) { \
TGTPORTSTAT. Fct P21 OAéNt [ 5] ++;

1A

else { \
/* It must be 0x00000100 */ \
TGTPORTSTAT. Fct P21 OAeNt [ 4] ++;

P\

/* 1t nust be 0x00000e00 */ \

if (cnt

P\
else { \

& 0x00000800) { \
TGTPORTSTAT. Fct P21 OAént [ 3] ++; \

/* It must be 0x00000600 */ \
if (cnt & 0x00000400) { \
TGTPORTSTAT. Fct P21 OAEnt [ 2] ++;

P\

else { \
/* It nmust be 0x00000200 */ \
TGTPORTSTAT. Fct P21 OAént [ 1] ++;

P\

14
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\
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920

921 else { \

922 /* It nust be 0x000001ff */ \
923 TGTPORTSTAT. Fct P21 OAént [ 0] ++; \
924 IR

925 1\

926 }

928 typedef struct em xs_tgtport_stat

929 {

930 /* 10 counters */

931 ui nt 64_t Fct P21 Onnt [ MAX_TGTPORT_| OCNT] ;
932 ui nt 64_t Fct P21 ORcnt [ MAX_TGTPORT_| OCNT] ;
933 ui nt 64_t Fct | OCndCnt ;

934 ui nt 64_t Fct CndRecei ved;

935 ui nt 64_t Fct ReadByt es;

936 ui nt 64_t Fct Wit eBytes;

938 /* 10CB handling counters */

939 ui nt 64_t Fct Event ;

940 ui nt 64_t Fct Conpl et ed;

941 ui nt 64_t Fct Cnpl Good;

943 ui nt 32_t Fct Cpl Error;

944 ui nt32_t Fct Stray;

946 /* Fct event counters */

947 ui nt 32_t Fct RevDr opped;

948 ui nt 32_t Fct Over QDept h;

949 ui nt32_t Fct Qut st andi ngl O

950 ui nt 32_t Fct Fai | edPort Regi ster;

951 ui nt 32_t Fct Port Regi ster;

952 ui nt 32_t Fct Port Der egi st er;

954 ui nt 32_t Fct Abort Sent ;

955 ui nt 32_t Fct NoBuf f er;

956 ui nt 32_t Fct Scsi St at usErr;

957 ui nt32_t Fct Scsi Ful | Err;

958 ui nt 32_t Fct Scsi Resi dOver ;

959 ui nt 32_t Fct Scsi Resi dUnder ;

960 ui nt 32_t Fct Scsi SenseErr;

962 uint32_t FctFillerl,;

963 } em xs_tgtport_stat _t;

965 #i fdef FCT_| O TRACE
966 #define MAX_ | O TRACE 67
967 typedef struct enlxs_iotrace

15

Wites */

Reads */

G her, ie TUR */
total 10s */

total read bytes */
total wite bytes */

/* FctStray + Fct Conpleted */
/* Fct Cpl Good + Fct Cnpl Error */
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968 {

969 fct_cnd_t *fct_cnd;

970 ui nt 32_t Xri;

971 uint8_t marker; /* Oxff */

972 ui nt 8_t trc[ MAX_I O TRACE]; /* trc[0O] = index */
973 } enm xs_iotrace_t;

974 #endif /* FCT_I O TRACE */

975 #endi f /* SFCT_SUPPORT */

978 #include <em xs_fcf. h>

980 /*
981 *
982 */

Port | nformation

Data Structure

984 typedef struct em xs_port

985 {

16

986 struct eml xs_hba *hba;
988 /* Virtual port management */
989 struct VPl obj VPI obj ;
990 ui nt32_t vpi ;
992 ui nt 32_t flag;
993 #define EM.XS_PORT_ENABLE 0x00000001
994 #define EM.XS_PORT_BOUND 0x00000002
996 #define EMLXS_PORT_REG VPI 0x00010000 /* SLI3 */
997 #define EM.XS_PORT_REG VPl _CMPL 0x00020000 /* SLI3 */
999 #define EMLXS_PORT_I| P_UP 0x00000010
1000 #define EMLXS_PORT_CONFI G 0x00000020
1001 #define EM.XS_PORT_RESTRI CTED 0x00000040 /* Restrict logins */
1002 #define EM.XS_PORT_FLOG _CMPL 0x00000080
1004 #define EMLXS PORT RESET MASK OX0000FFFF /* Flags to keep */
1005 * across hard reset */
1006 #define EMLXS_PORT_LI NKDOAN_MASK OXFFFFFF7F /* Flags to keep */
1007 /* across link reset */
1009 ui nt 32_t options;
1010 #define EMLXS_OPT_RESTRI CT 0x00000001 /* Force restricted */
1011 /* logins */
1012 #define EMLXS_OPT_UNRESTRI CT 0x00000002 /* Force Unrestricted */
1013 /* logins */
1014 #define EMLXS_OPT_RESTRI CT_MASK 0x00000003
1017 /* FC world wi de nanes */
1018 NAVE_TYPE WWNN;
1019 NAVE_TYPE n;
1020 char snn[ 256] ;
1021 char spn[ 256] ;
1023 /* Conmpn service paranters */
1024 SERV_PARM spar am
1025 SERV_PARM fabric_sparam
1026 SERV_PARM prev_fabric_sparam
1028 /* fc_id managenment */
1029 ui nt32_t di d;
1030 ui nt 32_t prev_did;
1032 /* support FC PORT_GET_P2P_INFO only */
1033 ui nt 32_t rdid;
1035 /* FC_AL managenent */
1036 ui nt 8_t i p_type;
1037 uint8_t al pa_map[ 128] ;
1039 /* Node managenent */
1040 enl xs_node_t node_base;
1041 ui nt 32_t node_count ;
1042 krw ock_t node_rw ock;
1043 em xs_node_t *node_t abl e[ EMLXS_NUM HASH_QUES] ;
1045 /* Polled packet managenent */
1046 kcondvar _t pkt _l ock_cv; /* pkt polling */
1047 kmut ex_t pkt _I ock; /* pkt polling */
1049 [* ULP */
1050 uint 32_t ul p_statec;
1051 voi d (*ulp_statec_cbh) (); /* Port state change */
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1052
1053
1054
1055

1057
1058
1059
1060
1061
1062

1064
1065
1066
1067

1070
1071
1072

1074
1075

1077

1079
1080
1081
1082
1083
1084
1085

1087

1089
1090
1091
1092

1094
1095
1096
1097

1099

1101
1102
1103

1105
1106

1108
1109
1110
1111
1112
1113

1115
1117

voi d

opaque_t

/* call back routine */
(*ul p_unsol _ch) (); /* unsolicited event */

/* call back routine */
ul p_handl e;

/* ULP unsolicited buffers */

kmut ex_t
ui nt 32_t
eml xs_unsol _buf _t
ui nt 32_t
ui nt 32_t

em xs_ub_priv_t

em xs_ub_priv_t

#i f def DHCHAP_SUPPORT

em xs_port _dhc_t
#endi f /* DHCHAP_SUPPORT */
uint16_t
uint16_t
#i f def SFCT_SUPPORT

#define FCT_BUF_COUNT 512
#def i ne FCT_BUF_COUNT_8K
#def i ne FCT_BUF_COUNT_64K
#def i ne FCT_BUF_COUNT_128K
#def i ne FCT_MAX_BUCKETS

#def i ne FCT_DVEM MAX_BUF_SI ZE

#defi ne FCT_DVEM MAX_BUF_SEGVENT

ub_l ock;

ub_count;

*ub_pool ;

ub_post [ MAX_CHANNEL] ;
ub_timer;

*ub_wait_head; /* Unsolicited 10O received */
/* before link up */

*ub_wait_tail; /* Unsolicited 10 received */
/* before link up */

port_dhc;

i ni _node;
t gt _node;

131072
8388608

[* 128K */
/* 8M*/

struct enl xs_fct_dnem bucket dnem bucket [ FCT_MAX_BUCKETS] ;

char

stnf _port _provider _t
fct_local _port_t

ui nt32_t

#def i ne FCT_STATE_PORT_ONLI NE
#def i ne FCT_STATE_NOT_ACKED
#def i ne FCT_STATE LI NK_UP

#def i ne FCT_STATE LI NK_UP_ACKED

em xs_tgtport_stat _t

/* Used to save fct_cnd
em xs_buf _t
em xs_buf _t

/* Used to save context
fct_flogi_xchg_t

#i fdef FCT_| O TRACE

em xs_iotrace_t
uint16_t
uint16_t
kmut ex_t

#endi f /* FCT_I O TRACE */

#endi f /* SFCT_SUPPORT */

#i f def SAN_DI AG_SUPPORT

cfd_nane[ 24] ;
*port _provider;

*fct_port;
fct_flags;
0x00000001
0x00000002
0x00000010
0x00000020
fct_stat;
for deferred unsol ELS conmands, except FLOG */

*fct_wait_head;
*fect_wait_tail;
for deferred unsol FLOGs */
fx;

*jotrace;
iotrace_cnt;

i otrace_i ndex;
iotrace_ntx;
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1118
1119
1120
1121

1123
1124
1125
1126

1128

1131
1132
1133

1135
1136
1137

1139
1140
1141

1143
1144
1145

1147
1148
1149

1151
1152
1153
1154

1156
1157
1158

1160
1161
1162

1164
1165
1166

1168
1169
1170

1172
1173
1174

1176
1177
1178

1180
1181
1182

ui nt 8_t
#defi ne SD_| NVALI D 0x00
#define SD COLLECTING 0x01
#defi ne SD_STOPPED 0x02
/* SD event managenent
ui nt 32_t
em xs_df c_event _t
#endi f
} em xs_port _t;

/* Host Attn reg */
#def i ne FC_HA REQ _hba)

/* Chip Attn reg */
#def i ne FC_CA REQ _hba)

/* Host Status reg */
#defi ne FC_HS_REQ _hba)

/* Host Cntl reg */
#def i ne FC_HC_REQ _hba)

/* BlIU Configuration reg */
#def i ne FC_BC_REQ _hba)

/* Used by SBUS adapter */
/* TITAN Cntl reg */
#def i ne FC_SHC REGQ _hba)

/* TITAN Status reg */
#def i ne FC_SHS_REGQ _hba)

/* TI TAN Update reg */
#def i ne FC_SHU REGQ _hba)

/* MPU Semaphore reg */
#defi ne FC_SEMA REQ _hba)

/* Bootstrap Mail box Door bel |
#def i ne FC_MBDB_REQ _hba)

/* MQ Doorbell reg */
#def i ne FC_MQDB_REQ _hba)

/* CQ Doorbell reg */
#def i ne FC_CQDB_REQ _hba)

/* \WQ Doorbell reg */
#defi ne FC_WQDB_REQ _hba)

sd_io_l atency_state;

list */
sd_event _mask; /* bit-mask */
sd_event s[ MAX_DFC_EVENTS] ;

((volatile uint32_t *)
((_hba)->sli.sli3.ha_reg_addr))

((volatile uint32_t *) \
((_hba)->sli.sli3.ca_reg_addr))

((volatile uint32_t *) \
((_hba)->sli.sli3.hs_reg_addr))

((volatile uint32_t *) \
((_hba)->sli.sli3.hc_reg_addr))

((volatile uint32_t *)
((_hba)->sli.sli3.bc_reg_addr))

((volatile uint32_t *) \
((_hba)->sli.sli3.shc_reg_addr))

((volatile uint32_t *) \
((_hba)->sli.sli3.shs_reg_addr))

((volatile uint32_t *) \
((_hba)->sli.sli3.shu_reg_addr))

((volatile uint32_t *)\
((_hba)->sli.sli4. MPUEPSemaphore_reg_addr))

reg */

((volatile uint32_t *) \
((_hba)->sli.sli4. MBDB_reg_addr))

((volatile uint32_t *) \
((_hba)->sli.sli4. MDB_ reg_addr))

((volatile uint32_t *) \
((_hba)->sli.sli4.CQDB_reg_addr))

((volatile uint32_t *) \

((_hba)->sli.sli4. WQDB_reg_addr))

18
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1184
1185
1186

1189
1191

1193
1194

1196
1197
1198

1200
1201

1203
1204
1205

1207
1208

1210
1211
1212

1214
1215
1216

1218
1219
1220
1221

1223
1224

1226
1227
1228
1229

1231
1232
1233
1234

1236
1237
1238
1239

1241
1242

1244
1245
1246

1248
1249

/* RQ Door bel |
#def i ne FC_RQDB_REQ _hba)

#def i
#def i
#def i

#def i

#def i

#def i

#def i

#def i

#def i

ne

ne

ne

ne

ne

ne

ne

ne

ne

/* Used

#def i

#def i

#def i

#def i

ne

ne

ne

ne

/* SLI4

#def i

#def i

#def i

#def i

ne

ne

ne

ne

reg */
((volatile uint32_t *) \
((_hba)->sli.

FC SLI M2_MAI LBOX(_hba)  (( MAI LBOX *)(_hba)->sl i

FC_SLI ML_MAI LBOX(_hba)  (( MAI LBOX *) (_hba)->sl i

sli 4. RQDB_reg_addr))

sli3.slinR.virt)
sli 3.slimaddr)

FC_MAI LBOX(_hba) (((_hba)->flag & FC SLI M2_MODE) ? \

FC_SLI M2_MAT LBOX( _hba)

WRI TE_CSR_REQ _hba, _regp,
(_hba)->sli.sli3.csr_acc_handle,
(uint32_t)(_value))

READ_CSR _REG( _hba, _regp) ddi
(_hba)->sli.sli3.csr_acc_handle,

FC_SLI ML_MAI LBOX(_hba))

_val ue) ddi _put32(\
(uint32_t *)(_r

_get 32(\
(uint32_t *)(_r

WRI TE_SLI M_ADDR( _hba, _regp, _value) ddi_put32(\

_hba)->sli.sli3 slimacc_handle, (uint32_t *)(
(uint32_t)(_value))
READ_SLI M ADDR(_hba, _regp) ddi_get32(\
(_hba)->sTi.sli3.slimacc_handle, (uint32_t *)(
VRl TE_SLI M_COPY(_hba, _bufp, _slinp, _went) ddi
(_hba)->sli.sli3 slimacc_handle, (uint32_t *)(
(uint32_t *)(_slinp), (_wcnt), DDl _DEV_AUTO NCR)
READ_SLI M COPY(_hba, _bufp, _slinp, _went) ddi_r

_hba)->sTi.sli3.slimacc_handl e,

( (uint32_t *)(
(uint32_t *)(_slinp), (_went), DDI

" DEV_AUTO NCR)

by SBUS adapter */

WRI TE_SBUS_CSR REG(_hba, _regp, _
(_hba)->sli.sli3.sbus_csr_handl e,
(uint32_t)(_val ue))

val ue) ddi _
(uint32_t *)(

READ_SBUS_CSR_RE( _hba, _regp) ddi
(_hba) ->sTi . sTi 3. sbus_csr_handl e,

_get 32(\
(uint32_t *)(

SBUS WRI TE_FLASH COPY(_hba, _offset, _value) ddi
_hba)->sli.sli3 sbus flash acc handle \
(uint8_t *)((volatile uint8_t *)(_hba)->sli.

(_offset)), (uint8_t)(_value))

SBUS_READ FLASH COPY(_hba, _offset) ddi
(_hba)->sli.sli3.sbus flash acc_handl e,
(uint8_t *)((volatile uint8_t *)(_hba)->sli.
(_offset)))

_get 8(\
\

registers */

VRl TE_BARL_REG( _hba, _regp,
(_hba)->sli.sli4. barl acc_handl e,
(uint32_t)(_val ue))

val ue) ddi _put 32(\
(uint32_t *)(

READ_BAR1_REG( _hba, _regp) ddi_get32(\

(_hba)->sTi . sli4. bar 1_acc_handle, (uint32_t *)(
WRI TE_BAR2_REG(_hba, _regp, _value) ddi _put32(\
(_hba)->sli.sli4. bar2 acc_handl e, (uint32_t *)(

(uint32_t)(_val ue))

READ BAR2_REG( _hba, _regp) ddi

_| _get 32(\
(_hba) ->sTi . slia4. bar 2_acc_handl e,

(uint32_t *)(

egp), \

egp))

_regp), \

_regp))

_rep_put 32(\
_bufp), \

ep_get 32(\

“bufp), \

put 32(\
_regp), \

_regp))

_put 8(\

sli 3.sbus_flash_addr + \

sli 3.sbus_flash_addr + \

_regp), \

_regp))

_regp), \

_regp))
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1252 #define EM.XS_STATE_CHANGE( _hba, _state)\

1253 { \
1254 mut ex_ent er (&EM_XS_PORT_LCOCK) ; \
1255 EMLXS_STATE_CHANGE_L OCKED( ( hba) (_state)); \
1256 mut ex_exi t (&EMLXS_PORT_LOCK) ; \
1257 }

1259 /* Used when EMLXS_PORT_LOCK is already held */

1260 #define EMLXS_STATE CHANGE LOCKED( hba, _state) \

1261 { \
1262 if ((_hba)->state != (_state)) \
1263 { \
1264 uint32_t _st = _state; \
1265 EMLXS_MBGF( EMLXS | CONTEXT, \
1266 &enl xs_state_nmsg, "% --> %", \
1267 enl xs_ffstate xiate((_hba)- >st at e), \
1268 em xs_ffstate . xlate( _state)); \
1269 hba) >state (_state); \
1270 if (( st) == FC_ERROR) \
1271 { \
1272 (_hba)->flag | = FC_HARDWARE_ERROR; \
1273 } \
1274 } \
1275 }

1277 #ifdef FMA_SUPPORT

1278 #define EM.XS_CHK_ACC HANDLE(_hba, _acc) \

1279 if (em xs_fm check_acc handi e(_hba, _acc) !'= DDI_FM OK) { \

1280 EMLXS_MBGF( EMLXS_CONTEXT, \

1281 &m xs_inval id_access_handl e_msg, NULL); \

1282 }

1283 #endif /* FMA_SUPPORT */

1285 /*

1286 * This is the HBA control area for the adapter

1287 */

1289 #ifdef MODSYM SUPPORT

1291 typedef struct enl xs_npbdsym

1292 {

1293 ddi _nodhandl e_t nod_fctl; /* For Leadville */

1295 /* Leadville (fctl) */

1296 int (*fc_fca_attach)(dev_info_t *, fc_fca_tran_t *);
1297 int (*fc_fca_detach)(dev_info_t *);

1298 int (*fc_fca_init)(struct dev_ops *)

1300 #ifdef SFCT_SUPPORT

1301 ui nt 32_t fct _nodopen

1302 ui nt 32_t reserved, /* Paddi ng for alignment */

1304 ddi _nodhandl e_t nod_fct; /* For Constar */

1305 ddi _nodhandl e_t nod_stnf; /* For Constar */

1307 /* Constar (fct) */

1308 voi d* (*fct_alloc)(fct_struct_id_t, int, int);

1309 voi d (*fct_free)(void *);

1310 voi d* (*fct_scsi_task_alloc)(void *, uintl6_t, uint32_t, uint8_t *,
1311 uint16_t, uintl6_t);

1312 int (*fct_register Iocal _port)(fct_local _port_t *);

1313 voi d (*fct_deregister_local _port)(f ct_I ocal _port_t *);

1314 voi d (*fct_handi e_event) (fct_l ocal _port *,int, uint32_t, caddr_t);
1315 voi d (*fct_post_rcvd_crd) (fct_cnd_t *, stnf data buf _t *);
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t *, fct_status_t);
ct_status_t,
atus_t, uint32_t);
stnf_data_buf _t *,

t32_t, char *);

t32_t, char *);
_t, int);

_flogi _xchg_t *);

ort_provider_t *);

t_provider_t *);

MQ and async events */

WQ and RQ */

1316 voi d (*fct_ctl)(void *, int, void *);

1317 voi d (*fct_queue_cnd_for terninati on) (fct_cmd
1318 voi d (*fct send_r esponse_done) (fct_cmd_t *, f
1319 voi d (*fct_send_cnd_done) (fct_cmd_t “fet_st
1320 voi d (*fct_scsi_data_xfer _done) (fct_crd_t *,
1321 uint32_t);

1322 fct_status_t (*fct_port_shut down)

1323 (fct_local _port_t *, uin
1324 fct_status_t (*fct_port_initialize)

1325 (fct_local _port_t *, uin
1326 voi d (*fct_cmd_fca_aborted)

1327 (fet_cnmd_t *, fct_status
1328 fct_status_t (*fct_handl e_rcvd_fl ogi)

1329 (fct_local _port_t *, fct
1331 /* Constar (stnf) */

1332 void* (*stnf_alloc)(stnf_struct_id_t, int, int);
1333 voi d (*stn‘f_free)(void *);

1334 v0| d (*stnf_deregister_port_provider) (stnf_p
1335 in (*stnf regl ster_port_provider) (stnf_por
1336 #endif /* SFCT SUPPORT *

1337 } em xs_nodsym t;

1338 extern enl xs m)dsymt erm xs_nodsym

1340 #define MODSYM _f) em xs_nodsym _f

1342 #el se

1344 #define MODSYM _f) _f

1346 #endif /* MODSYM SUPPORT */

1350 typedef struct RPIHdrTnpl ate

1351 {

1352 ui nt32_t Word[16]; /* 64 bytes */

1353 } RPI Hdr Tnpl ate_t

1356 typedef struct EQ DESC

1357 {

1358 uint16 t host _i ndex;

1359 uint 16_t max_i ndex;

1360 uint16_t qi d;

1361 uint16_t nsi x_vector;

1362 kmut ex_t | ast wg_| ock;

1363 uint16_t | astwg;

1364 MBUF_I NFO addr ;

1365 } EQ DESC t;

1368 typedef struct CQ DESC

1369 {

1370 ui nt16_t host _i ndex;

1371 uint16_t max_i ndex;

1372 ui nt 16_t qid

1373 ui nt16_t eqi d;

1374 uint16_t type;

1375 #define EMLXS_CQ TYPE_GROUP1 1 /* associated with a
1376 #define EMLXS CQTYPE GROUP2 2 [/* associated with a
1377 ui nt16_t rsvd;

1379 MBUF_I| NFO addr ;

1380 CHANNEL *channel p; /* ptr to CHANNEL ass

ociated with CQ */
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1382 } CQ DESC t;

1385 typedef struct WQ DESC

1386 {

1387 uint16_t host _i ndex;
1388 ui nt16_t max_i ndex;
1389 uint16_t port _i ndex;
1390 ui nt16_t rel ease depth
1391 #define WOE_ RELEASE_DEPTH (8 * EMLXS_NUM WQ PACES)
1392 uint16_t qi d;

1393 uint16_t cqi d;

1394 MBUF_I NFO addr;

1395 } WQ DESC t;

1398 typedef struct RQ DESC

1399 {

1400 uint16_t host _i ndex;
1401 ui nt16_t max_i ndex;
1402 ui nt16_t qi d;

1403 uint16_t cqi d;

1405 MBUF_I NFO addr ;

1406 MBUF_I NFO r qb[ RQ_DEPTH] ;
1408 kmut ex_t | ock;

1410 } RQ_DESC t;

1413 typedef struct RXQ DESC

1414 {

1415 kmut ex_t | ock;

1416 em xs_queue_t active;

1418 } RXQ DESC t;

1421 typedef struct MQ DESC

1422 {

1423 uint16_t host _i ndex;
1424 ui nt 16_t max_i ndex;
1425 uint 16_t qi d;

1426 uint16_t cqi d;

1427 MBUF_I NFO addr;

1428 } MQ DESC t;

1431 /* Define the nunber of queues the driver will be using */

1432
1433
1434
1435

1437
1438

1440
1441

1443
1444
1445

1447

#def i ne EMLXS_MAX_EQS EMLXS_MSI _MAX_| NTRS

#define EMLXS_MAX_WQS  EMLXS_MSI _MAX_I NTRS

#defi ne EMLXS_MAX_RQS 2 /*¥ ONLY 1 pair is allowed */
#define EMLXS_MAX_ MBS 1

/* One CQ for each WQ & (RQ pair) plus one for the MQ */
#defi ne EMLXS_MAX_CQS  (EMLXS_MAX WS + (EMLXS_MAX_RQS/2) + 1)

/* The First CQ created is ALWAYS for nbox / event
#defi ne EMLXS_CQ _MBOX 0

handl i ng */

/* The Second CQ created is ALWAYS for unsol rcv handling */
/* At this time we are allow ng O\ILY 1 pair of R */
#def i ne EMLXS_CQ_RCV

/* The remaining C are for WQ conpl etions */
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1448 #define EM.XS_CQ OFFSET_WQ 2

1451 /* FCFI RQ Configuration */

1452 #define EM.XS_FCFI _RQO_I NDEX 0

1453 #define EMLXS_FCFI _RQ0_RVASK 0 /* match all */

1454 #define EM.XS_FCFl _RQD_RCTL 0 /* match all */

1455 #define EMLXS_FCFI _RQD_TMASK 0 /* match all */

1456 #define EMLXS_FCFI _RQD_TYPE 0 /* match all */

1458 /* Define the maxi mum value for a Queue Id */

1459 #define EMLXS_MAX_EQ | DS 256

1460 #define EMLXS_MAX_CQ | DS 1024

1461 #define EM.XS_MAX_WQ | DS 1024

1462 #define EMLXS_MAX_RQ | DS 4

1464 #define EMLXS_RXQ ELS 0

1465 #define EM.XS_RXQ CT 1

1466 #define EMLXS_MAX_RXQS 2

1468 #define PCI_CONFI G SIZE  0x80

1470 typedef struct em xs_sli3

1471 {

1472 /* SLI M managenent */

1473 MATCHVAP sling;

1475 /* HBQ managenent */

1476 uint 32_t hbg_count; /* Total nunmber of HBGs */
1477 /* configured */

1478 HBQ INIT t hbg_t abl e[ EMLXS_NUM HBQ ;

1480 /* Adapter nenory nanagenent */

1481 caddr _t csr_addr;

1482 caddr _t sl imaddr;

1483 ddi _acc_handl e_t csr_acc_handl e;

1484 ddi _acc_handl e_t slimacc_handl e;

1486 /* SBUS adapter managenent */

1487 caddr _t sbus_fl ash_addr; /* Virt addr of RIW*/
1488 /* Flash */

1489 caddr _t sbus_core_addr; /* Virt addr of TITAN */
1490 /* CORE */

1491 caddr _t sbus_csr_addr; /* Virt addr of TITAN */
1492 /* CSR */

1493 ddi _acc_handl e_t sbus_flash_acc_handl e;

1494 ddi _acc_handl e_t sbus_core_acc_handl e;

1495 ddi _acc_handl e_t sbus_csr_handl e;

1497 /* SLI 2/3 Adapter register managenment */

1498 ui nt32_t *bc_reg_addr; /* virtual offset for BIU */
1499 /* config reg */

1500 ui nt 32_t *ha_reg_addr; /* virtual offset for host */
1501 /* attn reg */

1502 ui nt 32_t *hc_reg_addr; /* virtual offset for host */
1503 /* ctl reg */

1504 uint 32_t *ca_reg_addr; /* virtual offset for FF */
1505 /* attn reg */

1506 uint32_t *hs_reg_addr; /* virtual offset for */
1507 /* status reg */

1508 ui nt 32_t *shc_reg_addr; /* virtual offset for SBUS */
1509 /* Crl reg */

1510 ui nt32_t *shs_reg_addr; /* virtual offset for SBUS */
1511 /* Status reg */

1512 ui nt 32_t *shu_reg_addr; /* virtual offset for SBUS */
1513 /* Update reg */
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1514 ui nt16_t hgp_ring_of f set;

1515 uint16_t hgp_hbq_of f set ;

1516 uint16_t i ocb_cnd_si ze;

1517 uint16_t i ocb_rsp_si ze;

1518 ui nt32_t hc_copy; /* local copy of HC register */
1520 /* Ri ng managenent */

1521 ui nt32_t ring_count;

1522 em xs_ring_t ri ng[ MAX_RI NGS] ;

1523 kmut ex_t ring_cmd_| ock][ MAX_RI NGS] ;
1524 uint8_t ring_masks[4]; /* nunber of masks/rings used */
1525 ui nt 8_t ring_rval [6];

1526 ui nt 8_t ring_r mask][ 6] ;

1527 ui nt8_t ring_tval[6];

1528 uint8_t ring_t mask][ 6] ;

1530 /* Protected by EMLXS_FCTAB_LOCK */

1531 #ifdef EM.XS_SPARC

1532 MEMSEG fcp_bpl _seg;

1533 MATCHVAP **fcp_bpl _table; /* iotag table for */
1534 /* bpl buffers */
1535 #endif /* EMLXS_SPARC */

1536 ui nt 32_t mem bpl _si ze;

1537 } em xs_sli3_t;

1539 typedef struct eml xs_sli4

1540 {

1541 MATCHVAP boot st r apnb;

1542 caddr _t bar 1_addr;

1543 caddr _t bar 2_addr;

1544 ddi _acc_handl e_t bar1_acc_handl e;

1545 ddi _acc_handl e_t bar2_acc_handl e;

1547 /* SLI4 Adapter register nanagenent */
1548 ui nt 32_t * MPUEPSenaphor e_r eg_addr ;
1549 ui nt 32_t *VBDB_r eg_addr ;

1551 ui nt 32_t *CQDB_r eg_addr ;

1552 ui nt 32_t *MQDB_r eg_addr;

1553 ui nt 32_t *WODB_r eg_addr;

1554 ui nt 32_t *RQDB_r eg_addr;

1556 ui nt 32_t flag;

1557 #define EMLXS_SLI4_| NTR_ENABLED 0x00000001
1558 #define EM.XS_SLI 4_HW ERROR 0x00000002
1559 #define EMLXS_SLI4_DOWN_LI NK 0x00000004
1561 uint16_t XRI Count ;

1562 ui nt16_t XRI Base;

1563 uint16_t RPI Count ;

1564 ui nt16_t RPI Base;

1565 uint16_t VPI Count ;

1566 uint16_t VPI Base;

1567 uint16_t VFI Count ;

1568 ui nt16_t VF| Base;

1569 uint16_t FCFI Count ;

1571 kmut ex_t fcf _I ock;

1572 FCFTabl e_t fcftab;

1573 VFI obj _t *VFI _t abl e;

1575 /* Save Config Region 23 info */

1576 tlv_fcoe_t cf gFCCE;

1577 tlv_fcfconnectlist_t cf gFCF;

1579 MBUF_I NFO sling;
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1580
1581 #defi ne

1583
1584
1585

1587
1588
1589
1590
1591

1593
1594
1595
1596

1598
1599
1600
1601
1602
1603

1605
1606
1607
1608
1609

1611

1613
1614

1616 } eml xs_!

1619 typedef
1620 {
1621
1622
1623
1624
1625
1626
1627
1628
1629
1630
1631
1632
1633
1634
1635
1636
1637
1638
1639

1641 } enl xs_

1644 typedef
1645 {

MBUF_I NFO dunp_r egi on;

EMLXS_DUMP_REG ON_SI ZE 1024

RPI obj _t *RPI p;

MBUF_I NFO Header Tnpl at e;

XRI obj _t *XRl p;

/* Double linked list for available XRIs */
XRI obj _t *XRlI free_f;

XRI obj _t *XRI free_b;

ui nt 32_t xrif_count;

ui nt 32_t nmem sgl _si ze;

/* Double linked Ilist for XRIs in use */

XRI obj _t *XRl i nuse_f;

XRl obj _t *XRli nuse_b;

ui nt 32_t Xria_count;

kmut ex_t que_| ock[ EMLXS_MAX_WQS] ;
EQ DESC t eq[ EMLXS_NMAX_EQS] ;

CQ _DESC t cq[ EMLXS_MAX_CQS] ;

WQ DESC t wg[ EMLXS_MAX WOS] ;

RQ DESC t rq[ EMLXS_MAX_RQS] ;
MQ_DESC t no;

/* Used to map a queue ID to a queue DESC t */

uint16_t eq_map[ EMLXS_MAX_EQ | DS] ;
uint16_t cq_map[ EMLXS_MAX_CQ | DS] ;
uint16_t wg_map[ EMLXS_MAX_WQ | DS ;
ui nt16_t rq_map[ EMLXS_MAX_RQ | DS] ;
RXQ DESC t rxq[ EMLXS_NMAX_RXQS] ;

ui nt32_t ue_mask_| o;

ui nt 32_t ue_mask_hi ;

slid_t;

struct enl xs_sli _api

int (*sli_map_hdw) ()

voi d (*sli _unmap_hdw) () ;
int32_t (*sli_online)();

voi d (*sli_offline)();

ui nt32_t (*sli_hba_reset)();

voi d (*sli_hba_kill)();

voi d (*sli_issue_ioch_cnd)();
ui nt 32_t (*sli_issue_nbox_cnd)();
ui nt32_t (*sli_prep_fct_ioch)();
ui nt32_t (*sli_prep_fcp_ioch)();
ui nt 32_t (*sli_prep_ip_ioch)();
ui nt 32_t (*sli_prep_els_ioch)();
ui nt 32_t (*sli_prep_ct_ioch)();
voi d (*sli_poll_intr)();
int32_t (*sli_intx_intr)();

ui nt 32_t (*sli_msi_intr)();

voi d (*sli_disable_intr)();
voi d (*sli_timer)();

voi d (*sli_poll_erratt)();
sli_api_t;

struct enl xs_hba

25
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1646 dev_info_t
1647 int32_t
1648 int32_t
1649 uint8_t
1650 ui nt 8_t
1651 uint8_t
1652 ui nt 8_t

1654 #ifdef FMA_SUPPORT

*di p;

en xi nst ;

ddi i nst;

pci _functi on_nunber;
pci _devi ce_nunber;
pci _bus_nunber;

pci _cap_of fset[ PCl _CAP_MAX_PTR];

val ue
val ue
val ue
val ue

but

imer value */
_TOV tiner value */
OV tinmer value */

not

/* menory for buffer */
[* structures */
l ocks all menory pools get */

Adapt er interlocked/killed */

restarted

1655 int32_t f m caps; /* FMA capabilities */
1656 #endif /* FMA_SUPPORT */

1657 fc_fca_tran_t *fca_tran;

1659 /* DVA attributes */

1660 ddi _dma_attr_t dna_attr;

1661 ddi _dme_attr_t dna_attr_ro;

1662 ddi _dme_attr_t dne_attr_1sg;

1663 ddi _dma_attr_t dna_attr_fcip_rsp;

1665 /* HBA Info */

1666 em xs_nodel _t nodel _i nf o;

1667 em xs_vpd_t vpd; /* vital product data */
1668 NAVE_TYPE wawnn;

1669 NAVE_TYPE wwpn;

1670 char snn[ 256] ;

1671 char spn[ 256] ;

1672 PROG | D I oad_| i st [ MAX_LOAD ENTRY] ;

1673 WAKE_UP_PARMS  wakeup_par ns;

1674 ui nt 32_t max_nodes;

1675 ui nt32_t io_throttle;

1676 ui nt 32_t io_active;

1677 uint 32_t bus_type;

1678 #define PCl _FC 0

1679 #define SBUS_FC 1

1681 /* Link managenent */

1682 ui nt32_t |'i nk_event _t ag;

1683 ui nt 8_t t opol ogy;

1684 uint8_t I'i nkspeed;

1685 uint16_t gos_| I nkspeed;

1686 ui nt 32_t I'i nkup_wai t _f 1l ag;

1687 kcondvar _t I'i nkup_| ock_cv;

1688 kmut ex_t I'i nkup_l ock;

1690 /* Menory Pool managenent */

1691 enml xs_nenseg_t nenseg[ FC_MAX_SEQG ;

1692

1693 kmut ex_t menget _| ock; /*

1694 kmut ex_t menput _| ock; /* locks all nenory pools put */
1696 /* Fibre Channel Service Paraneters */

1697 SERV_PARM spar am

1698 ui nt 32_t fc_edtov; /* E_D TOV tinmer
1699 ui nt 32_t f c_ar bt ov; /* ARB_TOV tinmer
1700 ui nt 32_t fc_ratov; /* R A TOV tiner
1701 ui nt 32_t fc_rttov; /* RT_TOV tiner
1702 ui nt 32"t fc_altov; /* AL_TOV ti
1703 ui nt 32_t fc_crtoyv; /* CRT

1704 uint32_t fc_citoyv; /* CI_T

1706 /* Adapter State managenent */

1707 int32_t st ate;

1708 #define FC_ERROR 0x01 /* Adapter shutdown */
1709 #define FC_KILLED 0x02 [*

1710 #define FC_WARM START 0x03 /* Adapter reset,
1711 #define FC_I NI T_START 0x10 /*

Adapter restarted */

*/
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1712 #define FC_I NI T_NVPARAMS 0x11 1778 uint32_t tenperature; /* Last reported tenperature */
1713 #define FC_|IN T_REV 0x12
1714 #define FC_| NI T_CFGPORT 0x13 1780 /* SBUS adapter managenent */
1715 #define FC_| NI T_CFGRI NG 0x14 1781 caddr _t sbus_pci _addr; /* Virt addr of TITAN */
1716 #define FC_I NI T_I NI TLI NK 0x15 1782 /* pci config */
1717 #define FC_LI NK_DOM 0x20 1783 ddi _acc_handl e_t sbus_pci _handl e;
1718 #define FC_LI NK_DOM_PERSI ST 0x21
1719 #define FC_ LI NK_UP 0x30 1785 /* PCl BUS adapter nanagenent */
1720 #define FC_CLEAR LA 0x31 1786 caddr _t pci _addr;
1721 #defi ne FC_READY 0x40 1787 ddi _acc_handl e_t pci _acc_handl e;
1723 ui nt32_t flag; 1789 ui nt32_t sl i _node;
1724 #define FC_ONLI NI NG_MODE 0x00000001 1790 #define EM.XS_HBA SLI 1_MODE 1
1725 #define FC_ONLI NE_MODE 0x00000002 1791 #define EMLXS_HBA_SLI 2_MODE 2
1726 #define FC_OFFLI NI NG_MCODE 0x00000004 1792 #define EMLXS HBA SLI 3_MCODE 3
1727 #define FC_OFFLI NE_MODE 0x00000008 1793 #define EM.XS_HBA SLI 4_MCDE 4
1729 #define FC_NPI V_ENABLED 0x00000010 /* NPI'V enabl ed on adapt er */ 1795 /* SLI private data */
1730 #define FC_NPIV_SUPPORTED 0x00000020 /* NPI'V supported on fabric */ 1796 uni on {
1731 #define FC_NPI V_UNSUPPORTED 0x00000040 /* NPI'V unsupported on fabric */ 1797 em xs_sli3_t sli3;
1732 #define FC_NPIV_LI NKUP 0x00000100 /* NPIV enabl ed, supported, */ 1798 em xs_slid_t sli4;
1733 /* and link is ready */ 1799 } sli;
1734 #define FC_NPIV_DELAY_REQUI RED 0x00000200 /* Del ay issuing FLOA/FDI SC */
1735 /* and NaneServer cnds */ 1801 /* SLI APl entry point routines */
1802 em xs_sli_api_t sli_api;
1737 #define FC_BOOTSTRAPMB_| NI T 0x00000400
1738 #defi ne FC_FI P_SUPPORTED 0x00000800 /* FIP supported */ 1804 ui nt 32_t io_poll_count; /* Number of poll commands */
1805 /* in progress */
1740 #define FC_FABRI C_ATTACHED 0x00001000
1741 #define FC_PT_TO PT 0x00002000 1807 /* 10 Conpl eti on managenent */
1742 #defi ne FC_BYPASSED MODE 0x00004000 1808 ui nt 32_t i odone_count ; /* Nunber of 10 s on done Q */
1743 #define FC_MENLO_ MODE 0x00008000 /* Menl o nai ntenance node */ 1809 /* Protected by EMLXS PORT_LOCK */
1810 em xs_buf _t *i odone_| i st; /* fc_packet being deferred */
1745 #define FC_DUVP_SAFE 0x00010000 /* Safe to DUMP */ 1811 em xs_buf _t *i odone_tail; /* fc_packet being deferred */
1746 #define FC_DUMP_ACTI VE 0x00020000 /* DUWP in progress */ 1812 em xs_thread_t iodone_t hread;
1747 #define FC_NEW FABRI C 0x00040000 1813 em xs_thread_t *spawn_t hread_head;
1814 em xs_thread_t *spawn_thread_tail;
1749 #define FC_SLI M2_MODE 0x00100000 /* SLIMin host menory */ 1815 kmut ex_t spawn_| ock;
1750 #define FC_| NTERLOCKED 0x00200000 1816 ui nt 32_t spawn_open;
1751 #defi ne FC_HBQ ENABLED 0x00400000
1752 #define FC_ASYNC_EVENTS 0x00800000 1818 /* 10 Channel managenent */
1819 int32_t chan_count;
1754 #define FC_| LB_MODE 0x01000000 1820 em xs_channel _t chan[ MAX_CHANNEL] ;
1755 #define FC_ELB_MODE 0x02000000 1821 kmut ex_t channel _t x_I ock;
1756 #define FC_LOOPBACK_MODE 0x03000000 /* Loopback Mbde Mask */ 1822 uint8_t channel _fcp; /* Default channel to use for FCP | O */
1757 #define FC_DUWP 0x04000000 /* DUMP in progress */ 1823 #define CHANNEL_FCT channel _fcp
1758 #define FC_SHUTDOWN 0x08000000 /* SHUTDOMN i n progress */ 1824 ui nt 8_t channel _i p; /* Default channel to use for IP 10O */
1825 uint8_t channel _el s; /* Default channel to use for ELS 10 */
1760 #define FC_OVERTEMP_EVENT 0x10000000 /* FC_ERROR reason: */ 1826 ui nt 8_t channel _ct; /* Default channel to use for CT IO */
1761 /* over tenperature event */
1762 #define FC_MBOX_TI MEQUT 0x20000000 /* FC_ERROR reason: */ 1828 /* | OTag managenent */
1763 /* mail box tineout event */ 1829 em xs_buf _t **fc_table; /* sc_buf pointers indexed by */
1764 #define FC_DVA CHECK ERROR 0x40000000 /* Shared nmenory (slim..) */ 1830 [* iotag */
1765 /* DNVA handl e went bad */ 1831 ui nt16_t fc_iotag; /* used to identify I/Cs */
1766 #define FC_HARDWARE_ERROR 0x80000000 /* FC_ERROR state triggered */ 1832 ui nt16_t fc_oor_iotag; /* QutOf Range (fc_table) iotags */
1833 /* typically used for Abort/close */
1768 #defi ne FC_RESET_NMASK 0x00030C1F /* Bits to protect during */ 1834 #define EMLXS_MAX_ABORT_TAG Ox7f ff
1769 /* a hard reset */ 1835 ui nt16_t mex_i ot ag; /* ALL | OCBs except aborts */
1770 #define FC_LI NKDOAN_MASK OxFFF30C1F /* Bits to protect during */ 1836 kmut ex_t i ot ag_| ock;
1771 /* a |l'inkdown */ 1837 ui nt 32_t i o_count; /* No of 10 holding */
1838 /* regular iotag */
1773 uint32_t fw_tinmer; 1839 ui nt 32_t channel _t x_count; /* No of 10Oon tx Q */
1774 uint32_t fwflag;
1775 #defi ne FW UPDATE_NEEDED 0x00000001 1841 /* Mail box Managenent */
1776 #define FW UPDATE_KERNEL 0x00000002 1842 ui nt32_t nmbox_queue_fl ag;

1843 e xs_queue_t nbox_queue;
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1844
1845
1846
1847
1848

1850
1851
1852
1853
1854
1855
1856
1857
1858
1859
1860
1861

1863
1864
1865
1866
1867
1868
1869
1870
1871

1873
1874

1876
1877
1878
1879
1880
1881

1883
1884
1885

1887
1888
1889
1890
1891

1893
1894
1895
1896
1897
1898
1899
1900
1901
1902

1904
1905
1906
1907

1909

voi d *mbox_nye; /* active nbox nge */
voi d *nbox_nbaq; /* active MAILBOXQ */
kcondvar _t mbox_T ock_cv; [* NMBX_SLEEP */
kmut ex_t mbox_| ock; /* MBX_SLEEP */
ui nt 32_t nbox_ti ner;
/* Interrupt nanagenent */
voi d *Intr_arg;
ui nt 32_t i ntr_uncl ai nmed;
ui nt 32_t intr_autod ear;
uint32_t intr_flags;
#defi ne EMLXS_TNTX_I NI TED 0x0001
#defi ne EMLXS_| NTX_ADDED 0x0002
#define EMLXS_MSI _ENABLED 0x0010
#defi ne EMLXS_MSI _I NI TED 0x0020
#defi ne EM_XS_MSI —_ADDED 0x0040
#define EMLXS_I NTR_|I Nl TED (EMLXS_| NTX_I NI TED| EMLXS_MSI _| NI TED)
#defi ne EMLXS_| NTR_ADDED ( EMLXS_| NTX_ADDED| EM_XS_NsSI _ADDED)
#i f def MBI _SUPPORT
ddi _intr_handle_t *intr_htable;
U|nt32t “*intr _pri;
int32_t *intr_cap;
ui nt 32_t intr_count;
ui nt32_t intr_type;
ui nt 32_t i ntr_cond;
ui nt 32"t i ntr_map[ EMLXS_MSI _MAX_| NTRS] ;
ui nt 32_t intr_mask;
kmut ex_t nsiid_lock; /* for last_msiid */
int | ast _nsiid;
krut ex_t i ntr_l ock[ EMLXS_MSI _MAX_| NTRS] ;
int chan2nsi [ MAX CHANNEL]
/* Index is the channel id */
int msi 2chan[ EMLXS_MSI _MAX_| NTRS] ;
/* Index is the MBX-X nsg id */
#endi f /* MSI_SUPPORT */
ui nt 32_t heartbeat _tiner;
ui nt 32_t heartbeat fl ag;
ui nt32_t heartbeat _active;
/* 1 OCTL managenent */
kmut ex_t ioctl_|ock;
ui nt 32_t ioctl_fl ags;
#defi ne EMLXS_OPEN 0x00000001
#def i ne EMLXS_OPEN_EXCLUSI VE 0x00000002
/* Tinmer managenment */
kcondvar _t timer_lock_cv;
kmut ex_t tinmer_I ock;
tinmeout _id_t tinmer_id;
ui nt32_t timer_tics;
ui nt32_t timer flags
#define EMLXS_TI MER_STARTED 0x0000001
#defi ne EMLXS_TI MER_BUSY 0x0000002
#define EMLXS_TI MER KI LL 0x0000004
#defi ne EMLXS_TI MER_ENDED 0x0000008
/* Msc Tiners */
ui nt 32_t l'i nkup_ti mer
ui nt32_t di scovery_timer;
ui nt 32_t pkt _timer;
/* Power Managerent */
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1910
1911
1912
1913
1914
1915
1916
1917
1918

1920
1921
1922
1923

1925
1926
1927
1928
1929
1930
1931

1933
1934
1935

1937
1938
1939
1940
1941
1942

1944
1945

1947
1948
1949

1951
1952

1954
1955
1956
1957
1958

1960
1961
1962
1963

1965
1966
1967
1968
1969
1970
1971
1972
1973
1974
1975

/* Only used by tinmer */

nodes, rings */
port specific info */
Last one is for */
NPI'V ready test */

ui nt32_t pm st ate;
/* pmstate */
#define EMLXS_PM | N_ATTACH 0x00000001
#define EMLXS_PM | N_DETACH 0x00000002
#define EMLXS_PM | N_SOL_CB 0x00000010
#define EMLXS_PM | N_UNSOL_CB 0x00000020
#defi ne EMLXS_PM | N_LI NK_RESET 0x00000100
#define EMLXS_PM | N_.HARD RESET 0x00000200
#def i ne EMLXS_PM_SUSPENDED 0x01000000
uint32_t pm | evel ;
/* pmlevel */
#defi ne EMLXS_PM ADAPTER DOWN 0
#defi ne EMLXS_PM ADAPTER_UP 1
ui nt 32_t pm busy;
kmut ex_t pm | ock;
ui nt8_t pm confi g[ PCI _CONFI G_SI ZE] ;
#i fdef | DLE_TI MER
UI nt32_t pm.idle_tinmer;
nt 32_t pm active;
#endi f /* | DLE_TI MER */
/* Loopback managenent */
ui nt32_t | oopback_ti cs;
voi d *| oopback_pkt ;
/* Event management */
enl xs_event _queue_t event _queue;
ui nt 32_t event _mask;
ui nt 32_t event _ti nmer;
em xs_df c_event _t dfc_event [ MAX_ DFC_EVENTS] ;
em xs_hba_event _t hba_event;
/* Paraneter managenent */
em xs_config_t config[ NUM CFG_PARAM ;
/* Driver stat managenment */
kstat _t *Kkst at ;
em xs_stats_t stats;
/* Log managenent */
em xs_nsg_l og_t | og;
/* Port managnent */
ui nt32_t vpi _| base
ui nt32_t vpi _|
ui nt 32_t vpi _| h| gh
ui nt 32_t num of _ports;
kmut ex_t port _| ock; /* 1 ocks port
em xs_port _t port [ MAX_| VPORTS + 1]; /*
*
5*
#i f def DHCHAP_SUPPORT
kmut ex_t dhc_l ock;
kmut ex_t aut h_| ock;
em xs_auth_cfg_t aut h_cfg;

ui nt 32_t

enml xs_aut h_key_

ui nt 32_t

—_——
S

aut h_cfg_count;
t aut h_key;

—_——
S

aut h_key_count;

Default auth_cfg. */
Points to |ist
Protected by auth_lock */

Defaul t auth_key. */
Points to |ist
Protected by auth_lock */

of entries.

of entries.
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1976
1977

1979
1980

1982
1983
1984

1986
1987
1988

1990
1991
1992
1993
1994
1995
1996
1997
1998

2000
2001
2002

2004
2006

2008
2009
2010
2011
2012
2013
2014
2015
2016
2017
2018
2019
2020
2021
2022
2023
2024
2025
2026

2028

2030
2031
2032
2033
2034
2035
2036
2037
2038
2039
2040

#endi

f

#i f def

#endi

f

#i f def

#endi

f

#i f def

#def i
#def i
#def i
#def i

#def i
#def i
#def i

#endi

ne
ne
ne
ne

ne
ne
ne

f

ui nt32_t rdn_f 1 ag;
/* DHCHAP_SUPPORT *7

uint16_t i ni _node;
ui nt16_t t gt _node;

TEST_SUPPORT
ui nt 32_t underrun_counter;
/* TEST_SUPPORT */

MODFW_SUPPORT
ddi _nodhandl e_t fw _nodhandl e;
/* MODFW_SUPPORT */

DUMP_SUPPORT
em xs_file_t dunp_txtfile;
em xs_file_t dunp_dnpfile;
em xs_file_t dunp_ceefil e;
kmut ex_t dunp_| ock;

EMLXS_DUMP_LOCK
EM_XS_TXT_FI LE
EM_XS_DMP_FI LE
EM_XS_CEE_FI LE

hba- >dunp_| ock

EM_XS_DRV_DUNP
EM_XS_TEMP_DUMP
EM_XS_USER_DUMP

N~ O WN -

/* DUMP_SUPPORT */

} em xs_hba_t;

#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i

#def i

ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne

ne

EM_XS_SLI _MAP_HDW

. (hba->sli _api.sli_map_hdw)
EM_XS_SLI _UNVAP_HDW

(hba->sli _api.sli_unmap_hdw)

EMLXS_SLI _ONLI NE (hba->sli_api.sli_online)
EMLXS_SLI _OFFLI NE (hba->sli_api.sli_offline)
EMLXS_SLI _HBA RESET (hba->sli _api.sli_hba_reset)
EMLXS_SLI _HBA KI LL (hba->sli _api.sli_hba_kill)
EMLXS_SLI _| SSUE_| OCB_CMD (hba->sli_api.sli_issue_iocb_cnd)
EMLXS_SLI _I SSUE_MBOX_CMVD (hba->sli_api.sli_issue_nbox_cnd)
EMLXS_SLI _PREP_FCT_| OCB (hba->sli _api.sli_prep_fct_ioch)

EM_XS_SLI _PREP_FCP_| OCB
EMLXS_SLI _PREP_I P_I OCB

(hba->sli _api.sli_prep_fcp_ioch)
(hba->sli_api.sli_prep_ip_ioch)

EM.XS_SLI _PREP_ELS | OCB (hba->sli_api.sli_prep_els_ioch)
EMLXS_SLI _PREP_CT_T OCB (hba->sli _api.sli_prep_ct_iocbh)
EM.XS_SLI _POLL_I NTR (hba->sli _api.sli_poll_intr)
EMLXS_SLI _I NTX_I NTR (hba->sli _api.sli_intx_intr)
EMLXS SLI _MSI _I NTR (hba->sli_api.sli_msi_intr)
EMLXS_SLI _DI SABLE_| NTR (hba->sli _api.sli_disable_intr)
EMLXS_SLI _TI MER (hba->sli _api.sli_tinmer)

EMLXS_SLI _POLL_ERRATT (hba->sli _api.sli_poll_erratt)

EMLXS HBA T 1 /* flag em xs_hba_t is already typedefed */

#i f def MslI _SUPPORT

#def i
#def i
#def i
#def i

#el se

#def i
#def i
#def i
#def i
#endi

ne
ne
ne
ne

ne
ne
ne
ne
f

EMCXS | NTR_I NI T(_hba,
EMLXS_| NTR_UNI NI T(_hba)
EM_XS_| NTR_ADD{ _hba)

EM_XS_I| NTR_REMVE( _hba)

EMLXS | NTR I NI T(_hba,
EMLXS_| NTR_UNI NI T(_hba)
EM_XS_| NTR_ADD( _hba)
EMLXS_| NTR_REMVE( _hba)
/* NMBI_SUPPORT */

em xs_nsi _init(_hba, _m
enl xs_nsi _uni ni T( hba)
enl xs_msi —add(_hba)

enl xs_nsi _renove(_hba)

enl xs_intx_i nit(_hba, _m
em xs_i nt x_uni ni t (_hba)
enl xs_i nt x_add(_hba)

enl xs_i nt x_r enove(_hba)
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2043 /* Power Managenent Conponent */

2044 #define EMLXS_PM ADAPTER 0

2047 #define TI MVE (uint32_t)((gethrtime() - em xs_device.drv_tinestanp) /
26 #define DRV TI ME (uint32_t)(ddi _get_tine() - emr xs_device.drv_tinestanp)

2049 #define HBA

2050 #define PPORT

2051 #define VPORT(x)

2052 #define EMLXS_TI MER_LOCK

2053 #define VPD

2054 #define CFG

2055 #define LOG

2056 #define EVENTQ

2057 #defi ne EMLXS_MBOX_LOCK

2058 #defi ne EMLXS_MBOX_CV

2059 #define EMLXS_LI NKUP_LOCK
2060 #define EMLXS_LI NKUP_CV

2061 #define EMLXS_TX_CHANNEL_LOCK
2062 #define EM.XS_MEMGET_LOCK
2063 #define EMLXS_MEMPUT_LOCK
2064 #define EMLXS_|I OCTL_LOCK
2065 #define EMLXS_SPAWN_LOCK
2066 #define EMLXS_PM LOCK

2067 #define HBASTATS

2068 #define EMLXS_CMD_RI NG_LOCK( n)

2070 #define EMLXS_QUE_LOCK(n)
2071 #define EMLXS_MBITD_LOCK

2073 #define EM.XS_FCTAB_LOCK
2075 #define EMLXS_FCF_LOCK

2077 #define EM.XS_PORT_LOCK
2078
2079 #define EMLXS_| NTR_LOCK(_i d)

2081 #define EMLXS_PKT_LOCK
2082

2083 #define EM.XS_PKT_CV
2084

2085 #define EM.XS_UB LOCK
2086

2088 /* These SWAPs will SV\ap on any platform*/
c)

2089 #define SWAP32_BUFFER( b, _
2090 #define SWAP32_BCOPY( . s " d

2092 #define SWAP64( _x) ((((ui
2093 (
2094 (
2095 (
2096 (
2097 (
2098 (
2099 (

2101 #define SWAP32(_x) qqq
2102

2104
2106 #define SWAP16(_x)

uin

((Cui
2103 (((

(((

por t - >hba

hba- >port[ 0]

hba- >port[ x]

hba- >t i ner_| ock
hba- >vpd

hba- >confi g[ 0]

hba- >l og

hba- >event _queue
hba- >mbox_| ock

hba- >mbox_| ock_cv
hba- >l i nkup_l ock
hba- >l i nkup_l ock_cv
hba- >channel _t x_| ock
hba- >menget _| ock
hba- >menput _| ock

/* ring txq lock */

/

/
hba->i oct| _| ock /

/

/

*
* nmenpool get |ock */
* nmenpool put |ock */
* joctl lock */

* spawn | ock */

* pmlock */

hba- >spawn_| ock
hba- >pm | ock
hba->stats
hba->sli.sli3.ring_cnd_| ock[n]

hba->sli.sli4. que_l ock[n]
hba- >msi i d_| ock

hba- >i ot ag_| ock

hba->sli.sli4.fcf_|l ock

hba- >port _| ock /* locks ports, */

/* nodes, rings */
hba->i ntr_| ock[ _i d] /* locks intr threads */
port->pkt_| ock /* used for pkt */

/* polling */
port->pkt_| ock_cv /* Used for pkt */

/* polling */
port->ub_I ock ;* | ocks unsolicited */

*

buf f er pool */

em xs_swap32_buffer(_b, _c)

_c) em xs_swap32_bcopy(_s, _d, _c)
t64_t)(_x) & OxFF)<<56) | \
uint64_t)(_x) & OxFF00)<<40) | \
uint64_t)(_x) & OxFF0000)<<24) | \
uint64_t)(_x) & OxFF000000)<<8) | \
uint64_t)(_x) & O0xFF00000000)>>8) | \
uint64_t)(_x) & OxFFO000000000) >>24) | \
uint64_t)(_x) & O0xFF000000000000)>>40) | \
uint64_t)(_x) & OxFF00000000000000) >>56))
t32_t)(_x) & OxFF)<<24) | \
uint32_t)(_x) & OxFF00)<<8) | \
uint32_t)(_x) & OxFF0000)>>8) | \
uint32_t)(_x) & OxFF000000)>>24))

((((uint16_t)(_x) & OxFF)<<8) | \
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2107

2109
2110
2111

2113
2114
2115

2117
2118
2119
2120
2121
2122
2123
2124
2125

2127
2128
2129
2130
2131
2132

2134
2135
2136
2137
2138
2139
2140
2141
2142

2144
2145
2146
2147
2148
2149
2150
2151
2152
2153
2154
2155
2156
2157

2159

(((uint16_t)(_x) & OxFF00)>>8))

#defi ne SWAP24_LQ( _x) ((((uint 32_t)
((uint32
(((uint3

#def i ne SWAP24_HI (_x)

/* These LE_SWAPs wi | |
#i fdef EM.XS_LI TTLE_ENDI AN

#define LE_SWAP32_BUFFER(_b, _c)
#define LE_SWAP32_BCOPY(_s, _d, _c)
#defi ne LE_SWAP64(_x)

#defi ne LE_SWAP32( _x)

#defi ne LE_SWAP16( _x)

#define LE_SWAP24_LQ( _x)

#define LE_SWAP24_HI (_x)

#if (EMLXS_MODREVX == EM.XS_MODREV2X)
#undef LE_SWAP24 LO

#define LE_SWAP24_LQ( _x)

#undef LE_SWAP24_HI

#defi ne LE_SWAP24_HI ( _x)

#endi f /* EMLXS_MODREV2X */

#el se /* Bl G ENDI AN */

#define LE_SWAP32_BUFFER(_b, _c)
#define LE_SWAP32_BCOPY(_s, _d, _c)
#defi ne LE_SWAP64( _x)

#define LE_SWAP32( x)

#define LE_SWAP16(_x)

#def i ne LE_SWAP24_LQ( _x)

#define LE_SWAP24_H (_x)

#endi f /* EMLXS_LTTTLE_ENDI AN */

/* These BE_SWAPs wi ||
#i f def ENLXS Bl G_ENDI AN
#defi ne BE_SWAP32 BUFFER(_b, _c)
#defi ne BE_SWAP32_BCOPY(_s, _d, _c)
#defi ne BE_SWAP64(_x)

#defi ne BE_SWAP32( _x)

#defi ne BE_SWAP16( Xx)

#el se /* LITTLE ENDI AN */

#defi ne BE_SWAP32_BUFFER(_b, _c)
#defi ne BE_SWAP32_BCOPY(_s, _d, _c)
#def i ne BE_SWAP64( _x)

#defi ne BE_SWAP32( _x)

#def i ne BE_SWAP16( _x)

#endi f /* EM.XS_BI G_ENDI AN */

#i fdef _ cplusplus

2160 }

__unchanged_portion_omtted_

(_x) & OxFF)<<16) |
t)( _X) & OxFFOOFF00)

\
|\

t)(_x) & 0xO0FF0000) >>16))

& OxOO0FFOOFF) |

only swap on a LE platform*/

SWAP32_BUFFER( _b,
SWAP32_BCOPY( _s,
SWAPEA(_x)
SWAP32( “x)
SWAP16( _x)
SWAP24_LQ( X)
SWAP24HI ( X)

(=)
(x)

only swap on a BE platform*/

SWAP32_BUFFER( _b,
SWAP32_BCOPY( _s,
SWAP64(_x)
SWAP32( “x)
SWAP16( _x)

bcopy(_s, _d, _c)
(_x)
_x)
_X)

—~—

\

_¢)

’

_¢)

_X) & Ox0000FF00) <<16)
“x) & OxFF000000) >>16))

_©)

_c)

\
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